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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
62.114.109. 141 Egypt 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 9354
62.114.109. 141 Egypt 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1828
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 466
177.179. 65. 20 Brazil 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
128.0.73. 15 Denmar k 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

89. 248. 160. 138 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
173. 208. 206. 204 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
107. 150. 60. 78 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl dr op 1
27.156. 2. 122 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1
70.199. 194. 231 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
191. 17. 194, 221 Brazil 147. 237. 76. 201 e.atal.idf.il Block Udp Al Nets drop 1

89. 248. 160. 138 Net her | ands 147.237. 76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
128.0. 73. 15 Dennar k 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1




02-16-2016-00:04:05 to 02-16-2016-01:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
98. 19. 222. 133 Lhited Sates 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 12
69. 167. 186. 64 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declaration BEvasion B ock 8
46.137. 81. 122 Irel and 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Decl aration Evasion B ock 8
87.242.112.35 Russian Federation |147.237.77.216 |[dover.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 8
46.137.81.122 Irel and 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 4
178. 63. 18. 196 Ger many 147.237.76. 86 navy.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion B ock 4
87.106.179.116  |Ger many 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 4
178. 63. 18. 196 Ger many 147.237. 76. 86 navy.idf.il [5670: HITP. SQU Injection (SELECT) Bl ock 4
66. 96. 128. 60 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 4
178. 63. 18. 196 Ger many 147.237.76. 86 navy.idf.il [6134 HITP SQ Injection Variable Declarati on Evasion Bl ock 4
87.242.112.35 Russian Federation [147.237.77.216 |dover.idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Evasion B ock 4
69. 167. 186. 64 Lhited Sates 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 4
66. 135. 63. 82 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 3




02-16-2016-00:04:05 to 02-16-2016-01:04:05

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

98. 19. 222. 133 147.237.77.233 |lnited Sates atal.idf.il SQ Injection - Select From 33
69. 167. 186. 64 147.237.76.42 |wited Sates refuah.idf.il QA Injection - Select From 21
178. 63. 18. 196 147.237.76.86  |Ger many navy.idf.il QA Injection - Select From 20
46.137. 81. 122 147.237.77.233 |ireland atal.idf.il SQ Injection - Select From 14
87.242.112.35 147.237.77.216 |Russi an Federation dover.idf.il QA Injection - Select From 14
66. 96. 128. 60 147.237.77.74  |Wnited Sates lawidf.il SQ Injection - Select From 10
87.106.179.116  [147.237.77.74 |Ger many lawidf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
77.126. 148. 17 147.237.0.19 I srael nadi matal .idf.il ET SCAN NVAP -sA (2) 2
79.180.161. 184  [147.237.0.19 I srael nadi matal .idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147.237.76.30 |China hi nush. i of . i | ET SCAN Potential SSH Scan 1
146. 148. 116. 152 |147.237. 8. 27 Lhited Sates e.nadi matal .idf.il ET SCAN NMAP -sS w ndow 4096 1
130. 211. 100. 171 |147.237.77.226 [Lnited Sates wan charat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
50.204.188. 142  |147.237.77.179 |wnited Sates e mazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
118. 140. 105. 132 [147.237.0.200 |Hong Kong mdu. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
118. 140. 105. 132 [147. 237.0. 16 Hong Kong ny- kosher - kravi .i df . i ET SCAN Potential VNC Scan 5900- 5920 1
104.219.238.10 |147.237.76. 196 esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.21 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.76.197 |China e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.104.41.141  |147.237.77.243 |Mldova, Republic of [nobile.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
146. 148. 116. 152 |147.237. 8. 27 Lhited Sates e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
50.204.188. 142  |147.237.77.179 |Lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
121. 201. 27. 61 147.237.76.200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
50.204.188. 142  [147.237.77.179 [lLnited Sates enazi.idf.il ET SCAN NVAP -f -sS 1
118. 140. 105. 132 |147. 237.0. 17 Hong Kong mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104.219.238.10  |147.237.77.234 hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76.201 |Chi na e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.21 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
62.114.109. 141 |Egypt 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 352
e Unexpect ed post SYN packet - RST
62.114. 146. 155 |Egypt 147.237.77. 216 |dover.idf .il drop or SYN expect ed drop 91
62. 114. 146. 155 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 91
62.114. 146. 155 |Egypt 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 91
62.114. 146. 155 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 77
62.114.109. 141 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 63
. . SYWNretransmt wth different .
62. 114. 146. 155 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence i ndow scal noni t or 56
C e Unexpect ed post SYN packet - RST
62.114. 109. 141 |Egypt 147.237.77. 216 |dover.idf.il dr op or SYN expect ed drop 50
Sreaning Engine: TGP Invalid i i ssi
109. 64.23.102 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 48
Ret r ansni ssi on Packet dropped.
62.114.109. 141 |Egypt 147.237.77. 216 |dover.idf il dr op drop 31
62.114.109. 141 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
79.182.152. 201 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt with different monitor |25
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 65 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
1.39.50. 135 I ndi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
Sreanming Engine: TCP Invalid i i sSi
149. 78.193. 136 |l srael 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
213.8.204.28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
Sreaning Engine: TQP Invalid i i ssi
213.57.178.72 |israel 147.237.77. 243 |nobi | e. i of .| g =g nvalid segnent retransmssion. drop 10
Ret r ansm ssi on Packet dropped.
80.178.157.52 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
66. 96. 128. 60 Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop
109. 253.202.59 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor (8
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
95. 35. 60. 183 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
2.54.165. 98 I srael 147.237.0.19 |nadi matal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 231 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TQP Invalid i i ssi
84.228.26.11  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46.19. 85. 231 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
24.114.69.66  |Canada 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansmi ssi on Packet dropped.
52.16.5. 197 Lhited Sates |147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 117 I srael 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.135 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
79.177.1. 4 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
177.185.192.50 |Brazil 147.237.77.74 |lawidf.il drop SAMrul e drop 4
46. 19. 86. 65 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |4
62.219.137.5 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence nonitor |4
Sreaning Engine: TQP Invalid i i ssi
93.172.225.210 |israel 147.237.76. 200 |ei tan. aka. i of .1 g =g nvalid segnent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
188. 120. 148. 221l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
2.54.165. 98 | srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TQP Invalid i i sSi
79.183. 201. 190 |Israel 147.237.77. 243 |robi le. i f . | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.254  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 117 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 65.128.27 |Israel 147.237. 72. 167 |i shuri maka. i of . 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.180.203.73 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
94.77.196.82  |Saudi Arabia  |147.237.77.216 [dover.idf.il B ock HTTP Non Conpli ant Fail ed to handl e connection data monitor |3
Sreanming Engine: TCP Invalid i i sSi
109. 64. 33. 254  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
69.58.178.57  |Wited Sates [147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Russi an o Streaning Engine: TCP Invalid |invalid segent retransmission.
141.8.132.112  [C oo 147.237.72. 166 |aka. i df .i Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 156. 179|i srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
37.26.146. 161 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 59
2.54.171.193 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 43
5.29.163.189 |[Israel 147.237.77.74 [lawidf.il Ml tiple Unauthorized URL Access from5. 29. 163. 189 Bl ock 12
149. 78. 193. 136 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 7
5.29.163.189 |Israel 147.237.77.74 |lawidf .il PHP At t enpt Bl ock 6
66.249.69.26 |[Israel 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized URL Access from 66.249. 69. 26 Bl ock 4
213.57.178.72 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
79.177.1. 4 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
213.57.178.72 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 2
5.29.237.139 |[Israel 147.237. 76. 147 [chi nuch. aka. i df .i| |Unhauthori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 2
46. 19. 86. 28 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
58.64.181.66 |Hong Kong [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wp-admin/ Bl ock 1
31.146.48.32 |Georgia 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 1
213.8.204.75 |Israel 147.237.76.31 |nakchal .idf.il D stributed PHP Attenpt Bl ock 1
80.179.9.115 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
46.19. 86. 73 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
Unknown Par arret er
5.29.55.3 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03%chl Quest i on$ [None 1
60 in ww aka.idf.il/main/giyus/questi onnaire. aspx
149. 88. 192. 103 I srael 147.237.77. 234 |hal ag. i df . i | 1D4§t '2'35“;67"’2217?;2;;72%‘:&/'&7??; f’;if Bock |1
79. 183. 128. 217 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw mag. i df.il/xmrpc. php Bl ock 1
62. 114. 109. 141 |Egypt 147.237.77. 216 |dover.i df .i | D stributed Wauthorized URL Access on 147.237. 77. 216/ Bl ock 1
31.146.48.32 |Georgia 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xmrpc. php Bl ock 1
213.8.204.75 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wwu nakhal .idf.il/xmrpc. php Bl ock 1
82.102. 169. 113 |I srael 147.237.77. 216 |dover.i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
69.58.178.57 gualt:g 147.237.0.34  [ti kshuv.idf il V\Uqu;a\zuttihlfsrrlufvé? dfu.qi_l fzﬁerZd;t?ser cont r ol s/ header upper/ Bl ock !
46.117. 179. 108 |I srael 147.237.76.42 |refuah.idf.il ?4? ;;';}';gﬂg:tu;ﬂhglrs'ﬁaerdeﬁe Sﬁcissss on Bock |1
157. 55. 39. 151 g‘;:ﬁ 147.237.72. 156 [anan. i df . i | Lhaut hori zed LR. Access to list.ips.gov.il/index-files/listl xls Bl ock 1
79. 183. 128. 217 |l srael 147. 237.77. 226 mIChan&t z. aka.l PHP Attenpt B ock 1
62. 114. 146. 155 |Egypt 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
31.168. 149.54 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
109. 65.58.92  |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 1
46.118. 114. 111 |krai ne 147.237.77. 216 |dover.i df . i Lhaut hori zed URL Access to v idf.il/mazi/ B ock 1
199. 30. 24. 69 gﬁ;ttg: 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
79.183. 128. 217 |l srael 147.237.77. 226 \é\;M\iI'IChanat z. aka.i Uhaut hori zed URL Access to waw chamat z. aka. i df.il/xnirpc. php B ock 1
65. 55. 210. 163 gﬁ;ttg: 147.237.77. 216 |dover.i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
109. 253. 202. 59 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css Bl ock 1
79.182. 152. 201 [l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
46.121.232.50 |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock
208.115.111.73 ;h;:ee: 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwn i df.il/894-he B ock 1
Unhaut hori zed URL Access to
80.178.157.52 |Israel 147.237.77. 216 |dover.i df . i | www i df . i |/ 1133- 20978- he/ dover . aspx&sa=udved=0ahukewi vt gf s6_r kah |B ock 1
wdl i wkhf f yb7gqgf ggmmae&usg=af gj cnf pecc5t shxnzef nkaohgj ycbchi g
66.249.69.26 |lsrael 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
79.183.128. 217 [I srael 147.237.77.74 [lawidf.il Dstributed PHP At tenpt Bl ock 1
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