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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
89. 248. 160. 138 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
157. 55. 39. 32 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 1
117.190. 96. 206 Chi na 147.237.76. 38 eengitav.idf.il B ock Wp Al Nets drop 1
185. 35. 62. 124 Sw t zerl and 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al Nets drop 1
117.190. 96. 206 Chi na 147.237.76. 39 nobi | e. neitav.idf.il B ock Wp Al Nets drop 1
117.190. 96. 206 Chi na 147.237.76. 42 refuah.idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry

Target Address

|Sgnature

Devi ce Action |Oount |

66. 96. 128. 60 Lhited Sates 147.237.76. 31 nakchal .idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 8
66. 96. 128. 60 Lhited Sates 147. 237.76. 31 nakchal .idf.il [3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
66. 96. 128. 60 Lhited Sates 147.237.76.31 nakchal .idf.il [5670: HITP SQ Injection (SELECT) B ock 4
70. 89. 127. 77 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
151. 80. 41. 169 Italy 147.237.77.216 |dover.idf.il Cl06: HITP. naj estic bot B ock 1
188. 165. 15. 239 France 147.237.77. 74 lawidf.il (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

66. 96. 128. 60 147.237.76.31 [lhited Sates |nakchal .idf.il QA Injection - Select From 48
70. 89.127. 77 147.237.77.74 |United Sates |lawidf.il SQ Injection - Select From 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.81.196 [147.237.0.34 |Uhited States [tikshuv.idf.il ET SCAN NVAP -sA (2) 2
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
185.53.91. 144 |147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237. 76. 197 |Lkrai ne e. hinush. i df .il ET SCAN NMAP -sS wi ndow 1024 1
80. 179. 225. 230 [147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
79.182. 145. 74  |147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
198. 20. 69. 98 147.237.76.39 [lhited Sates |nobile.reitav.idf.il [ET DROP Dshi el d B ock Listed Source 1
193. 105. 134. 220|147. 237. 76. 147 |Swneden chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
185.53.91. 144 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
115. 28. 247. 220 |147.237. 72. 166 [Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 113 [147.237.76. 197 |Lkrai ne e. hi nush. i df .i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 82. 79. 104 147.237.77. 61 |Netherl ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
71. 6. 165. 200 147.237.77.233|Whited Sates |atal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
189, 219, 185. 91 1147 237 0.16 i co ny-kosher-kravi i of i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

Target Address ‘ Ste

‘Signature

Count ry

SYNretransmt wth different w ndow

93. 172. 236. 109 |1 srael 147.237.76.42 |refush.idi.il|Bad TCP sequence ocal e noni t or 131
Russi an Lo Sreamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.132.112 |C oo 147. 237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop 51
reanmn ine: TCP Invali i i Ssi
46.19.86.232 |israel 147, 237,77, 243 | bl e i o 1| | €AM NG Engi ne: TGP I nval i d Invalid segnent retransmssion. drop 27
Ret r ansni ssi on Packet dropped.
46. 19. 86. 235 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
reanming BEngine: TCP Invali i i ssi
46.19.86.23  |israel 147237, 72. 166 |aka ich. 11 | €AM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
2.52.185.203 |Israel 147.237.72. 166 |aka.idf.il SYN Attack rej ect 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
reamn ine: TCP Invali i i Ssi
5.22.135.189 |Israel 147. 237,72, 166 |aka i or i1 || €AM NG Engine: TCP aid Invalid segnent retransmssion. drop 21
Ret r ansni ssi on Packet dropped.
213.57.60.209 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence fzg;e”ansm with different wndow( ooivor |20
reamn ine: TCP Invali i i Ssi
46.19.86.241 |israel 147237, 72. 166 |aka i a1 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
2.52.185.203 |[lIsrael 147.237.72. 166 |aka. idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 17
2.52.185.203 |[Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunier noni t or 13
2.52.185.203 |[lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreamng Engine: TCP Invalid i i ssi
46.19.86.131 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
82.81.21.102 |Israel 147237, 72. 166 |aka i i1 | €AM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85. 130. 244. 74 |Israel 147. 237. 72. 156 |anan.i df .| 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
5.102.222.1  |Israel 147237, 72. 166 |aka i i1 | €AM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
2.52.185.203 |[lsrael 147.237.72.166|aka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 12
46.19.86.138 |l srael 147.237.72.166|akaidf.il  |Bad TOP sequence SAXK retransmt with different oo |10
wi ndow scal e
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
89.42.96.182 [Romani a 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber alert 7
46.19.86.138 |lsrael 147.237.72.166|aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
89.42.96.182 |Romani a 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaming Engine: TGP Invalid i i ssi
37.26.148.226 | srael 147.237.77. 243 |nobil e.i of .i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.18 |l srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.138 [Israel 147.237.72. 166 |aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout alert
46.19.86.235 |lsrael 147.237.77. 216 |dover.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
79. 183. 161. 100 |I srael 147.237.72. 166 |aka. i of . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
31.210. 187. 105 |l srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
81.218. 127. 141 |l srael 147. 237.77. 243 |mobi l e i o i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67. 135. 241 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.148. 217 |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
77.125. 145. 142 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
87.68.151. 243 |Israel 147.237.72. 156 |anan.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
66.249.81.199 |[Lhited Sates 147.237.0.34 |[tikshuv.idf.i|drop Frst packet isn't SYN drop 5
82.80.173.54 |[lIsrael 147.237.77. 216 |dover.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
31.210. 187. 105 [l srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 4
77.125.90. 127 |[Israel 147.237.72. 166 |aka.idf.il [SYN At tack SYN -> SYN-ACK -> RST alert 4
66. 96. 128. 60 Lhited Sates 147.237.76.31 |nakchal .idf.i|dr op Frst packet isn't SN drop 4
66.249.81.202 |[Lhited Sates 147.237.0.34 |[tikshuv.idf.i|drop First packet isn't SYN drop 4
84.109.9. 72 I srael 147.237.76.86 [navy.idf.il [Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 4
77.125.90. 127 |[Israel 147.237.72. 166 |aka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.24.146.74 |Germany 147.237.76.86 [navy.idf.il |Bad TCP sequence Invalid ACK nunber moni t or 4
Sreaming Engine: TGP Invalid i i ssi
85. 64.233.177 |Israel 147.237.77. 243 |nobil e.i of .i 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
46.19.86.138 |Israel 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
e SYN+ACK retransmt with different .
84.94.174.216 |lsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence i ndow scal noni t or 3
Sreaming Engine: TCP Invalid i i SSi
212.235.21.9 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Russi an Lo Sreamng Engine: TCP Invalid Invalid segnent retransnission.
5.255.253.53 |- o oo 147. 237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop 3
94.77.196.82 [Saudi Arabia 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
176.13.13. 247 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
77.127.29.174 |israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 77.127.29. 174 B ock 11
79. 180. 182. 200 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uaut horized URL Access from 79. 180. 182. 200 B ock 7
77.127.29.174  |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
79.183.224.53 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 4
79.180. 182. 200 |l srael 147.237.72. 166 |aka. i df . i | Oistributed PHP Attenpt B ock 4
85. 64.233.177 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 200 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
84.94.38.119 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 84.94.38. 119 B ock 3
109. 65. 2. 186 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from109. 65. 2. 186 B ock 3
93.173.36.251 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
84.94.184.202 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.94.38.119 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
185. 89. 217. 230 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
37.26.149.210 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13. 6. 63 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
62. 90. 28. 94 I srael 147.237.76.42 |refuah.idf.il ;arwarrgi;zﬁ .\fdilﬁtli /szgg_a;g/hzﬁa:aspx Bl ock 2
109. 253. 193. 93 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.22.135.156  |Israel 147.237.76.42 |refuah.idf.il ﬂ?‘.’tzgc;r.'7zgd42ﬁ‘psf§fz o o ecomposed. png HBock |1
213.57.60.209 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ general . aspx  |B ock 1
79.179. 31. 88 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/scripts/css3pie. htc B ock
100.65.2.186 |l srael 147. 237.72. 166 |aka. i df . i | '()L'rigeasll i?;;g’idﬁngzgzgz);alkﬁ f/ nai v kapat 2/ res Bl ock 1
66.249.64.234 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
37.26.149.199 |[lIsrael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
197.33.182.2 Egypt 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
157. 55. 39. 94 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on wanidf.il/error.htm B ock 1
68.180.228. 112 |lLhited Sates  [147.237.77.216|dover. i df.i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
91. 196. 50. 33 Pol and 147.237.77.19 |lawforumi df. il |Lhauthorized UR. Access to testp2.czar. bi el awa. pl /t est proxy. php B ock 1
31.168.246.44 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in wu aka.idf.il/mai n/sachar/fag. aspx None 1
217. 132. 227. 2201 srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
79.179.201. 192 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 1
185. 89. 217. 234 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
Unknown Par anet er
85. 65. 131. 10 I srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01%ct | 03%chl Quest i on$ |None 1
91 in ww aka. i df.il/nain/giyus/questionnaire. aspx
198. 58.102. 156 |lLhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/1294-he/ wan idf.il B ock 1
79.180. 182. 200 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/aj ax/ updat est at us. php B ock 1
93.172.236.109 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
84.94.38.119 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i/ aj ax/ updat est at us. php B ock 1
31.184.238.132 gz::;”i on 147.237.77.216|dover. i df . i | Mil tiple Unaut horized URL Access from 31.184. 238. 132 B ock 1
79.179.201.192 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized URL Access from 79. 179. 201. 192 B ock
185. 89. 217. 235 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waww aka. i df.il/mai n/ gi yus/ x’xzx™x"x” B ock 1
87.69.125.118 | srael 147.237.72. 166 |aka. i df . i | mnai":i ;ﬁriﬁ";en;m S;waﬁffma;? on. aspx None 1
37.46.38. 20 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i |/ dover/site/ nai npage. asp B ock 1
213.8.204.22  [Israel 147. 237.72. 166 |aka. i df . i | mmmfv“;gri' dzfef‘ijlﬁmﬁf;f’jj;fomml o at U A Bock |1
62. 90. 28. 94 I srael 147.237.76.42 |refuah.idf.il \;T\rwa??fi;g"j .\fd?' ."’i‘tli lofﬁgig/h:?tua}{‘aspx Bock |1
Unknown Par anet er
84.94. 49. 44 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Russi an ) . Paraneter Type Mol ation . _ _
31.184.238.132 - - - 147.237.77. 216 |dover.i df .i | ct | 00$Cont ent Al acetbl der 13ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
v i df . i |/ 1283- en/ dover . aspx
190. 83. 209. 133 gg‘;gid and  1147.237.77. 216 |dover. i df . | PHP At t enpt B ock 1
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