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02-15-2016-21:04:09 to 02-15-2016-22:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
157. 55. 39. 32 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
115. 239. 228. 10 Chi na 147.237. 76. 30 hi nush. i df . i | JLM Under Attack GCon Htp drop 2
218.57.11.7 Chi na 147.237.76. 38 eenetav.idf.il |JLMPurple Gon Lint_Tcp drop 1
83. 143. 239. 205 Lkrai ne 147.237. 76. 34 yohal an.idf.il Bl ock_Ulp Al _Nets drop 1
197.231.221. 211 Li beria 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Bock Np Al _ Net drop 1
218.57.11.7 Chi na 147.237.76. 30 hi nush. i df . i | JLMPurple Con Linmt Tcp drop 1
5. 39.218. 13 Net her | ands 147.237.76. 202 e halag.idf.il Bl ock Udp All Nets drop 1




02-15-2016-21:04:09 to 02-15-2016-22:04:09

|Top Attackers In IPS|

Attacker Address Atacker ’Target Address |Site Sgnature

Country
106. 120. 173. 102|Chi na 147.237.76.42 [refuah.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
186. 207. 133. 217 |Brazil 147. 237. 77. 176 |nat pash. i df.il\la3:§:abi Ilitlil P03 Query String Paraneter Command [nj ection Bl ock 1




02-15-2016-21:04:09 to 02-15-2016-22:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
194.63.140.74 |147.237.76.86 |FSSIaN navy. i df . i ET SCAN Potential SSH Scan 2
Federati on
163. 47. 140. 140 |147.237.0.34 |india tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 72. 166 [Tur key aka. idf.il ET SCAN NVAP -sS w ndow 4096 1
194. 63.140. 74  |147.237. 76. 39 23:::;}0“ nobile.neitav.idf.il  |ET SCAN Potential SSH Scan 1
84.228.132.120 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
194.63.140.74  |147. 237, 72. 217 |¥SSI &0 eidf.il ET SCAN Potential SSH Scan 1
Federati on
68. 180. 229. 239 |147.237.72. 166 |Lhited Sates  |aka idf.il portscan: TCP O stributed Portscan 1
194. 63.140. 74  |147. 237. 8. 50 ?;Z:;;”im e tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.52.141. 226 147. 237. 72. 166 [ srael aka idf.il portscan: TCP Distributed Portscan 1
194.63.140.74 |147.237.0.35 |RSSian akavs. i df i | ET SCAN Potential SSH Scan 1
Federati on
194. 63.140. 74  |147.237.77. 234 gj;:tnim hal ag. i df .i | ET SCAN Potential SSH Scan 1
190. 178, 164. 108|147 237 8.46 | centi Hinuch i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . O. ent 1 na e. chi nucn. 1 N .
g Potential Scan or Brute Force
194. 63.140. 74  |147.237.77. 205 gj;:tnim prishaidf.il ET SCAN Potential SSH Scan 1
163. 47. 140. 140 |147.237.76. 200 |I ndi a eitan. aka.idf.il ET SCAN Potential SSH Scan 1
194. 63.140. 74  |147.237.77.178 gjzg'im e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
163. 47. 140. 140 |147.237.76.31 |india nakchal i df il ET SCAN Potential SSH Scan 1
194. 63.140.74  |147. 237. 76, 177 |SSI an ncore. i df. i ET SCAN Potential SSH Scan 1
Feder at i on
163. 47. 140. 140 (147.237.0.19 |[India madi matal .idf.il ET SCAN Potential SSH Scan 1
194.63.140. 74  |147.237. 76. 42 ?ég:;;m refuah.idf.il ET SCAN Potential SSH Scan 1
93.173.231. 191 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
194. 63.140. 74  |147.237. 76. 38 ?;Z:;;”im eeneitav.idf.il ET SCAN Potential SSH Scan 1
_ L ET DO5 Large anount of TCP Zer oWndow - Possible Niller2
80.246.130.36 |147.237.76.30 [Israel hi nush. i df . i | 1
DDos attack
194. 63.140. 74  |147.237.72. 14 ?;Z:;;”im dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
31.211.102. 129 |147.237.77.216 23::;'}0'1 dover. i df il ET SCAN NVAP -sS wi ndow 4096 1
194.63.140.74 |147.237.8.14 |RSSIan e orchot.idf.il ET SCAN Potential SSH Scan 1
Federati on
194.63.140.74 |147.237.0.34 |RSSIan ti kshuv. i df i1 ET SCAN Potential SSH Scan 1
Feder at i on
194. 63.140. 74  |147.237.77. 226 ?;Z:;;”im i chanat z. aka. i df .| |ET SCAN Potential SSH Scan 1
188.126. 77. 138 |147. 237. 76. 199 |Sneden e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
194.63.140.74  |147. 237, 77. 179 |¥SSI &0 e nazi.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
163. 47. 140. 140 |147.237.76. 197 |Indi a e. himush. i df . il ET SCAN Potential SSH Scan 1
194. 63.140. 74  |147.237.77. 121 23;:30” e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46. 19. 86. 16 I srael 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber nonitor  [43
Sreamng Engine: TCP Invalid i i ssi
212.179. 172. 219|i srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 36
Ret ransm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
85.130. 244. 74  |Israel 147. 237. 72. 156 |anan. i of . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 30
Ret ransm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TGP Invalid i i sSi
109. 67.23. 254 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 30
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
109. 66. 178.199 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 27
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
46.19. 86. 16 I'sr ael 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 253. 209. 180 I sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 18
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
46. 19. 85. 86 I'sr ael 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 15
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19. 86. 45 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
185.32.179. 153 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.86.206  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
85.130. 227. 144 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 12
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
2. 54. 60. 202 I srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Imvalid segnent retransmssion. g 12
Ret ransnm ssi on Packet dr opped.
5.102. 254. 8 I 'srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7
reamn ine: TCP Invali i i sSi
5.22.135.195  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reamng BEngine: TCP Invali i i ssi
109. 253. 223. 233|i srael 147.237.77. 203\ e i o1 | &M NG Bngine: TQP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.10. 189 |Israel 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
reamng Engi ne: TCP Invali i i ssi
2.54.58, 113 I'sr ael 147. 237.72. 167 |t shuri maka i o || €2M NG Engine: TCP Inval id —inval i d segnent retransmissi on drop 6
Ret ransm ssi on Packet dr opped.
37.19.116.105 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
77.126.18.110 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 86. 45 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
84.228.71.193 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
188. 120. 154. 55 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.117.156. 169 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
37.46.41. 149 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
5.102.254.228 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
5.102.242.225 |lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor (4
85. 130. 205. 129 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
46. 19. 85. 238 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
85. 130. 205. 129 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 71 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 238 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
74.111.238.237 |Lited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
Sreanming Engine: TCP Invalid i i Ssi
192.115.248.2 | srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g o, 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
212.76.98.179 |Israel 147.237.76. 200 |6 tan. aka. i of . i 9 =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dropped.
2.54.1.108 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect
31.210.186.86 |[lIsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
62.219.137.5  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
80.179.9.115  |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109.66.32.18  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
46. 19. 86. 16 I srael 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nval i d ACK nunber noni t or 3
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransnission.
178.154. 189. 21 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i Ssi
212. 235. 124. 168|i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.126. 165. 250 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
2.54.11. 129 I sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret ransm ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature
84.108. 194. 197 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 3
188. 120. 148. 71 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.13.23 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 235
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 197
46.19. 85. 243 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 155
2.54.4.205 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 150
2.54. 4. 205 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 131
5.29.13.23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 104
5.29.13.23 | srael 147.237.0.19 |madi matal .idf.i|Too Many of the Sane Response Code (403) in Session fromb5. 29.13.23 |B ock 49
46.19. 86. 122 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 41
5.29.13.23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 38
2.54.4.205 | srael 147.237.0.19 |madi matal .idf.i|Too Many of the Sane Response Code (404) in Session from2.54.4.205 |B ock 25
89.138.169. 63 |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 24
109.67.112.79 |Israel 147.237.77. 243 |nobi | e. i df . i | Sof)tirliet_’li’td? IFI)a/r;’";ithjr /Eyhp:n:eggsivgr] dor:)aranet o NewPassvord Bl ock 18
46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 17
84.108. 47. 67 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84.108. 47. 67 B ock 7
109. 67. 23. 254 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 7
2.54.4.205 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 6
46.117.243.181 |Israel 147.237.77.243|nobi l e.i df . i | Ml ti pl e Unaut horized URL Access from 46, 117. 243. 181 B ock 6
131.253.25. 251 |lhited Sates |147.237.77.216|dover.idf.i | O stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 5
84.108. 47. 67 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 4
188. 120. 154. 55 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149.88.67.174  |Israel 147.237.77. 243 |nobi | e. i df . i | Ezmtt o T?’Ffsgcﬁgf‘; icﬁgngi‘g';"zxfgd n Bl ock 3
79.176.128. 251 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
95.213.182. 43 :3::;’} on 147.237.77.74 [lawidf.il Ml tipl e Unauthori zed URL Access from 95.213.182. 43 B ock 3
80. 178. 157. 105 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31. 168. 240. 2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149.210 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.121.111. 141 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 228. 154. 151 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
46.116.29. 51 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
84.94.179.12 | srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i|/aj ax/ updat est at us. php B ock 1
68.180.228.175 |Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
2.54. 4. 205 I srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
95. 213. 182. 43 :Zj;”ion 147.237.72. 166 |aka. i df . i | m’;‘gﬂi dF;arl f‘/”ﬁt;ri magspp;/Z?gsn;:g:Qol ders. asp None 1
84.228.199.27 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 84.228.199. 27 B ock
165.139.227.1 |[lhited Sates |147.237.77.176|nat pash. i df.il Paraneter Type Molation SortOr in v cogat.idf.il/1038-en/ cogat.aspx |B ock
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Mil tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 1
Unknown Par arret er
89. 139. 165. 108 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.116.63.37  |Israel 147. 237.72. 166 |aka. i df . i | m“;&‘;"riidﬁe“i’lﬁﬁ,“;iejjslté’omol o at uder A Bock |1
46. 19. 85. 220 I srael 147.237.77.216|dover . i df . i SSL UWntraceabl e Connection - Qpen Mde None 1
197. 231. 221. 211|Liberia 147.237.77. 216 |dover . i df . i | V‘ﬁv;;_’ﬁ‘}v_?,ﬁfmﬁ,ﬁﬁﬁfsyc“ pts/jquery/j query-1.4.2.mn.js Bl ock 1
157. 55. 39. 28 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut horized UR. Access on waw idf.il/error. htm B ock 1
68.180.230.29 United Sates 147, 237.77. 176 |nat pash. i df . i | ma';?g‘; b M /Olgl;?ﬁefsgggffnaisgx Bock |1
54.147.176.220 |[lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ atal . aspx Bl ock 1
46. 31. 103. 30 I srael 147.237.77.216|dover . i df . i D stributed PHP Attenpt B ock 1
84.228.199.27 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 228. 199. 27 B ock 1
5.29. 70. 105 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
165.139.227.1 |Wited Sates |147.237.77.176|mat pash.idf .i| |Paraneter Type Violation | ang in ww cogat.idf.i|/1038-en/ cogat . aspx B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .l D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
109. 160. 177. 147|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
93. 69. 32. 225 Italy 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/1500-en B ock 1
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