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Top Attackers
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02-15-2016-17:04:00 to 02-15-2016-18:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 219. 38 Eur ope 147.237. 76. 42 refuah.idf.il ock I p Wb _In drop 6
84.109. 130. 231 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 6
115. 239. 228. 10 Chi na 147.237.76. 197 e hinush.idf.il JLM Under Attack Gon Htp drop 2
93. 158. 203. 154 Net her | ands 147.237.76. 197 e hinush.idf.il B ock Np Al Net drop 1
173. 208. 206. 206 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
107. 150. 60. 74 Lhited Sates 147.237.77.170 naarachot . i df . il bl ock-sp-traf 1 drop 1
173. 208. 206. 204 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1




02-15-2016-17:04:00 to 02-15-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

195. 74. 38. 14 Sweden 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1




02-15-2016-17:04:00 to 02-15-2016-18:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
78.188.228.64 |147.237.0.34 |Turkey tikshuv.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
195. 74. 38. 14 147, 237. 72. 166 |Swneden aka.idf.il SQ Injection - Select From 2
95. 86. 80. 165 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
94.102.48.193  |147.237.77. 227 |Net her | ands e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
222.186.34.92 |147.237.76. 198 |hi na e.yonalan.idf.il |ET SCAN Potential SSH Scan 1
85.64.72.8 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
222.186.34.92 |147.237.76.86 |China navy. i df.il ET SCAN Potential SSH Scan 1
37.142.190. 206 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
192, 116. 218. 93 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.190. 163 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
112.196. 49. 101 [147.237.72.156|Indi a anan. i df. i ET SCAN NVAP -sS w ndow 2048 1
112.123. 106. 163|147. 237. 76. 148 |Chi na gqcenter. aka. i df.il ET SDAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
109. 253. 138. 57 |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
94.102. 48.193  |147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.64.177.121  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
222.186.34.92 |147.237.76. 197 |Chi na ehimssh.idf.il |ET SCAN Potential SSH Scan 1
84.229. 155. 165 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
203132, 165. 22 |147 237 g 14 |KOT€a Republic | o) ET SCAN Behavi oral Uhusual |y fast inbound Tel net (onnecti ons, 1
of Potential Scan or Brute Force
69.197. 145. 242 |[147.237.77.121|Wited Sates |e.navy.idf.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
5.22.131.0 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 106. 157 |147.237.77. 216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
112.196. 49. 101 [147. 237. 72. 156 |I ndi a anan. i df.il ET SCAN NVAP -f -sS 1
109. 253. 139. 209(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1




02-15-2016-17:04:00 to 02-15-2016-18:04:00

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

SWNretransmt wth different

Action

Inval i d Ret ransm ssi on

Packet dropped.

109. 65. 133. 243 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |78
w ndow scal e
reamng BEngi ne: T i i ssi
79.179. 154. 168 |I srael 147.237.0.34  |tikshuv.idf.il Streamng Engine: TCP Invalid segnent retransmssion. | ., 66
Inval i d Retransnission Packet dr opped.
79.181. 165. 165 || srael 147.237.76.42 |refuah.idf.il Bad TOP sequence SWretransmt wth different | oo |ss
w ndow scal e
141.0.14.74 Eur ope 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
S reanming Engi ne: TCP i i ssi
46.19. 86. 78 I'srael 147. 237.72. 156 |aman.i of . i1 mng tngine. 1 Invalid segnent retransmssion. |, 30
Inval i d Retransnission Packet dr opped.
46. 19. 86. 48 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 22
93.184. 1. 223 (F;ajcis;i';'ja” Territor 147 37 77. 176 |nat pash. i df .i drop First packet ism't SWN drop 22
185. 32. 179. 107 |Israel 147.237.72. 166 |aka.idf .il SYN Attack rej ect 18
S reamng Engi ne: TCP i i ssi
109. 253. 130. 123|i srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 15
Inval i d Retransm ssi on Packet dr opped.
185. 32. 179. 107 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
79.176.192. 209 I srael 147.237.72. 166 |aka. i of .| Bad TOP sequence SWretransmt wth different oo |13
w ndow scal e
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
reamng BEngi ne: T i i ssi
79.176.224.43  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 12
Invalid Retransnission Packet dr opped.
reamn ine: T i i ssi
46. 19. 86. 48 I srael 147.237.72. 166 |aka. i df .i | 3 eamng Engi ne _(P Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
46.19. 86. 51 I'srael 147. 237. 72. 167 |i shuri maka.i of .| mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
46.19.86.222  |israel 147.237.72. 167 |i shuri maka. i o . i1 mng tngine. 1 Invalid segnent retransmssion. |, ., 12
Inval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi
46.19.86.254  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransm ssi on Packet dr opped.
80. 246. 130. 75 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |11
46. 19. 86. 222 I srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |10
S ream ng Engi ne: TCP i i ssi
2.54.14. 106 I srael 147. 237, 72. 167 |i shuri maka. i of . i1 mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmi ssion Packet dr opped.
80. 246.130. 75 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 9
46.19. 85. 114 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |9
2.54.22.165 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 86. 64 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |7
2.54.23.70 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reanming Engi ne: TCP i i ssi
84.228. 153. 230 i srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
84.228.153. 230 |lsrael 147.237.72. 167 |ishurimaka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng BEngi ne: TCP i i ssi
109. 65.20. 149 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
S reanming Engi ne: TCP i i ssi
109. 253. 204. 1641 sr el 147. 237.77. 243 |mobi l e i o i mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
79.182.61.67  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
46.19. 85. 105 I srael 147.237.77. 176 |nat pash. i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
37.26.149.139 |l srael 147.237.77. 243 |nobil e.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
195. 74. 38. 14 Sweden 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
S reamng Engi ne: TCP i i ssi
65.55.210. 132  |Whited Sates 147. 237. 76. 200 |ei tan. aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssi on Packet dr opped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df i Bl ock HTTP Non Conpl i ant sztlaed to hand e comection  Jopnitor |4
109. 186. 166. 243l srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
149.78.79.115 |Israel 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4
188.64.128.29 |Russian Federation |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
149.78.79.115 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
Streamng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 93 Wited Sates 147.237.76.86 |navy.idf.il ) o " |dro 4
W Inval i d Retransm ssi on Packet dr opped. P
2.52.150.114  |Israel 147.237.77. 226 "LI"‘IW chanat z. aka. 1df |y At t ack SYN -> SYN-ACK -> RST rej ect 4
188.64.128.29  |Russian Federation |147.237.72. 166 |aka.idf.il Bad TCP sequence STNACK retransmt with moni tor |4
di fferent w ndow scal e
Sreamng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 95 Wited Sates 147.237.76.86 |navy.idf.il ) . " |dro 4
v Inval i d Retransnission Packet dropped. P
S reaning Engi ne: TCP i i Ssi
79.182. 144. 147 |Israel 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 3




Attacker Address |Attacker Qountry

109. 65. 192. 133

02-15-2016-17:04:00 to 02-15-2016-18:04:00

| srael

Target Address

147.237.72. 166

dte

akaidf.il

Signature

S reamng Engi ne: TCP
Inval i d Retransm ssi on

Inval i d segnent

Packet dropped.

r et r ansni ssi on.

drop

176.13.5. 95

| srael

147.237.77. 243

nobi | e.idf.il

Sreamng Engi ne: TCP
Inval i d Retransm ssi on

Inval i d segnent

Packet dropped.

r et ransni ssi on.

drop

37. 26. 146. 148

I srael

147.237.72. 166

aka.idf.il

Sreamng Engi ne: TCP
Inval id Retransm ssion

Inval i d segnent

Packet dropped.

r et ransni ssi on.

drop

81. 218. 160. 230

I srael

147.237.72. 166

aka.idf.il

Sreaning Engi ne: TCP
Inval id Retransm ssion

Inval i d segnent

Packet dropped.

r et r ansni ssi on.

drop




02-15-2016-17:04:00 to 02-15-2016-18:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
2.54.176. 81 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 46
176.13.9. 158 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 38
176. 13. 13. 49 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 36
212.179.21.194 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 9
46.121.198. 115 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 8
78.188.228.64 [Turkey 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 7
78.188.228.64 |Turkey 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut horized URL Access from 78. 188. 228. 64 B ock 6
131. 253. 25. 198 |hited Sates |147. 237. 77. 216 |dover. i df . i | D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 5
2.52.183. 141 I srael 147.237.76.31 |nakchal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4
157.55.39. 105 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut horized LRL Access on waw idf.il/error.htm Bl ock 4
212.235.81. 242 |Israel 147.237.72.167|i shurimaka. i df .i | Dstributed Too Miny of the Same Response Code (404) B ock 4
79.176. 230. 237 |[Israel 147.237.76.31 |nakchal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3
176. 13. 8. 165 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.9. 112 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84.108.170.70 [israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 3
212.143.36.191 |lsrael 147.237.72.167|i shurimaka.i df . il Dstributed Too Many of the Sane Response Code (404) B ock 3
79.176.224.43  |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 2
134.134.139. 74 |wnited Sates |147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww idf.il/error.htm B ock 2
185. 120. 126. 178 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 2
213.57.201. 254 |Israel 147.237.72.167|i shurimaka. i df .i | Dstributed Too Miny of the Same Response Code (404) B ock 2
31.44.142.164 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 2
212.179. 220. 235|1 srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 2
109. 253. 140. 87 |l srael 147.237.76.31 |nakchal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 2
207.232.27.5 | srael 147.237.77. 226 }AM:AII chamat z. aka. i d D stributed Too Many of the Same Response Code (404) Bl ock 2
85.64.18.29 [l srael 147.237.77. 234 |hal ag. i df . i | mﬂtg; Izgg R RS L o > storage B ock 2
109. 253. 206. 158]I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
199. 30. 24.100 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 2
134.134.139. 74 |Wnited Sates |147.237.77. 216 |dover. i df . il Dstributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .l Ml tiple Unauthorized URL Access from 66.249. 66. 25 B ock 2
2.54.176. 81 I srael 147.237.0.19 |nadimatal .idf.il Ei;?’;f;f;l Tﬁ’%‘:Xﬁ'ﬁgﬁ”elciémnxxi é;:;g' derIStxthobile in g o0y 2
68.180. 228. 112 |Whited Sates [147.237.77.216|dover.idf .il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
109. 253. 134. 182|I srael 147.237.77. 176 |nat pash. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1
87.69.248.130 |[Israel 147.237.72. 156 [aman. i df . i | Dstributed Too Many of the Sane Response (ode (404) Bl ock 1
46. 120. 56. 59 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1
79.181. 165. 165 || srael 147.237.76.42 |refuah.idf.il 1D4§t ;;;’f‘;gi;;”;lhgsiﬁ:rdeﬁe ;'ectcecssss on B ock 1
2.54.22. 165 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
176.13.5. 95 I srael 147.237.77.243|nobi [ e.i df . il Suspi ci ous Response Code B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew i ngt op. asp |B ock 1
207. 46. 13. 39 Lhited Sates |147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
109.67.126.77 I srael 147.237.77. 216 |dover . i df . i | mi'éft?‘i’tlj’fnﬁé“}mii?i [ fecess on Bl ock 1
176.13.21.196 |Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock
85. 64. 5. 44 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1
134.134.139. 76 |Wnited Sates |147.237.77. 216 |dover.idf . il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock
68.180.228. 112 [Lhited Sates |147. 237. 77. 216 |dover. i df . i | mult Q]f’.ri' Izle:emﬁ ch?:bsrsevf/(:)agat , sarbani mstm. Bl ock 1
94.159. 156. 227 |[Israel 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to ww i df.i |/ hi nush/sitel he/ hi nush. asp [Bl ock 1
46.120.58.219 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 1
188.138.1.218 [Germany 147.237.77.235|sviva.idf . il Uhaut hori zed URL Access to 147.237.77. 235/ robot s. t xt B ock 1
80.246.133.19 |[Israel 147.237.77. 216 |dover.idf .l O stributed Waut horized URL Access on waw i df.il/error. htm B ock 1
2. 54. 156. 205 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 1
134.134.137. 73 |Wnited Sates |147. 237. 77. 216 |dover. i df . i | D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
02-15-2016-17:04:00 to 02-15-2016-18:04:00




