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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 71

85. 98. 159. 38 Tur key 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

139. 196. 34. 205 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 2

93. 158. 203. 154 Net her | ands 147.237. 76. 148 gacenter.aka.idf.il |Block Np Al Net drop 1

173. 208. 206. 202 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 1

93. 158. 203. 154 Net her | ands 147.237.76. 198 e.yohal an.i df .il B ock Np Al _Net drop 1

107. 150. 60. 74 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |

rget Address |Site

Devi ce Action |Count |

74.84.136. 105 Lhited Sates 147.237.77.226 [wwn, chanat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion  |[B ock 8
216.185.43.135 |Lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 7
216.185.43.135 |lLhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 5
184. 173. 233. 226 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
93. 63.188. 181 Italy 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
184.173. 233. 226 |Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 4
64.31.44.6 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
96. 48. 22. 37 Canada 147.237.77.216 |dover.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 4
213. 246. 49. 97 France 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
74.84.136.105 |Lnited Sates 147.237.77.226 W, chamat z. aka. i df . i| |[5670: HITP. SQ Injection (SELECT) B ock 4
216.185.43.135 |lLhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 4
152.115. 70. 227 |Dennark 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
89.139.63.229 |Israel 147.237.72.167 |ishurimaka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
152. 115. 70. 227 |Dennark 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

152. 115. 70. 227 147.237. 72. 166 Denmar k aka.idf.il S Injection - Select From 13
184. 173. 233. 226 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 10
64.31.44.6 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 7
93. 63. 188. 181 147.237.77. 74 Italy lawidf.il QA Injection - Select From 7
213. 246. 49. 97 147.237.72. 166 France aka.idf.il QA Injection - Select From 4
132. 64. 213. 64 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 10. 196 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
84. 108. 100. 240 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82.102. 136. 69 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 126. 77. 138 147.237.77. 176 Sweden nat pash. i df . i ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 147.237. 76. 196 I ndi a e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 249. 6 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84. 95. 209. 243 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
75. 147. 243. 2 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13. 8. 251 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SYNretransmt wth different

Ret r ansm ssi on

Packet dropped.

80. 246. 130. 159 [l srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence . noni t or 166
w ndow scal e
54.166. 156. 143 |Lhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 42
Sreaning Engine: TCP Invalid i i ssi
80.246.136.78 | srael 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssi on. drop 36
Ret ransnm ssi on Packet dropped.
54.166. 166. 103 |Uhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 36
54.145.187.192 |lhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 35
54.145.174.23 |Uhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 34
Sreamng Engine: TP Invalid i i ssi
2.52.58.78 I srael 147. 237. 77. 243 |nobi | e.i df .i | 9 =g nval i d segnent retransmssi on. drop 30
Ret ransm ssi on Packet dropped.
54.221.36.192 |lhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 27
Sreamng Engine: TCP Invalid i i ssi
109. 253. 141. 1431 sr ael 147. 237.77. 243 |obi l e. i . i 9 =g nvalid segnent retransmssi on. dr op 27
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
109. 66. 144. 158 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor |22
w ndow scal e
54.204.103.55 |lnited Sates [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 21
Sreaning Engine: TCP Invalid i i ssi
109. 253. 158. 111|i srael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 21
Ret ransnm ssi on Packet dropped.
54.166.175.191 |Uhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 19
Sreanming Engine: TGP Invalid i i ssi
79.182. 103. 142 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
173.241. 185. 194|Wi ted Sates |147. 237. 77. 216 |dover. i df .i | 9 =g nval i d segnent retransmssi on. dr op 16
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 205. 120|1 srael 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dropped.
109. 253. 142. 97 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 14
Sreaming Engine: TCP Invalid i i ssi
46.19.86.230  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 253. 138. 41 |Israel 147.237. 77. 243 |nobi l e.i df . | 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
46. 19. 86. 100 I 'srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
2.54. 50, 230 I'sr ael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.207 |israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.231 |israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g nvalid segnent retransmssi on. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
17.78.79.134  |Wited Sates |147.237.77. 243 |nobile.idf il 9 =g Inval i d segnent retransmssi on. drop 10
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.186  |Israel 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dropped.
81.218.241.25 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 8
66.102.9.3 Uhited Sates |[147.237.76.202|e.halag.idf.il |Geo-|ocation enf or cenent Geo-| ocat i on inbound enf or cenent |drop 7
177.185.194. 45 |Brazil 147. 237.72. 156 |aman. i df .| Bad TCP sequence SNretransmt with i fferent monitor |7
w ndow scal e
62.207. 60. 228  |Net her| ands 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
109.66.13.27  |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
109.186.173.3  |Israel 147. 237. 72. 156 [anan.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i SSi
46.19.86.225  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
62.219.148.74 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.179.128.71 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
109. 253. 142. 97 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i Ssi
185.3.147.120 [ srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
81.192. 69. 14 Mor occo 147.237.77. 216 |dover.idf.il drop drop 5
79.182.126.190 |Israel 147.237.72. 166 |aka. i of . i Bad TOP sequence SIHAK retransmt with different 1o |s
w ndow scal e
31.210. 186. 245 |l srael 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
5.29. 40. 70 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 4
Sreaning Engine: TCP Invalid i i Ssi
213.57.177.215 |israel 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
212.199. 156. 81 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.46.38.173 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.19. 85. 114 I sr ael 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.52.148.3 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
109. 67.42. 119 |Israel 147.237.72. 166 |aka i df .1 9 g Invalid segent retransmssion. dr op 3
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Attacker Address

Sreanming Engine: TCP Invalid i i ssi
37.26.148.229 |israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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185. 120. 126. 50 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 164
208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il Distributed Suspicious Response Code Bl ock 102
208.115.111.73 |lhited Sates [147.237.77.216|dover.idf .il D stributed Suspici ous Response Code Bl ock 56
212.179.90. 106 |l srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 50
212.199. 182. 150! srael 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 50
109. 253. 213. 232|I srael 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 48
89.139.150. 95 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 46
176.13.5.7 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 41
54.72.73. 168 I'rel and 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 37
46. 19. 85. 148 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 29
37.26.149.181 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 24
80. 246. 136. 253 |l srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 24
194. 90. 25. 90 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 24
54.72.0.55 I'rel and 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 20
46. 19. 85. 246 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 20
157. 55. 39. 32 Lhited Sates |147.237.77.216|dover.i df.i | Distributed Suspicious Response Code Bl ock 17
37.46.38.20 | srael 147.237.0.34 |tikshuv.idf.il ;‘;0 X‘g‘g_ozfothe Sane Response Code (404) in Session from Bl ock 17
81.218.202. 150 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 16
212.199. 195. 128|i srael 147.237.0.34 |tikshuv.idf.il muttihkosrr:ﬁ?dfﬁ /Ar(;csilsjfcttelouser ol | ow esour el or eat o Bl ock 15
109. 253. 205. 120|I srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 15
37.46.38. 20 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 14
87.69.251.254 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 14
207.232.21.105 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 13
2.54. 47. 150 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 12
176.13.19.231 |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 12
207.232.27.5 | srael 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code B ock 12
207.46.13.111 |wnited Sates |[147.237.77.216|dover.idf .il Distributed Suspicious Response Code Bl ock 12
157. 55. 39. 28 Uited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 11
79.181.210.83 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 10
87.70.19. 170 I srael 147.237.72. 156 |anman. i df . i | Mil tipl e Unaut hori zed URL Access from 87.70.19. 170 Bl ock 9
79.179.164.67 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 8
64.233.172.162 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode B ock 8
5. 28. 158. 182 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 8
185. 32. 179. 244 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
2.52.58.78 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 8
72.9.148.10 Lhited Sates |147.237.77.216|dover.i df.i | Distributed Suspicious Response Code Bl ock 8
132. 67. 104. 164 |l srael 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 8
62.219.148.74 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 8
185. 15. 104. 173 Eiqir:gegom 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode Bl ock 8
89.138.163.37 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code Bl ock 8
46.116.27.142 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 8
64.233.172.178 |lnited Sates [147.237.77.216|dover.idf .il Distributed Suspici ous Response Code Bl ock 7
192. 55. 55. 41 Lhited Sates |147.237.77.216|dover.idf .i | D stributed Suspicious Response Code Bl ock 7
176.13.16.180 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 7
77.127.133.132 [israel 147.237.77. 216 |dover.i df .i | Distributed Suspici ous Response Code Bl ock 6
93.173.177.28 |[Israel 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code Bl ock 6
195.34.150.18 |Austria 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 6
46. 19. 86. 52 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspici ous Response Code Bl ock 6
87.68.154.122 |Israel 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code Bl ock 6
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