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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46.19. 85. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 42
105. 154. 78. 34 Mor occo 147.237.77.216 dover.idf.il Invalid TGP H ags drop 6
109. 253. 215. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
203. 198. 226. 219 Hong Kong 147.237.76.176 test.ncore.idf.il B ock Wp Al Nets drop 3
84.228.177. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.179. 54. 237 | srael 147.237. 72. 167 ishurimaka.idf.il B ock Wp Al _Nets drop 3
2.54.186. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
107. 150. 60. 77 Lhited Sates 147.237.77.19 | awforumidf.il bl ock-sp-traf 1 drop 1
46.117.239.0 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
93. 158. 203. 154 Net her | ands 147.237.76. 44 e.refuah.idf.il Bock Np All _Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
84. 228. 238. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
107. 150. 60. 76 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
171.108. 29. 119 Chi na 147.237. 76. 147 chinuch. aka.idf.il B ock_Wp Al _Nets drop 1
93. 158. 203. 154 Net her | ands 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




02-15-2016-15:04:04 to 02-15-2016-16:04:04

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

149. 78. 207. 139 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
132. 64. 213. 50 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 138. 84. 103 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.183. 102. 77 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 135 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 156. 81 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 120. 126. 195 147.237. 72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
149. 78. 161. 33 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 139. 165. 186 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84.228. 105. 52 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 183. 60. 248 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 34.57. 101 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
109. 66. 144. 158 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor (54
w ndow scal e
L Sreanming Engine: TCP Invalid ,
105. 154. 78. 34 Mor occo 147.237.77. 216 |dover.idf.il Checksum Inval i d checksum Packet dropped. |drop 38
reanmn ine: TCP Invali i i ssi
46.19.86.233  |Israel 147. 237. 72. 156 |anan. i of . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 36
Ret r ansni ssi on Packet dr opped.
e SWNretransmit wth different .
79.183. 22. 65 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 36
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 29
46. 19. 85. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
2.54.156. 234 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 86. 135 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 233 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 13
109. 253.197. 92 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor |13
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
79.177.158.10 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 73 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 11
84.111. 180. 57 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
2.54.138.129  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
2. 54. 156. 234 I srael 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
2.54.156. 234 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert 9
2.54.156. 234 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 9
2.54. 156. 234 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 9
2.52.150. 14 I srael 147.237.72. 166 |aka i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 81 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
185. 120. 126. 59 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.17.182 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 67. 118. 106 | srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.173.236  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
185.3.147.120 [israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
79.183.254.77 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
Sreanming Engine: TQP Invalid i i ssi
149.78.228. 175 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
2.54.26. 246 I srael 147.237. 77. 243 |mobi l e.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 204 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
199.203.215.1 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 73 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
79.179.189.94 |[Israel 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
23.27.220.220 |lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 5
79.183.254. 77 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
197.8.33.140  |Tunisia 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 4
79.183.254. 77 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
217.132. 250. 173l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.194. 84.106 |Ger many 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreaming Engine: TGP Invalid i i ssi
80.230.43. 185 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
95.35.199. 209 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183. 116. 236 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.219. 238.59 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.0. 84 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.125.84.102 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67. 103. 213 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.210. 187. 235 |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177. 160. 151 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
46.19. 86. 118 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site S gnature Action ‘Count
109. 253. 222. 92 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 39
. . . Paraneter Type M ol ati on Repeat Password in
109. 253. 147. 105]l srael 147.237.77.243|mobi | e. i df . i | mobi | e. i df i |/ sachar/ changepassvor d Bl ock 23
66.249.81.218 |[Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 3
2.54.131. 221 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 72 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
85. 250. 233. 128 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
46. 19. 86. 252 I srael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
2.54.136. 49 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
149. 88. 68. 135 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176.13.5. 248 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 2
. . O stributed Unaut hori zed URL Access on
109. 253.197. 92 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
Russi an - . Paraneter Type Molation lang in
46.35.253. 161 Federati on 147.237.77.74 [lawidf. il wwv | aw i df.il/tenpl atecontrol s/ pictureinfol pi cturei nfo. aspx Bl ock !
87. 69. 62. 227 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/mai n/giyus/|ogin. aspx |B ock 1
5.22.135. 156 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock
] . . Unaut hori zed URL Access to
68.180.230.29 [wited Sates |147.237.77.176|nat pash. i df . il W cogat i o i1 /si p storagel i es/ 8 4148. pof &t B ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
149. 210. 247. 49 |Net her| ands 147.237.77. 176 |mat pash. i df . i|  |Uhauthorized URL Access to ww cogat.idf.il/arabic/pages/ defaul t.aspx |B ock 1
46.19. 86. 32 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 1
109. 67. 118. 106 |Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
- . D stributed Lhaut hori zed URL Access on
79.183. 22. 65 I srael 147.237.77.233|atal .i df . il 147. 237.77. 233/ 1135- hel at al . aspx B ock 1
207.46.13.111 |lnited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.i|/1283- 16648-en/ dover. asp B ock 1
46.121.232.50 |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
10. 104. 40. 143 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to www aka. i df . i |/ x¢xyxxex B ock 1
95. 86. 65. 67 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to www aman.idf.il/https:/ww anan.idf.il/ B ock 1
. . Unhaut hori zed URL Access to
79.180.126. 231 I srael 147.237.72. 156 [anan. i df . i | waw aman. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned Bl ock !
. - Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 13372- he/ dover . aspx B ock 1
157. 55. 39. 28 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/english/news/ main/stm B ock 1
- . Lhtraceabl e SS. Sessions: Protocol violation
109. 67.202. 42  |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
81.218.241.25 |lsrael 147.237.77.216|dover . i df . i | Mil tipl e Unhaut horized URL Access from 81.218.241. 25 Bl ock 1
207.46.13.187 |Wited Sates |147.237.72.166 |aka.idf.i | Lhaut hori zed URL Access to waw aka.idf.il/. .. Bl ock 1
] . . . Paraneter Type Mol ation Forunid in
68.180.228. 109 [Lhited Sates [147.237.0.34 [tikshuv.idf.il v i kshuv. i df i 1/ nodul es/ f or uns/ f or um aspx B ock 1
132. 71. 96. 64 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
. . D stributed Lhaut hori zed URL Access on
62.90.235.67  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
95.86.125.3 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
79.181.217. 210 |israel 147.237.72. 166 |aka. i df . i | Wnknown Par anet er ct|00$ct | 00$cphiai n$ephSachar $ctl 85 i n None 1
wn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66. 249. 75. 20 I srael 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
157. 55. 39. 62 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
109. 253. 133. 174l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
Russi an . . Paraneter Type Mol ation DoclDin
46.35.253. 161 Federation 147.237.77.74 [law i df. il v | aw i df . il /tenpl at econtrol s/ picturei nfol pi cturei nfo. aspx Bl ock !
82.102.169. 113 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
’ . . . Unaut hori zed URL Access to
207.241.237.211|thited Sates [147.237.0.34 |[tikshuv.idf.il voww i kshuv. i of i1/t enpl at es/ gener al / general . aspx B ock 1
68.180.228.112 |[hited Sates  |147.237.77.216|dover.idf.il Ml tipl e Unhauthorized URL Access from 68. 180. 228. 112 B ock 1
. . Paraneter Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Sear ch in
62.219.225.96 |Israel 147.237.77.74 (lawidf.il v g, i df . i |/ 602- 2265- he/ pat zar . aspx B ock 1
46. 19. 85. 148 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
104. 194. 26. 205 |Uhited Sates  [147.237.77.216|dover.idf .il PHP At t enpt B ock 1
79 181. 217. 210 |israel 147.237.72. 166 |aka. i df .i | Unhknown _%ra_met er ctl 00$ct | 00$§phhA1| n$cphSachar $ct191 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66.249.81.212 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
Russi an - . Paraneter Type Mol ation folderid in
46.35.253. 161 Federation 147.237.77.74 [lawidf. il wwv | aw i df.il/tenpl atecontrol s/ pictureinfol pi ctureinfo. aspx Bl ock !
2.54.186. 77 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for vww aka. i df . i |/ nain/ gi yus/ Bl ock 1
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