02-15-2016-13:04:02 to 02-15-2016-14:04:02

([
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y RepOrt
[Top Targets |
3604,
M aka.idf.il
M dover.idf.il
B refuah.idf.il
Wata .idf.il
Nugbef M nadimatal .idf.il
At acks .Flksh-uv.ldf.fl |
[Wishurimaka.idf.i
B nobile idf.il
aman.idf.il
B naarachot .idf.il

Top Tar get

[Top Attackers |

160+

120+
M 37.46.38.82
| 212.76.127. 219
80 [ 81. 218. 251. 251
176. 13. 12. 155
Nu r(;ber . M 46. 19. 85. 243

W 212.76.127. 111
I 46. 19. 86. 204
M 31.168.21.131
46. 120. 34. 43
M 109. 253. 131. 37

Attacks 404

Top Attackers



02-15-2016-13:04:02 to 02-15-2016-14:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 253. 222. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
46. 19. 86. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
216. 72. 40. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
185. 32. 179. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
82. 80.217.70 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
212.179. 64. 162 | srael 147.237. 72. 166 aka.idf.il B ock Wp Al _Nets drop 3
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
176. 13. 4. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
41.236. 215. 66 Egypt 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp dr op 2
93. 158. 203. 154 Net her | ands 147.237.76. 86 navy.idf.il Bock Np All _Net drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
93. 158. 203. 154 Net her | ands 147.237. 76. 38 eeneitav.idf.il |[Bock Np Al _Net drop 1
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|Top Attackers In |D|

‘Target Addr ess A(;tui‘;kre; Signature
66.249.66.12  |147.237.77.170|thited Sates  |maarachot.idf.il |ET SCAN NVAP -sA (2) 31
66.249.79. 108 |[147.237.76.42 [lhited Sates  |refuah.idf.il ET SCAN NVAP -sA (2) 1
58.177.56.225 |147.237.8.24 |Hong Kong elifestyleidh.il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.121.27.80  |147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 [147.237.8.28 [China e.mobi l e-ks.idf.il[ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
185. 120. 125. 38 |147. 237. 77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
113.59.33.61  |147.237. 77. 234 |Chi na hal ag. i df.il ET SCAN NVAP -sS w ndow 4096 1
77.174.25.173 [147.237.77. 216 [Net her | ands dover.idf.il portscan: TCP DO stributed Portscan 1
50.117.45.78  |147.237.77. 216 g”&;ymus dover.idf il portscan: TCP Distributed Portscan 1
2.52.18.190 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97  |147.237.76. 200 |Chi na eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
212.179.21. 194 (147. 237. 77. 216 |1 srael dover . idf.il portscan: TP D stributed Portscan 1
188. 126. 77. 138 [147.237.0.33  |Sweden iof.il ET SCAN NVAP -sS wi ndow 1024 1
176.13.21.71  |147.237.72. 166 | srael aka.idf.il portscan: TP D stributed Portscan 1
87.68. 145. 249 [147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
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At acker

count ry Target Address |[Ste Signature
37.46. 38. 82 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 161
212.76.127. 219 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 108
212.76.127. 111 [l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 42
212.76.127. 44 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data noni t or 29
s SWNretransnmit wth different .
81.218.89.58 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal @ noni t or 23
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 23
212. 235. 98. 139 |I srael 147.237.72. 166 [aka. i f .i | drop First packet isn't SWN drop 21
Sreamng Engine: TCP Invalid i i ssi
109. 253, 131. 37 |I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g vl i d segnent retransmssi on. drop 21
Ret r ansn ssi on Packet dr opped.
27.123.171. 222 |Fji 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 14
212.76.127.10 |[Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 12
2.54.169. 86 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
reamn ine: TCP Invali i i ssi
176. 13.10. 173 [l srael 147. 237 72. 167 | shurimaka i o i || S g Engine P Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.110 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.199 |Israel 147.237.77. 234 |hal ag.i of . i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
37.26.149. 149 |Israel 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 10
31.168.21.131 |[Israel 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence noni t or 10
Sreamng Engine: TCP Invalid i i ssi
46.19.85.229  |Israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
62.219. 228. 172 |I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
reamn ine: TCP Invali i i ssi
37.26.147.238 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
31.168.21.131 |Israel 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 9
reaming BEngine: TCP Invali i i ssi
46.19.86.198 | srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
37.26. 147. 254 |l srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi
46.19.86.162 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
81.218.66.107 |Israel 147.237.72. 166 [aka. i df .i | drop First packet isn't SW drop
46. 19. 85. 85 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop
79. 180. 134. 209 |I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |8
w ndow scal e
80. 246. 137. 107 |I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.86.199 |Israel 147.237.0.19 |nadimatal.idf.il[SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
2.54.11. 248 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
37.26.149. 220 |Israel 147.237.77. 243 |mubile.i o . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
46.19.85.184 [lIsrael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
37.26.149.149 |israel 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.85.194  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 54 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber aert 6
. . SYNPAXK retransmit with different .
62.219.228. 172 [l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence vi ndow scal e noni t or 6
46.19.85.184 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
176.13. 18. 149 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 54 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
77.125.87.178 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
85. 237. 234. 103 |9 ovaki a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
37.26.149. 198 [ srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
80. 246. 137. 159 |I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 222 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanmng Engine: TCP Invalid i i ssi
109. 253.145.0 |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
80. 246. 136. 112 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
31.168.21.131 |[Israel 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber noni t or 5
82.80.198.164 |Israel 147.237.72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
. . SYNHAK retransmit with different .
37.26.149.149 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence vi ndow scal & noni t or 5
31.168.21.131 |lsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert
37.26.149. 149 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
81.218.251. 251 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 76
176.13.12.155 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
46.19. 85. 243 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 45
46. 19. 86. 204 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
46.120. 34. 43 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 33
46.19. 86. 148 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 17
80. 246. 137. 195 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
109. 253. 131. 37 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 12
80.246.136.83 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 9
52. 48. 22. 169 g“'af(f;’ 147.237.77. 216 |dover.i df . il Mitiple Illegal HITP \Version fromb52. 48. 22. 169 B ock 5
. . D stributed Lhaut hori zed URL Access on
109. 186. 163. 64 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 5
52. 48. 22. 169 g“'af(f;’ 147.237.77. 216 |dover.i df . il Miltiple Malformed LRL from 52. 48. 22. 169 B ock 5
52.48. 22. 169 g‘;s: 147.237.77.216|dover. i df . i | Mil tipl e Unknown HTTP Request Method from 52.48.22. 169 B ock 5
207. 46.13. 116 gﬁ;ttg: 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 5
Lhi ted . . Mitiple Illegal Byte Gode Character in Header Nane from
52.48.22. 169 Sates 147.237.77. 216 |dover.i df .i | 52 48. 22 169 B ock 5
m ny- kosher - kravi . i _ _
109. 253. 141. 1 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from109.253.141. 1 None 4
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 4
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
81.218.241.25 |[lIsrael 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 81.218.241. 25 B ock 2
31.154.19.5 I srael 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 31.154.19.5 B ock 2
62.219.229. 226 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
2.54.32.141 I srael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
2.54.139. 41 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
2.52.60.0 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
66. 249. 66. 25 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to w i df.il/894-ar B ock 2
2.54.170. 136 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter 1sPin aka. idf.il/main/sachar/vi ewpaysl i p. aspx None 1
Unknown Par anet er
46.120. 34. 43 I srael 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphivai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Unknown Par anet er
212.179.1.218 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$42 in v aka. i df.il/mai n/ gi yus/ questionnai re. aspx
Uhknown Paraneter catld in
2.54.30.126 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai i/ gi yus/ r esour ces/ i nages/ mast er/ f avi co |None 1
n. gif
79.181.217. 210 |israel 147.237.72. 166 |aka. i df . i | Unhknown Par arret er ct|00$ct | 00$cphii n$cphSachar $ctl 71 in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
41.236.215.66 |Egypt 147.237.77.216|dover . i df .i | Aut omat ed Mul nerabi | ity Scanni ng B ock 1
. . Unhaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 20329- he/ dover . aspx Bl ock 1
2.54.170. 136 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter | sPDFFor in aka.idf.il/mai n/ sachar/vi ewpaysl i p. aspx |None 1
. . S Untraceabl e Gonnection - Protocol violation
84.94.174.21 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
217. 132. 152. 198]l srael 147.237.72. 156 [anan. i df . i | Illegal Byte Gode Character in URL B ock
2.54.170. 136 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter | in aka.idf.il/main/sachar/vi ewpayslip. aspx None
80. 246. 137. 159 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
Lhited . - Unhaut hori zed URL Access to
68.180.228.175 o 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9692- he/ r ef uah. aspx Bl ock 1
37.26.149.220 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
2.54.170. 136 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter 9i in aka.idf.il/main/sachar/vi ewpaysl i p. aspx None
2.54.170. 136 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter 1sPDin aka. idf.il/main/sachar/vi ewpaysl i p. aspx None
52. 48. 22. 169 g“'af(f;’ 147.237.77. 216 |dover.idf .i | Illegal Byte CGode Character in Header Nane user - Agent B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46. 19. 85. 201 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai v sachar / mar ki veysachar . aspx None 1
212.235.98.139 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/nain/sahar Bl ock 1
80. 246. 130. 6 I srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/inages/ 1. he/ trigger. png B ock 1
134.191.232.70 |Israel 147.237.77. 216 |dover. i df . i | Ostributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock 1
- . Unhaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133. 19825- he/ dover . aspx B ock 1
2.54.170.136  |israel 147.237.72. 166 |aka. i df . i | Wnknown Par aret er | sPOFFormi n None 1
aka. i df.il/nai n/ sachar/vi ewpaysl i p. aspx
84.94.182.226 | srael 147.237.72.166 |aka. i df . i | llegal Byte Code Caracter in LR /mai 1 kapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
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