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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
149. 50. 80. 3 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
8.37.227.41 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp dr op 2
185. 130. 5. 224 147.237.76. 199 e. nakchal .idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 224 147. 237. 76. 42 refuah.idf.il Block Udp All Nets drop 1
62. 210. 84. 96 Fance 147.237.76. 31 nakchal .idf.il Bl ock Udp Al _Nets drop 1
185. 130. 5. 224 147.237. 76. 148 gocenter. aka. i df.il ock Wp Al _Nets drop 1
93. 158. 203. 154 Net her | ands 147.237.76. 202 e halag.idf.il B ock Np Al _Net drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action ‘Count

162. 250. 190. 142 Canada 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

115. 248. 72. 101 147.237.77. 216 I ndi a dover.idf.il portscan: TCP O stributed Portscan 1
95. 91. 228. 212 147.237.77. 216 Ger many dover.idf.il portscan: TCP O stributed Portscan 1
82. 166. 148. 66 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237. 76. 199 Chi na e.nakchal .idf il ET SCAN Potential SSH Scan 1
218.246. 0. 97 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0. 35 Chi na akaws. i df il ET SCAN Potential SSH Scan 1
212.143.231. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 245 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 215. 1 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.168. 206 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 90. 254. 244 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
185.62.121.1 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 180. 206 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84. 95. 251, 245 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 56. 12 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.8.28 Chi na e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
212.143. 253. 109 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.121. 251. 73 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
212.25.103. 10 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
31.168.13.78 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
2.52. 54, 237 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 115. 67. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
8.37.227. 41 g”&;ymus 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 80
8.37.227. 41 é{”;(’;ym’us 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 48
reamn ine: TCP Invali i i ssi
2.52.131.218  |israel 147. 237. 72. 166 |aka. i df . | Strean 9 Er?g € TP Invalid |invalid segrent retransnission drop 42
Ret r ansni ssi on Packet dropped.
107. 167. 104. 193|thited Sates  |147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 29
reaming BEngine: TCP Invali i i ssi
85.130. 194. 84 |Israel 147. 237. 72. 166 |aka i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnission drop 24
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19
109. 66. 201. 215 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |19
w ndow scal e
188. 120. 154. 208|I srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 16
212.199. 34. 114 |lsrael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 15
176.13.21.49  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnit with different monitor |14
w ndow scal e
o SWNretransnmit wth different
84.228.75.135 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vil ndow scal e alert 13
reaming BEngine: TCP Invali i i ssi
46. 19. 86. 33 I srael 147.237.72. 167 |i sturimaka i o i || SAM NG Engi nex TP Invalid finvalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
R SWNretransnmit wth different .
84.228.75.135 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vil ndow scal e noni t or 12
reaming BEngine: TCP Invali i i ssi
2.52.53. 169 I srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
62. 0. 200. 169 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 10
Sreaning Engine: TGP Invalid i i ssi
80. 246. 136. 221 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segment retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
2.52.174.8 I sr ael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi
109. 253. 140. 63 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.95.206.116 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
s SN retransmit wth different .
216.72.35.181 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |9
46.19. 86. 164 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
213.8.62.98 I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi

84.95.84.211  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46.19.86. 71 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber nonitor |6

46. 19. 85. 235 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6

46.19. 85. 235 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber moni t or 6
Sreanming Engine: TCP Invalid i i ssi

212.143.231. 14 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnssion. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

77.125.111.69 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.52.53.212 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect

2.52.57.90 I srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Inval i d sequence nuniber noni t or
Sreaning Engine: TGP Invalid i i ssi

199.30.24.193 |Wited Sates |147.237.76. 200 |ei tan. aka i df i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.

2.52.57.90 I sr ael 147.237. 72. 167 |i shurimaka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

2.52.57.90 I sr ael 147. 237. 72. 167 |i shuri maka.i of . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

2.52.57.90 I srael 147.237.72.167|ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber aert 4

2.52.57.90 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval id ACK nunber noni t or 4

46. 19. 85. 122 I sr ael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nurber monitor |4
Sreanming Engine: TCP Invalid i i ssi

2.54.168.88  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi

109. 253. 133. 254|| srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

79.180.1.34  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19.85.122  |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

188. 120. 154. 206 | sr ael 147.237.77. 170 [naarachot .idf .i| [Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 86. 86 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

109. 65. 14. 224 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.20. 154  |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

31.210. 187. 204 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.194  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.176.127. 71 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

132.66.179.4  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmission. drop 3

Ret ransm ssi on

Packet dropped.
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning Engine: TCP Invalid  |invalid segnent retransnission.

2.54.169. 69 I srael 147.237.72. 166 |aka. i df . i | o
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185. 32.179. 235 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
46.19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 68
185. 32. 179. 235 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 58
94.159.170.15 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Same Response Code (404) B ock 48
46.117.36.128 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 38
213.151.32. 163 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 36
176. 13. 23. 80 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 31
46. 19. 86. 199 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 26
46.19. 85. 138 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 21
46. 19. 85. 139 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
216.72.40.185 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
109. 65. 180. 66 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
207. 46.13. 116 gﬁ;ttg: 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 9
176.13.9. 112 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
77.125.138.145 | srael 147.237.76.86 |navy.idf.il thauthori zed URL Access (o Bock |4
WAV navy. i df . il /resourcel userfol | ow esour ce/ creat e/
. - D stributed Lhaut hori zed URL Access on
37.142.158.76 |[Israel 147.237.72. 166 |aka. i df . i | vaw aka. i o . 1/ mai 1V gi yus/ cont rol s/ at udal A Bl ock 4
109. 253. 209. 2241 sr ael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response CGode B ock 3
80. 246. 136. 106 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.146.223 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 137. 195 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response CGode B ock 3
2.54.53.97 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 29 I srael 147.237.77.233|atal . i df . il Dstributed Ml formed URL B ock 2
185. 32.179. 218 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response CGode B ock 2
46.19. 85. 29 I srael 147.237.77.233|atal .idf.il Distributed Unknown HTTP Request Met hod Bl ock 2
46. 19. 85. 29 I srael 147.237.77.233|atal .idf.il Dstributed Aonormal |y Long Request B ock 2
169. 229. 3. 91 g‘;tt:: 147.237.77.233|atal .idf . il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
149. 50. 66. 38 ;ﬂ;ttee: 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
95. 86. 75. 71 I srael 147.237.77. 216 |dover.i df . il O stributed Uhauthorized URL Access on wwvidf.il/https:/wanidf.il/ [B ock
80. 246. 133. 150 [l srael 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock
Whited ny- kosher -kravi . i df . _
184. 105. 247. 196 Sates 147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
) m nv- kosher - kravi . i |!!!eg@ Bjte Gde Character in l\,ethod~A?[[#7]][[fe19]]![[#2J]i 1ARAS
169. 229. 3. 91 g‘;tt:: 147.237.0.17 ny [[#4]] (oA A-AZA?[ [#29] ] oyA[ [#18] 1 A Z[ [#22] 1 A?[ [#3]]1 Az B ock 1
df.il AoA¥ol [ #15] ] &B
Lhited . . . Paraneter Type M ol ati on PageNumin
68.180.228.109 [o . 147.237.0.34 |tikshuv.idf.il vaw ti kshuv. i df . 1 /901- he/ ti kshuv. asp Bl ock 1
- . D stributed Lhaut hori zed URL Access on
194, 114. 146. 227 |l srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42] styl el shar ed/ t ext . css B ock 1
. ] D stributed Lhaut hori zed URL Access on
84.228.75.135 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
Unknown Par anet er
79.178. 245. 165 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acehbl der $bt nAt udaPrint in None 1
wav aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Lhi ted . . Unknown Par aneter 50315a40 in
157.55.39.139  |g o o 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v/ gi yus/ gener al . aspx None 1
- . D stributed Lhaut hori zed URL Access on
95.86.118.168 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css Bl ock 1
2.54.136. 235 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. ] D stributed Lhaut hori zed URL Access on
216.72.35.181 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css Bl ock 1
Lhi ted m ny- kosher - kr avi . i ,
169. 229.3.91 147.237.0. 17 ; Il1egal Byte Gode Character in LRL Bl ock 1
Sates df.il
Lhited . . Unaut hori zed URL Access to
69.58.178.56 Sates 147.237.76.86 [navy.idf.il W navy. i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
117.78.13.29 Chi na 147.237.77. 216 |dover . i df . il Dstributed Unhauthorized URL Access on 147.237.77.216/robots. txt  |B ock 1
. . D stributed Unaut hori zed URL Access on
85.64. 202. 207 |l srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1135- hel at al . aspx Bl ock 1
176. 13. 21. 49 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
79 181. 217. 210 |israel 147.237.72. 166 |aka. i df .i | Uhknown _Pargmet er ctl 00$ct | OO$~_:phM1| n$cphSachar $ct | 63 in None 1
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
157. 55. 39. 247 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/rabanut/61998 Bl ock 1
. . O stributed Unaut hori zed URL Access on
109. 65. 20. 215 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
169. 229. 3. 91 ;ﬂ;ttee: 147.237.77.233|atal .idf.il D stributed Abnornal |y Long Request B ock 1
70. 39. 157. 192 g‘;tt:: 147.237.77.216|dover . i df . i Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
138. 134.102. 15 |l srael 147.237.77. 216 |dover . i df . il Lhaut hori zed UR. Access to vwwyidf.il/mil net B ock 1
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