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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
10. 7. 10. 19 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 137
82.80.217.70 | srael 147.237.72. 167 ishurimaka.idf.il B ock_Udp Al _Nets dr op 3
212.179. 46. 189 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

8. 37.237. 56 Lhited Sates 147.237.77.216 dover.idf.il F Dover Under Attack Con Htp drop 2

14, 162. 234. 248 i et nam 147.237.76. 39 nobi l e.neitav.idf.il |Block Udp All Nets drop 1
14.162. 234. 248 M et nam 147.237.76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 1

62. 210. 84. 96 France 147.237. 76. 196 e.sviva.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount

188. 165. 15. 50 France 147. 237.77. 170 naar achot . i df . i | 228: HITP. AwrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.78.146  |147.237.72.166|lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
46.19. 85. 218 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
218. 246. 0. 97 147.237.0.19 |China nedi matal .idf.ilET SCAN NMAP -sS wi ndow 1024 1
212.199.57. 198 |147.237.72.166 | srael aka.idf.il portscan: TP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 253. 146. 221|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95.187.249.21 |147.237.77.216|Saudi Arabia  |dover.idf.il portscan: TP D stributed Portscan 1
82.80.198. 164 [147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
77.127.224.249 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 228 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
218. 246. 0. 97 147.237.76. 34 |Chi na yohalan.idf.il |[ET SCAN NMVAP -sS w ndow 1024 1
2.54.174. 158 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.151. 32. 163 |147.237.72. 166 | srael aka.idf.il portscan: TP D stributed Portscan 1
199. 203. 127. 162|147. 237. 77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
151 249. 68. 193 |147. 237, 77, 101 |U ted e navy. i dr. i ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Ki ngdom Potential Scan or Brute Force
109. 253. 138. 59 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
85. 65. 48. 201 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.182.35.233 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1




02-15-2016-11:04:09 to 02-15-2016-12:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi
37.26.147.231 |israel 147, 237.76. 200 |ei tan. akai o i1 || SAM NG Engi ne: TCP alid invalid segnent retransnissi on drop 63
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
37.46.38.82 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 27
109. 64.7.69 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 15
37.46.39.50 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 14
reaming BEngine: TCP Invali i i SSi
46. 19. 85. 62 I srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid - invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
46.117. 68. 86 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 207 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
reamn ine: TCP Invali i i SSi
37.26.148.221 |israel 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181.26.107 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46.117. 68. 86 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
Russi an D Streaming Engine: TCP Invalid |[invalid segnent retransnission.
141. 8. 132. 112 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 6
46. 19. 85. 207 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 6
. . SYNFAXK retransmit with different .
199. 203. 240. 37 |Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 5
46. 19. 86. 236 I 'srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.57.175 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
74. 6. 254. 127 Wited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
37.26.148.132 |lIsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il drop SAMrule drop 4
147.236.50.70 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 102 I srael 147.237.72.167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 236 I srael 147.237.0.15 |kosher-kravi.idf.i|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning BEngine: TCP Invalid i i SSi
199.30.24.76  |wited Sates  |147. 237. 76. 200 [ei tan. aka.i df .i | g =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dr opped.
2.54.171. 245 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
reaming BEngine: TCP Invali i i SSi
79.180. 182. 101 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 156. 1381 sr ael 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
185. 3.147.100 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi
2.52.181.107  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.139  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
2.54.35.88 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 253. 131. 120|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
212.150. 66. 161 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.197  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54.166.195 |l srael 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 195. 117 |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 195. 198|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 227 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i Ssi
31.168.193. 157 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.166. 117. 221 |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
46.19.85.243  |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 137. 206 I srael 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
37.26.147.202 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert
31.168.138.173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i Ssi
109. 253. 217. 106 I srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
192.114.23.18 |Israel 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i sSi
2.54. 34, 81 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.149.144 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.




02-15-2016-11:04:09 to 02-15-2016-12:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 94 I srael 147.237.0.19 |nadi matal .idf.il Zg?;:%‘;logwhe Sane Response Code (404) in Session from Bock  [147
46.19. 85. 94 I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 125
2.54.13. 252 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 62
176.12. 160. 4 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 45
185. 32. 179. 218 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 36
2.54.175. 216 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 21
85.64.0.233 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 18
46.19. 86. 199 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Met hod from 46. 19. 86. 199 B ock 9
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 66.249. 66. 25 B ock 6
37.26.149.199 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 227 I srael 147.237.77. 216 |dover.i df . i | Dstributed Mifornmed UR B ock 3
176. 13. 15. 36 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
46. 19. 85. 227 | srael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 3
109. 253. 134. 183|I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.11.5 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
217.194. 207. 24 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
132. 64. 102. 117 |l srael 147.237.77.74 [lawidf.il Ml ti pl e Unaut horized URL Access from 132. 64.102. 117 B ock 2
212.179.28.34 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nai n/scripts/css3pie. htc B ock 2
94.230.93.157 |[lIsrael 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
62.219.99.130 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/val tam B ock 2
176. 13. 23. 80 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
147.236.32.17  |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed URL Access on aka.idf.il/val tam Bl ock 2
80.246.139.72 [Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
87.68.73.37 [Israel 147. 237.72. 166 |aka. i df . i | m”;:;riidf?lbj:‘mﬁf;f;js;é’omrol o at uel A Bock |2
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | Ostributed Wnaut hori zed URL Access on ww i df.il/error. htm B ock 2
109. 253. 147. 88 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.148.184  |[Israel 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
177.185.192. 77 |Brazil 147.237.72. 166 |aka. i df . i | Mil tiple signatures from177.185. 192. 77 B ock 1
94.230.93.189 [Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
81.218. 251. 252 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il /| ondindforund Bl ock 1
169. 229. 3. 91 ;“;tteeg 147.237.77.216|dover. i df .i | Il1legal Byte Qde Character in Header Nane B ock 1
46.229.164.100 |11 147.237. 72. 166 |aka. i df . i | Wnaut hori zed URL Access to 147. 237. 72. 166/ r obot s. txt Bock |1
157.55. 39. 151 g‘;tt:: 147.237.0. 16 ?yl- IkOSher -kravi.id Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
94.230.93.247 |[Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
46. 19. 85. 227 I srael 147.237.77. 216 |dover.i df .i | D stributed Aonormal |y Long Request B ock
212.179.21.194 I srael 147.237.76. 147 |chi nuch. aka. i df . i muégogﬁgﬁiklﬁdffflstse;; at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish Bl ock 1
Ui ted o ~ |Unknown HTTP Request n/g;pog AA[[#G]]&AQA(K&&"RII\IJ Ao AvAL AMJ A
169.229.3.91  |g' 147.237.0.15  |kosher-kravi.idf.i| |eAcAceR] [#18]] Aezode Az$A ArArAal [#12]]Lj Af v/ in LRL #a€" B ock 1
[[#1] ] x® Et. &€74€° A8/ &€° 1f r
68. 10. 95. 221 ;“;Itee: 147. 237.72.166 |aka. i df . i | m“;gri' jfe_c: |ﬁgﬁiﬁ7m o honel def aul t. aspx Bock |1
46. 19. 86. 180 I srael 147.237.77.216|dover.i df .i | Mil tiple Untraceabl e SSL Sessions from46. 19. 86. 180 (Cpen Mde) None 1
94.230.93.205 |[Israel 147.237.77. 216 |dover.i df .i | Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 1
84.111.125.67 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
169. 229. 3. 91 g;g: 147.237.77. 216 |dover.i df .i | I1legal Byte Code Character in Method A?f AUUAYASA B ock 1
46. 229. 164. 100 ;h;:ee: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
169. 229. 3. 91 g;g: 147.237.0.15 |kosher-kravi.idf.il |Abnormally Long Request request version B ock 1
94.230.93.253 [Israel 147.237.77. 216 |dover.i df .i | Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.26.146.171 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 g“;::s 147.237.72.167]i shurimaka. i df.il [illegal Byte Gode Character in Mthod B ock 1
68. 180. 229. 239 g‘ialt:g 147.237.72.166 |aka. i df . i | m”;:gii jfe_oi' Iﬁlﬁcjizvg?/tenpl at o5/ mai . asp Bock |1
46. 19. 86. 180 I srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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