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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
185. 130. 5. 201 147.237.76. 176 test.ncore.idf.il B ock_Wp Al _Nets drop 1
115. 239. 228. 10 Chi na 147.237. 76. 147 chinuch.aka.idf.il |JLM Under Attack Con Htp drop 1
185. 130. 5. 201 147.237.76. 31 nakchal .idf.il B ock UWp Al Nets drop 1
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|Top Attackers In IPS|

At tacker At acker .
count ry ’Target Address |Site dgnature

77.248.12.153 |Netherl ands 147.237.76.42 |refuah.idf.il

14331: HITP:. Suspicious Wser-Agent (M/ Session)

89. 216. 115. 6 147. 237.77.176 |nat pash. i df . i | ggzs HITP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating g oo 1

Bl ock 1
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|Top Attackers In |D|

At t acker Address|Target Addr ess |Attacker Country|8'te |Signature |Count|
46. 19. 85. 46 147.237. 77. 216 |l srael dover.idf.i|portscan: TGP D stributed Portscan 2
80. 246. 133. 101 [147. 237.77. 233 [I srael atal.idf.il|ET DOS Large amount of TGP ZeroWndow - Possible Nkiller2 DDos attack |1
58.253.96. 122 [147.237.77. 234 |Chi na hal ag.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
2.54.170.163  |147.237.77. 216 |I srael dover.idf.i|portscan: TGP D stributed Portscan 1
2.54.34.106 147.237. 72. 166 || srael aka.idf.il |portscan: TGP D stributed Portscan 1
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.i|Tehila - Perl LWP wth fake user agent 1
139. 196. 57. 234 [147. 237. 76. 201 [Chi na e.atal.idf.|[ET SCAN NVAP -sS w ndow 1024 1
93.173. 189. 160 [147. 237. 77. 216 [I srael dover.idf.i|portscan: TGP D stributed Portscan 1
62. 219. 209. 193 [147. 237. 72. 166 I srael aka.idf.il |portscan: TGP DO stributed Portscan 1
46. 19. 85. 91 147.237. 77. 216 |l srael dover.idf.i|portscan: TGP DO stributed Portscan 1
31.154.14.46  [147.237.72. 166 [Israel aka.idf.il |portscan: TGP D stributed Portscan 1
2.54.136. 34 147. 237. 72. 166 || srael aka.idf.il |portscan: TGP DO stributed Portscan 1
185.127.10. 40 |147.237.77.216 dover.idf.i|portscan: TGP D stributed Portscan 1
109. 67. 172. 195 |147.237. 77. 216 I srael dover.idf.i|portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
2.54.129. 161 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 36
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21
109.67.32.129 I srael 147.237.76.42 |refush.icf.il  |[Bad TCP sequence S retransmt wth different moni tor |17
w ndow scal e
173.208. 136. 170|thited Sates [147.237.76.31 |nakchal .idf.il |Bl ock HTTP Non Conpl i ant Feiled to handl e connection data noni t or 15
2.54.137.0 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 13
reaming BEngine: TCP Invali i i SSi
2.54.32. 188 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Enginex TP Invalid — invalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
212.179. 218. 166|I srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
2.52.22. 240 I srael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
37.142.68. 48 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TCP Invalid i i ssi
46.19.86.0 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
80. 246. 137. 240 |l srael 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.166  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
80.178. 101. 40 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.19. 85. 134 I srael 147. 237. 72. 156 |anan.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i Ssi
109. 67. 171. 138 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.187. 85 I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
109. 66. 201. 215 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt wth different monitor 6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249. 78. 146  |United Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 253. 193. 30 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 29 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi
82.80.179.37  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.228.2.202  |israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
82.81.53.100 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
176.13.11.228 |Israel 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.13.178 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
149. 78. 236. 244 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.133.108  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.52.17.248 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.52.23.56 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 58 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
138.134.102. 16 |l srael 147. 237. 72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 85. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
80.148.27.130  |Ger many 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 134 I srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.17.248 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 4
2.52.17.248 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
85.101. 208. 27  |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
. . SYNHAK retransmit with different .
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence vi ndow scal @ noni t or 4
2.52.23.56 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 2 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.17.248 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
2.54.182. 69 I srael 147.237.0.19 |nadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46.19.85.3 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
79.182.175.69 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 66. 116. 194 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
31.168.16.25  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 133 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
194.90. 88. 105 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 256
2.54.13. 252 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 80
192.114.5.10  [Israel 147.237.0.34 |tikshuv.idf.il Ig;'\ﬁ':‘y 5°_fléhe Sane Response Code (404) in Session from B ock 65
46.19. 85. 41 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 51
46.116. 2. 68 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 46
79.182.162.63 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 26
46. 19. 85. 159 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
109. 253. 136. 86 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 14
2.54.182. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
37.26.148.200 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.12. 169 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
213.151.41.176 | srael 147.237.72. 166 |aka. i df . i | m”;grii jfe.? Iﬁﬂh?ﬁr;ﬁn—ru: oS aspx B ock 5
194.90.140.29 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for aka.idf.il/ B ock
173. 208. 136. 170|Uhited Sates|147.237.76.31 |nakchal .idf.il Mil ti pl e Admin Bl ocking from 173. 208. 136. 170 B ock
46. 19. 85. 95 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt: ?rd'fsz , tgegpgrcytezm O es/ i stehi | ddocument s/ 1302 B ock 3
2.54.2. 166 I srael 147.237.72.166 |aka. i df . i | m”;?;’_rii ;ﬁ‘?lb‘:‘mﬁf;iejjsltfomml o at udel A Bl ock 3
66. 249. 66. 25 | srael 147.237.77. 216 |dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 66. 25 B ock 3
46. 19. 85. 46 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 95 I srael 147.237.77.243|nobi | e. i df . i | Ml tiple Unaut horized URL Access from 46. 19. 85. 95 B ock 3
109. 253. 147. 88 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85. 130. 244. 240 |l srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 253. 218. 40 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
185.32.179.32 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.136.2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
81.218.37.2 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 81.218.37.2 B ock 2
31. 168. 6. 66 | srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/pdf/files/9/109519. pdf B ock 2
66.249.81.212 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 2
2.54.167.73 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
109. 253.144.3  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
95.86.71.162  |Israel 147.237.77. 243 |nobi l e. i df . i | m;ultgc:rc;lee? /t’;egpgrcyim;es/”st hi | ddocurent s 1302 Bock |2
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46.19.85. 1 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css B ock 1
2.54.13. 252 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates|147. 237.76. 200 |ei t an. aka. i df .i | Illegal Byte Gde Character in Method B ock 1
77.127.233.111 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
Unknown Par anet er
217.132. 157. 224l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03%chl Quest i on [None 1
$27 in aka. idf.il/nain/gi yus/ questionnaire. aspx
66.249. 64.239 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
207.46.13.116 |hited Sates|147.237.77.216 |dover.idf.il O stributed Lhaut horized UR. Access on www idf.il/error. htm Bl ock 1
80.178.101.40 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
31.13.112.117 [ireland 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
184.105. 139. 68 |Uhited Sates|147.237.77.243|nobi l e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
66.249.79.223 |Israel 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates|147.237.76.39 [nobile. neitav.idf.il[Abnornally Long Request net hod B ock 1
107.170. 166. 68 |Lhited Sates|147. 237. 77. 216 |dover . i df . i | mult Sfo.ri'lzlfden;ﬁt :/Cte::plta?ecomol of nevst | ash/ v ynet . co. | B ock 1
54.193. 45. 73 Lhited Sates|147. 237. 0. 16 ][Tyl- lkOSher -kravi.id Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
212.199. 154. 194|I srael 147.237.77. 216 |dover. i df . i | Unaut hori zed LRL Access to waw i df.il/inages/ 1. he/scrol | strech. gi f B ock 1
82.80.222.116 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
2.54.133. 108 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
173.208. 136. 170|Uhited Sates|147.237.76.31 |nakchal .idf.il Adm n Bl ocki ng B ock 1
77.127.239.204 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df . il/home/ B ock 1
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