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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
38.229.1.13 Lhited Sates 147.237. 76. 148 ggcenter. aka.idf.il B ock Np Al _Net drop 1
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Sl'te |Signature |Count |
91. 201. 236. 114 147.237.0. 17 kr ai ne mny- kosher -kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
72.9.148.10 147.237.77.216 Lited Sates dover.idf .il portscan: TCP Distributed Portscan 1
61.244.111. 77 147. 237.77. 216 Hong Kong dover.idf.il ET SCAN Potential SSH Scan 1
61.244.111. 77 147. 237. 76. 44 Hong Kong e.refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 91 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
94.102. 48. 193 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.76. 42 krai ne refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82. 166. 126. 158 147.237.77.216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
65. 60. 36. 203 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.244.111. 77 147. 237. 76. 199 Hong Kong e.nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 155. 203. 54 147.237.76. 148 Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
84.108.209.22 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor |67
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
46.19. 86. 33 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 26
. . SWNretransmt wth different .
109. 253. 200. 56 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 18
91. 207. 90. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
46.19. 86. 33 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 159 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACGK nunber moni tor |9
Sreaming Engine: TGP Invalid i i ssi
46.19.86.190  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109. 66. 15.189 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 164 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
109. 253. 193. 93 |Israel 147.237.0.19  |nadi matal .idf.il 9 =9 Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.68.66.154  |israel 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 204 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
Sreanming Engine: TGP Invalid i i ssi
62.219.137.5  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.10.253 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 133 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
79.180. 103. 199 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.222 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 76 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 169 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 253. 208. 119|I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 85. 155 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
o SYNWACK retransmt with .
46.19. 85. 155 I srael 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vi ndow scal e monitor |5
46. 19. 85. 76 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
109. 253. 208. 119! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
192.114.23.18 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
147.235.8. 72 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
66.249.93.250 | srael 147.237.76.202 |e. hal ag. i df .1 Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 4
enf or cenent
192. 115. 203. 25 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |4
147.235.8.72 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
192. 116. 239. 196! srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
66.249.93.56  |Israel 147.237.76.201 |e.atal i df .il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
85. 130. 251. 209 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
212.199.57.201 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
208.115.113.89 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.54.58.228 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 65. 147. 116 I srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
46.19.85.200  |Israel 147. 237.77. 226 "?"I‘"‘Cha”atz' aka 1df |y At ack SYN -> SYN-ACK -> RST rej ect 3
2.54.58.228 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
176.13.2.128  |Israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.179. 169. 190 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66.10.66 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
2.54.58.228 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 94 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.178. 136 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
66.249.93.250 |United Sates |147. 237. 76. 202 |e. hal ag. i df . Geo- | ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 216. 190|i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80.246.137.12 | srael 147.237.77. 243 |nobi l e i df . i1 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253.144.3  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
109. 253. 193. 93 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
2.52.53.77 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
208. 131. 187. 223|Jarai ca 147.237.0.34 |tikshuv.idf.il Dstributed PHP At enpt B ock 7
208. 131. 187. 223|Janai ca 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 208. 131. 187. 223 B ock 6
2.54.172. 162 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
66.249.81.212 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 4
2.54.163.5 I srael 147.237.77.216|dover. i df . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 3
46.19. 86. 199 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 239 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.81.218 |[Israel 147.237.77.216|dover.i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 3
66. 249. 66. 25 I srael 147.237.77.216|dover . i df . i Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 3
. . Unaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 [mat pash. i df . i | vuww cogat i df .i 1/ i p. st oragel i | es/ 9/ 4629,  pg Bl ock 2
66.249.81.215 |[Israel 147.237.77.216|dover. i df .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
188. 120. 154. 65 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 188. 120. 154. 65 B ock 2
81.218.57.61 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
176. 13. 4. 246 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.168. 23. 60 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 31.168. 23. 60 B ock 2
207.46.13.116 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Paraneter Type M ol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nane i n
46.19.86. 72 | srael 147.237.76.42 |refuah.idf.il Wi ref ua. atal i df i1/ 1518- hel ref uah. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 253. 200. 56 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css Bl ock 1
212. 143. 125. 159|i srael 147.237.72. 166 |aka. i df . i | Wnknown Paranet er ct| 00Sct | 00ScphMi nScphSachar $ct 41 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
37.26.148.229 [Israel 147.237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed LRL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 1
. . D stributed Lhaut hori zed URL Access on
85. 130. 251. 209 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
68.180.228.175 |[Whited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
208. 131. 187. 223|Janai ca 147.237.0.34 |ti kshuv.idf.il Adm n Bl ocki ng B ock 1
] . . Unaut hori zed URL Access to
157. 55. 39. 105 Lhited Sates 147.237.77.216|dover.i df .il waw i df . i | / shar ed/ user cont r ol s/ header upper / B ock 1
. . D stributed Unauthori zed URL Access on
80.246.133.7  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
66.249.81.215 [Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
212.179. 161. 238|l srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter y in ww aka.idf.il/nain/sachar/ payslips. aspx None 1
188. 120. 154. 65 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/ 6/ B ock 1
37. 46. 38. 135 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
107.170. 166. 68 |Wited Sates  |147. 237.77. 216 |dover . i df .i | Wnauthori zed LRL Access to B B ock 1
wawy i df . i |/ consol e/ core/ doc_ngr/ nte src=
Russi an . .
78.25.121. 40 r at i on 147.237.77. 216 |dover.i df . il PHP At t enpt Bl ock 1
. . D stributed Unaut hori zed URL Access on
46. 19. 86. 228 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
5.22.135. 153 | sr ael 147.237.76.86 |[navy.idf.il Distributed PP Attenpt B ock 1
157.55.39.223 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
. . Mil tiple Uhtraceabl e SS. Sessions from 195. 159. 233. 44 (Pr ot ocol
195. 159. 233. 44 |Nor way 147.237.72. 166 [aka. i df . i | viol ation (SSL OONN OLI ENT KEY EXCHANGE)) None 1
37.142.64.13 I srael 147.237.77.216|dover.idf .il O stributed Unauthorized LRL Access on wwwyidf.il/https:/wanidf.il/ [B ock 1
2.54.57. 109 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
78.25.121. 40 stﬁ::ﬂ on 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
5.22.135. 153 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
157. 55. 39. 240 Lhited Sates 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
68.180.228.112 |[hited Sates  |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df.il/1115-ar/ dover. aspx B ock 1
. - SS. Lhtraceabl e Gonnection - Protocol violation
195. 159. 233. 44 |Nor way 147.237.72. 166 [aka. i df . i | (SSL_CONN CLI ENT KEY EXCHANGE) None 1
40.77.167. 38 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
2.54.58. 228 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.178.111.12 [israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
) ; ] ] Unhaut hori zed URL Access to
208. 131. 187. 223 |Janai ca 147.237.0.34 |tikshuv.idf.il winw ti kshuv. i df i | / phproadmi n/ noadni n. php Bl ock 1
84.108.209.22 |Israel 147.237.76.42 |refuah.idf.il D Stributed thauthorized LR Access on Bl ock 1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
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