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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
58.218. 185. 120 Chi na 147.237.0. 200 ndu. i df.il Frk_Under At tack_Con_Tcp dr op 2
188. 138. 17. 205 France 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
146. 185. 250. 105 147.237.72. 14 Russi an Federation dover.idf.il(old) ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 193 147. 237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 185. 120 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
211. 140. 199. 85 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
211. 140. 199. 85 147.237.0. 17 Chi na m ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
185.72.179. 1 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
94.102. 51. 30 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
85. 93. 5. 65 147.237.77. 226 Ger many wwwy chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
58. 218. 185. 120 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
211. 140. 199. 85 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
211. 140. 199. 85 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
211. 140. 199. 85 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
185.72.179. 1 147. 237.77. 233 atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36
Russi an D Sreaming Engine: TGP Invalid|invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 27
76.16.133.174 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 13
74. 6. 254. 127 Lited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i sSi
157.55.39.150 |Wnited Sates |147. 237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |4
Sreaning Engine: TQP Invalid i i sSi
85.64.122.228 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segnent retransmssion. . 4
Ret r ansmi ssi on Packet dropped.
46.19. 85. 24 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber moni tor |4
Sreamng Engine: TCP Invalid i i ssi
79.183.34.186 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
5.22.131. 51 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 81 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.125.97.221  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.191. 35 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
207.46.13.37  |Wited Sates [147.237.72. 166 |aka i df . il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
5.102. 195. 67 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
Sreaning Engine: TQP Invalid i i sSi
157.565.30.218 |lhited Sates |147.237.72. 166 [aka. idf.il g =g Invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dropped.
89.163.150. 79  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46.19.85.100  |israel 147.237.77. 226 [ "™ chanatz.aka. idf- 1 1pad TCP sequence Inval i d ACK nunber monitor  [2
138.134.192. 10 |lsrael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 2
67. 85. 18. 22 Uited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101.108.20. 41 |Thai | and 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 33 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
5.22.131.51 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
139. 102. 165. 213|thited Sates  [147.237. 77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
207. 46. 13. 59 Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
184.105. 139. 103|lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
108.54.241.51 |wnited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
79.183. 206. 1 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
Russi an sl ] Geo- | ocati on i nbound
195. 62. 53. 168 r at i on 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent onf or coment drop 1
74.82.47. 44 Lhited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 104|United Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
108.54.241.51 [thited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid AGK nunber moni tor |1
82.81.193. 82 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
198.1.101.123 |Wnited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
5.78.190. 179 Ger many 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 1
146. 185. 239. 102 R‘F Sf:;”ion 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
99.239.212.63 |Canada 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACGK nunber aert 1
218.22.211.69 |hina 147.237.0. 17 ;"I"Iy kosher-kravi . 1d |quN\ At t ack SYN -> SYN-ACK -> Timeout |reject 1
184.105. 247. 211|wnited Sates  [147.237.77. 226 :”’“"‘Chanmz'aka' Hdf-T lsyN At ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108. 175. 124 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
61.135.169.23 |China 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198.1.101.123 |lhited Sates [147.237.77. 176 [natpash.idf.i| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
5.78.190. 179 Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
99.239.212.63 |Canada 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber moni tor |1
218.22.211.69 |China 147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent Geo-I ocat i on i nbound drop 1
enf or cenent
188. 120. 154. 159|I srael 147.237.72. 167 |i shurimaka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46.210. 160. 145 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 9
120.29.71.6 Fhilippines |147.237.76.86 |navy.idf.il PHP Attenpt B ock 7
120.29.71.6 Fhilippines |147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 120.29.71.6 B ock 6
66. 249. 66. 25 I srael 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 66. 25 Bl ock 4
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | Wi cogat i o i /si p storagelfi| es/ O/ si 2e220x0/ 3410.  pg. St B ock 3
149. 78.222. 175 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
; . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
85. 64.224. 149 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 2
2.54.187. 254 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
115. 239. 212. 65 [China 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 1
203.137.80. 193 [Japan 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/ ol d/ wp-adm n/ B ock 1
. . Uhaut hori zed URL Access to
66.249.79. 242 I srael 147.237.76.42 [refuah. idf . il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query/ j query. nyronodal -1. 6. 2.j s Bock !
149. 78. 222. 175 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
115. 239. 212. 67 |Chi na 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
207.46.13.111 |Wited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46.13. 111 B ock 1
68.180.229.239 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka.idf.il/val tam B ock 1
157.55.39. 115 [lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
115. 239. 212. 69 |Chi na 147.237.77. 216 |dover. i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66. 249. 66. 37 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1379- he/ dover . aspx B ock 1
120.29.71.6 Philippines |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/phpnoadni n/ moadmi n. php [B ock 1
. . Mil tiple Uhtraceabl e SS. Sessi ons from 195. 159. 233. 44 (Pr ot ocol
195. 159. 233. 44 |Nor way 147.237.77.216|dover . i df . il viol ation (SSL OCNN CLI ENT KEY EXCHANGE)) None 1
115. 239. 212. 138|Chi na 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66.249.79. 228 I srael 147.237.76.42 [refuah. idf . il 147. 237. 76. 42/ shared/ cl i ent scri pts/ scrol | er/jquery. j carousel . s B ock !
132. 162. 125. 200|United Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
. . SS. Untraceabl e Gonnection - Protocol violation
195. 159. 233. 44 |Nor way 147.237.77. 216 |dover . i df . i | (SSL CONN CLI ENT KEY EXCHANGE) None 1
120.29.71.6 Fhilippines |147.237.76.86 |navy.idf.il Admin Bl ocki ng B ock 1
66.249.79.235 I srael 147.237.76.42 |refuah.idf.il  |-authorized WL Access to Bl ock 1

147.237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. scrol I fol lowjs
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