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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Signature Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
68. 116. 5. 134 Lhited Sates 147.237.76. 148 gqacent er. aka. i df . i | ock_Udp All _Nets drop 2
123. 151. 42. 61 Chi na 147.237.76. 30 hi nush. i df . i | Block Udp Al Nets Con Linmit drop 1
185. 130. 5. 224 147. 237.76. 34 yohal an. i df .i | Block Udp All Nets dr op 1
185. 130. 5. 224 147.237. 76. 198 e.yohal an.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
106. 120. 173. 159 Chi na 147.237.77.233 atal .idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 132 Italy 147. 237. 72. 166 aka.idf.il |28 HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address Attacker Country Ste

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218.199. 48. 57 147. 237. 76. 147 Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan

93.174.93. 181 147. 237.77. 176 Net her | ands mat pash. i df .i | ET SCAN Potential WNC Scan 5900- 5920
218.199. 48. 57 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan

93.174.93. 181 147. 237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920
218.199. 48. 57 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan

93.174.93. 181 147.237.76. 34 Net her | ands yohal an.idf.il ET SCAN NVAP -sS w ndow 1024

218. 246. 0. 97 147.237.77. 121 Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024

218. 199. 48. 57 147. 237.76. 34 Chi na yohal an. i df . i ET SCAN Potential SSH Scan

93.174.93. 181 147. 237.0. 33 Net her | ands idf.il ET SCAN Potential VWNC Scan 5900- 5920
218.199. 48. 57 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan

198. 20. 69. 98 147. 237.76. 30 Lhited Sates hi nush. i of . i | ET DRCP Dshield B ock Listed Source
93.174.93. 181 147.237.0. 16 Net her | ands ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024

218.199. 48. 57 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan
115. 236. 75. 201 147. 237. 76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan
218.199. 48. 57 147. 237. 76. 197 Chi na e. hinush.idf.il ET SCAN Potential SSH Scan
115.214.71. 31 147. 237. 76. 197 Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 2048
218.199. 48. 57 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan
94.102. 51. 30 147.237.77.61 Net her | ands e.cogat.idf.il ET SCAN Potential SSH Scan

218.199. 48. 57

147.237. 76. 148 Chi na gacenter.aka. i df.il

ET SCAN Potential SSH Scan

93.174.93. 181 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN Potential WNC Scan 5900- 5920
218.199. 48. 57 147.237.76. 86 Chi na navy. i df . il ET SCAN Potential SSH Scan

93.174.93. 181 147. 237. 76. 202 Net her | ands e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920
218.199. 48. 57 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan

93.174.93. 181 147. 237.76. 38 Net her | ands eenetav.idf.il ET SCAN Potential VWNC Scan 5900- 5920
218.199. 48. 57 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan

93.174.93. 181 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN Potential VWNC Scan 5900- 5920
218. 246. 0. 97 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024
218.199. 48. 57 147.237.76. 31 Chi na nakchal . i df i ET SCAN Potential SSH Scan

93.174.93. 181 147.237.0. 17 Net her | ands mny-kosher -kravi . i df.il ET SCAN Potential WNC Scan 5900- 5920

218.199. 48. 57 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan
218.199. 48. 57 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan
93.113.125. 11 147. 237.76. 34 Romani a yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024
115.214.71. 31 147.237. 76. 197 Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 3072
218.199. 48. 57 147. 237. 76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan

115. 214.71. 31 147.237.76. 197 Chi na e hinush.idf.il ET SCAN NVAP -f -sS

218. 199. 48. 57

147.237.76. 176 Chi na test.ncore.idf.il

ET SCAN Potential SSH Scan

94.102. 51. 30

147.237.76. 176 Net her | ands test.ncore.idf.il

ET SCAN Potential SSH Scan
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature Zv:\tlli f;
Sreaning Engine: TCP Invalid i i sSi
5. 29, 120. 26 I'srael 147.237. 72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. 62
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
52.90. 60. 131 Lhited Sates 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor |32
Sreamng Engine: TCP Invalid i i ssi
70.215.77.18  |Uited Sates 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. 15
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
Sreaning Engine: TCP Invalid i i sSi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66. 249. 66. 3 Lited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dr opped.
157.55.39.238 |lhited Sates 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 5
103. 50. 11. 142 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
54.241.198.78 |Uhited Sates 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
52.49.79. 6 Lhited Sates 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreaning Engine: TGP Invalid i i ssi
66.249.66.60 |lited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
54.151.42.39  |tnited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data [monitor |4
Sreaming Engine: TCP Invalid i i ssi
2.54.17. 61 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
141.8.184.5 Russian Federation |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.18. 155 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
84.228.134. 144 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249. 66. 134 |Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. 2
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 157 I srael 147. 237.77. 216 |dover. i of .i 1 Bad TCP sequence Invalid ACK nunber noni t or
23.96.208. 137 |Uiited Sates 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TQP Invalid i i sSi
66.249.66.63  |Lited Sates 147.237.76.86 |navy.idf.il 9 g Invalid segment retransmssion. | 2
Ret ransm ssi on Packet dropped.
184. 105. 247. 216|thited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 145|Wited Sates 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert
2.52.178.98 I 'srael 147.237.76. 147 |chinuch. aka. i df .i| |Bad TCP sequence Invalid ACK nunber alert
75.131.101. 103 |Uhited Sates 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
141, 212. 122. 155|Wited Sates 147.237.77.178|e.matpash.icf.il |Geo-1 ocation enf or cenent gﬁ?;'rsgi'mon I nbound drop 1
93.113.125.11 |Ronmani a 147.237.76.198|e.yohal an.idf.il |SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
184. 105. 247. 216|Wited Sates 147.237.76. 199 |e. nakehal .idf.i1  |Geo- | ocation enf or cenent gﬁ?;):ggi'nfn I nbound drop 1
46.116. 6. 24 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
141.212. 122. 146|Wnited Sates 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |1
195. 60. 232. 57 |l srael 147.237. 77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
75.131.101. 103 |Uhited Sates 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
93.113.125.11 |Romani a 147.237.76. 199 |e. nakchal .idf.il |SYN At tack SYN -> SYN-ACK -> Tinmeout |reject 1
74.82.47.26 Lhited Sates 147.237.77. 227 |e.hamaz.idf il [Geo-1 ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
184. 105. 247. 220|Wited Sates 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 153|thited Sates 147.237.0.33 |[idf.il drop drop 1
122.201.19.100 |Mngol i a 147. 237. 77. 216 |dover . i df .i Header Rejection ?ﬁitrej ection pattern found infopior 1
Pal estinian Territory, R SYN+ACXK retransmt wth .
176. 106. 40. 172 Gecupi ed 147.237.77. 216 |dover.i df .i | Bad TCP sequence different i ndow scal & monitor |1
141.212.122. 116|Wited Sates 147.237.76.196 |e.svivaidf.il  [Geo-1 ocation enf or cenent Sﬁ?olrggi'n?”  nbound drop 1
93.113.125.11 |Romani a 147.237.76. 201 |e. atal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
74.82.47.43 Lhited Sates 147.237.77.235sviva. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 247|Wited Sates 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 154|thited Sates 147.237.0.33 |[idf.il drop drop 1
2.54.36. 140 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
128.232.110.28 |Wnited Kingdom  [147.237.72.217|eidf. il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
93.113.125.11 |Romani a 147.237.76.34 |yohal an.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
66. 249. 66. 25 | srael 147.237.77.216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock 7
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 4
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 3
109. 253. 204. 209|1 sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut horized URL Access on waw idf.il/error.htm B ock 2
91.206.110.69 |kraine 147. 237.77. 216 |dover . i df . i | \;?Waﬁe: J{p:np\fg :IS/' (S)Zn:n o v endl sendt of 11 end. aspx B ock 1
66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to 147.237.76. 31/ B ock 1
122.201.19. 100 [Mongol i a 147.237.77. 216 |dover . i df . i | eMi | Hoardi ng Bl ock 1
37.142.68. 19 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
180. 180. 170. 91 |Thai | and 147.237.77. 216 |dover.idf . il PHP Attenpt B ock 1
91.206.110.69  [Ukraine 147.237.77. 216 |dover . i df . i | \;Twarlrztfe: Jytp:np\fg ot ;’gn'dt o ri endl sendt of i end. aspx B ock 1
157. 55. 39. 73 Lhited Sates [147.237.77.216|dover.idf .il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
67.222.134.19 |hited Sates |[147.237.77.170 |n@ar achot . i df . i | [haut horized UR. Access to naarachot.idf.il/test/wp-adnin/ B ock 1
37.142.68. 19 I srael 147.237.77. 176 |nat pash. i df . i|  [Wauthorized LRL Access to wn cogat. i df.il/xnirpc. php Bl ock 1
180. 180. 170. 91 |Thai | and 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock 1
98. 130. 0. 140 Uited Sates [147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to naarachot . idf.il/bl og/ wp- admi n/ B ock 1
157.55.39.105 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
68.180.228.112 |[Lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v idf.il/1115-ar/dover.aspx  |B ock 1
64.71.32.30 Uhited Sates |[147.237.77.170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot . i df . i |/ wp- admi n/ B ock 1
184.154.225.3 |Uhited Sates |147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to naarachot . i df.i|/wordpress/ wp-adm n/ Bl ock 1
66.249.66.40  |Israel 147.237.77. 216 |dover . i df .i | D e e el adover . aspx B ock 1
173.252.79.116 |lhited Sates |[147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
79.178.62. 21 I srael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 1
207.46.13.111 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
122.201.19. 100 [Mongolia 147.237.77. 216 |dover . i df . i | Enail collector robots 14 Bl ock 1
23.254.201.89 |lUited Sates |147.237.77.170|n@arachot . i df . il [Uhauthori zed URL Access to maarachot. i df.il/wp/ wp-adm n/ B ock 1
173.252.114. 117|United Sates  [147.237.77.216|dover.idf .i | Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
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