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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
42.2.83.30 Hong Kong 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 4
115. 239. 228. 10 Chi na 147.237. 0. 200 ndu. i df . il Frk_Under Attack Con Htp drop 2
66. 240. 192. 138 Lhited Sates 147.237.76. 198 e.yohal an.i df.il ock Wp Al Nets drop 1
115. 239. 228. 10 Chi na 147.237. 0. 200 . i df i | Frk Purple Gon Linmit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59. 45. 79. 117 147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
218.108. 132. 58 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
SERVER- APACHE Apache Tontat Wb | i cati on Manager
212.59.30.110 |147.237.0.19 |Lthuania madi matal .idf.il Ap App 9 1
access
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
188.126. 77. 138 |147.237. 77. 243 |Sweden nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
187. 160. 227. 50 |147.237.76. 176 |Mexi co test.ncore.idf.il . 1
Potential Scan or Brute Force
146. 185. 250. 105|147. 237. 76. 31 gj::;”ion nakchal . i df .i ET SCAN NVAP -sS wi ndow 1024 1
89. 163. 249. 105 [147.237.0.35 |Ger many akavs. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.86 |[China navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76.31 |China nakchal i df il ET SCAN Potential SSH Scan 1
SERVER- APACHE Apache Tontat Wb |i cati on Manager
212.59.30.110 |[147.237.0.34 |Lithuania tikshuv.idf.il Ap App 9 1
access
59. 45. 79. 117 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 160. 227. 50 |147. 237. 76. 196 [Mexi co e svivaidf.il . 1
Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
187.160. 227. 50 |147.237.76.34 |[Mexi co yohal an. i df .i | ) 1
Potential Scan or Brute Force
94.102. 51. 30 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 178 |Chi na e. nat pash. i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
54.244.22.103 |Wited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 74
Sreaning Engine: TGP Invalid i i ssi
66.249.66.90  |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 62
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 86. 54 | srael 147.237.72. 167 |ishurimaka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 18
Russi an Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
141.8.132.112  [C 2 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 15
212.143.142.56 |l srael 147.237.77. 216 |dover.idf i1 drop First packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
87.68.157.71  |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.147.120 [ srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.93  |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
46. 19. 86. 208 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Russi an . Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
130. 193. 37. 16 Federati on 147.237.0. 34 tikshuv.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreaning BEngine: TQP Invalid i i ssi
157.55.39.30  |United Sates |147. 237.77. 243 |nobile.idf. il 9 =g Inval id segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
66.249.66.63  |Whited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
50.163.111.27 |Uhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreaning BEngine: TGP Invalid i i ssi
24.184.97.251 |Uited Sates |147.237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
50.163.111.27 |lhited Sates |[147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 2
141.8.183. 16 R‘Sf:;”ion 147. 237. 77. 176 |nat pash. i of . | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 2
Sreaning Engine: TGP Invalid i i ssi
207.46.13.187 |tnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
2.52.178.98 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence I'nval i d ACGK nunier monitor |2
. . SYNtACK retransmt wth .
79.177. 30. 32 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence different vi ndow scal @ monitor |2
184. 105. 247. 235|Wnited Sates  [147.237.8.27 |enadimata.idf.il  |Geo-1ocation enf or cenent gi?olrzgii'nfn  nbound drop 1
141.212. 122. 145|Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
45.79. 168. 168 147.237.77. 176 |nat pash. i of . | Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor
; . . SYNWAKK retransmt with .
134.170.12.185 |[Lhited Sates |[147.237.72.166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
74.82. 47. 42 Lhited Sates |147.237.76.44 e refuah.icf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
195. 62. 53. 168 R‘Sf:;”ion 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|Wited Sates [147.237.77. 243 |nobile.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 126|Uhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.59.30.110  |Lithuania 147.237.0.35 |akaws.idf.il drop drop
184. 105. 247. 243|Wnited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent Sﬁfo',ﬁgﬁggf’” i nbound drop 1
46. 19. 85. 85 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122. 146|Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 44 Lited Sates [147.237.0.33 |[idf.il drop drop 1
198.20.70.114 |Uhited Sates [147.237.76.38 |e e meitav.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 156|Wited Sates [147.237.0.35 |akavs.idf.il drop drop 1
32.215.153.210 |lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 127|Wited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Lhi ted o
128.232.110.28 | ngdom 147.237.76.34 |yohal an.idf.il drop drop 1
46.19. 85. 85 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 147|Wnited Sates |[147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enf or cenent Sﬁ?;'rggﬁi:qfn t nbound dr op 1
198.71.236.5  |United Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data [monitor |1
74.82.47.48 Lhited Sates |147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 156|Wited Sates [147.237.77. 243 |nobile.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 144|nited Sates  [147.237.8.24 |e.lifestyle.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206. 90 |lhited Sates |147.237.77.226 }’W“Cha"atz' aka.1df- 1 \ovN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.26 Lhited Sates |147.237.72.167|ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
190. 103. 152. 252|Chil e 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
141.212. 122. 148|Wnited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent Sﬁfo',ﬁgﬁggf’” i nbound drop 1
141.212.122. 115|thited Sates [147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
157.55. 39. 73 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm |B ock

66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock
104.131. 147. 112|Uited Sates  |147.237. 77. 216 |dover. i df . i | muitgf.rii Izleggﬁnﬁccﬁzsdi\fe‘:_ aspx Bl ock 1
66.249. 64. 131 | srael 147. 237.72. 166 |aka. i df . i | ?A;t. ;';;L.’tfz‘? 1?5“::5&' Sz.ethtLF\L Access on Bl ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
212.59.30.110 |Lithuania 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ manager/ ht m B ock 1
131.253.25.161 |Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm |B ock 1
66.249. 64.229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
157.55.39. 105 |UWited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/sip storage/files/7/ B ock 1
66.249.79.216 | srael 147.237.0.34 |tikshuv.idf.il ﬂ?}’;g’féf;ﬁl s"ij?;__s'icocrzzse/tfci)l s/ 7/ 1557, g Bl ock 1
141.212.122. 112|nited Sates |147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to /x B ock

207. 46. 13. 23 Lhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/tenpl ates/ honepage/ Bl ock
66.249.79.223 | srael 147.237.0.34 |tikshuv.idf.il ﬂ?_“;g;’_r(')_zgf/ ﬁ_sﬁcoﬁzse/tf?l o5/ 8/ 1556 | pg Bl ock 1
141.212.122. 112|Uhited Sates |147.237.77.19 [lawforumidf.il Uhaut hori zed LRL Access to /X B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |[aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
207.46.13.88  |lhited Sates [147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 1
74.82.47.4 Lhited Sates |147.237.0.17 inlmy- kosher -kravi. i df . Unaut hori zed URL Access to 147.237.0.17/ B ock 1
40.77. 167. 25 Lhited Sates [147.237.72. 156 |anan. i df . il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
157. 55. 39. 69 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
212.59.30.110 |[Lithuania 147.237.0.19 [madi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ manager/ ht m Bl ock 1
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