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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
79.182.71. 141 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 1
185. 35. 62. 72 Sntzerl and 147.237. 76. 147 chinuch. aka.idf.il B ock Np Al Net drop 1
185. 35. 62. 127 Sntzerl and 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
185. 35. 62. 209 Swi t zerl and 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry

Target Address

|Site

|Sgnature

Devi ce Action |Oount |

62.210.225.135 [France 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
82.166.122.188 |[Israel 147.237.77.216 |dover.idf.il 0361: HITP. Protected File Access (/etc/ passwd) B ock 1
82.166. 122. 188 |l srael 147.237.77.216 |dover.idf.il Q036: HITP. Access to - wn.ini B ock 1
155, 94. 254. 143 |lhited Sates 147.237.76. 31 nakchal .idf.il [16634: HITP. Apache HTTP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

62.210.225. 135 |[147.237.77.74 |France lawidf.il SQ Injection - Select From 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
ET SCAN Behavi oral Lhusual |y fast inbound Tel net
200.7.38.98 147.237.76.31 A’\ﬁ:ihlelrésands nakehal 1 df 11 (onnections, Potential Scanyor Brute Force !
188. 126. 77. 138 |147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
120. 24.72. 25 147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 51. 30 147. 237. 72. 217 |Net her | ands eidf.il ET SCAN Potential SSH Scan 1
84.197.175.10 |147.237.8.28 |Bel gium e.nobi | e-ks. idf.il ET SOAN Behavi oral _Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
218.108. 132. 58 |147.237.76. 148|Chi na gacenter. aka. i df il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 147.237.72. 167 |Lhited Sates i shuri maka.idf.il ET DRCP Dshiel d B ock Listed Source 1
188. 126. 77. 138 |147. 237. 77. 235 |Sweden svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
162. 243. 115. 129|147. 237.0. 17 |lhited Sates mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
94.102. 51. 30 147. 237. 76. 202 |Net her | ands e haag.idf.il ET SCAN Potential SSH Scan 1
93.113.125.11 [147.237.8.45 |Romani a eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address
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Russi an o Sreaning Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 [Z°° %0 147. 237.72. 166 |aka i df . i | Ret 1 ansn Ssi on Packet. & opped. drop 90
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
79.178.196. 246 |lsrael 147.237.72.166 |aka.idf . il dr op First packet isn't SN drop 5
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor (4
54.244.22.103 |lited Sates  |147.237.77. 176 |natpash.idf.il dr op First packet ism't SWN drop 4
46. 19. 86. 191 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
91.200.12. 106  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreamng Engine: TCP Invalid i i ssi
37.26.148.201 | srael 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
209.15.196. 171 [Canada 147.237. 72. 156 |anan. i f .| Bad TCP sequence S retransmt wth different monitor |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.182.31.207 | srael 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
70.199.99.197 |lited Sates  |147.237.72. 156 |aman.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i sSi
66.249.66.129 |thited Sates  |147.237.76.200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. | ., 2
Ret ransm ssi on Packet dropped.
46. 19. 86. 191 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
Sreaning Engine: TCP Invalid i i ssi
66. 249. 66. 3 Wited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g ., 2
Ret ransni ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
66.249.66.60  |United Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y ., 2
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.63  |Wited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y ., 2
Ret ransni ssi on Packet dropped.
141.212.122. 159|Whited Sates  |147.237.72.167 |ishurimaka.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 228 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 121|Wited Sates  |147.237.77.233[atal.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.8.183. 16 RJSf;;”ion 147.237.77. 176 |nat pash. i df . i1 SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
141.212.122. 146|Wnited Sates  [147.237. 76. 202 [e. hal ag.i of . i1 Geo- | ocati on enf or cenent Sﬁ?o'rg?;no”  nbound drop 1
141.212.122. 118|wnited sates  [147.237.76. 198 e yohalan.idf.il  [Geo-1 ocation enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
128.232.110. 28 |United Ki ngdom [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
hited Arab o
176.205.65.186 | = 147. 237.72. 166 |aka.i of . i | drop SMrule drop 1
141.212.122. 122|Wited Sates  |147. 237. 76. 202 |e. hal ag.i df . i | Geo- | ocati on enf or cenent ﬁ?olggi'mon i nbound drop 1
37.187.114. 171 |France 147.237.8.50 |e.tikshw.idf.il |Geo- | ocation enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 115|thited Sates  [147.237.0.35 |akavs.idf.il drop drop 1
93.113.125.11 |Romani a 147.237.8.14 |e.orchot.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 62. 53. 168 RJSf;;”ion 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 147|wited Sates  [147.237. 76. 202 [e. hal ag.i of .1 Geo- | ocati on enf or cenent Sﬁ?o'rg?;no”  nbound drop 1
141.212.122. 119|wited sates  [147.237.76. 198 e yohalan.idf.i1  [Geo-1 ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
128.232.110.28 |United Kingdom |147.237.76.39 |nobile.neitav.idf.i[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.112.185.114 |Astria 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
184. 105. 139. 106|Wited Sates  |147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 122|Whited Sates  |147.237.77.233|atal.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114.171 |France 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|Wited Sates  [147.237.77. 227 |e. hanaz. i of . Geo- | ocati on enf or cenent Sﬁ?;lrgzi'mon I nbound drop 1
93.113.125.11 |Romani a 147.237.8.28 |e.mobile-ks.idf.il [SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 1
195. 62. 53. 168 RJSf;;”ion 147. 237. 72. 156 |aman. i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
72.28.234.227 |lited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 154|Wited Sates  [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 210 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 120|Whited Sates  |147.237.76.200 |eitan.aka.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.57. 206. 251 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
86. 156. 243. 247 |United Ki ngdom [147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
184.105. 139. 107|wnited Sates  [147.237.8.27 e nedimatal.idf.il|Geo-1 ocati on enf or cenent Sﬁ?o'rg?;no”  nbound drop 1
141.212.122. 123|Wited Sates  [147.237.76. 202 e. hal ag.i of .l Geo- | ocati on enf or cenent gﬁ?;)'rggﬁl'mon I nbound drop 1
141.212.122. 116|thited Sates  [147.237.0.35 |akavs.idf.il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
Paraneter Type Mol ation
82.166. 122. 188 |l srael 147.237.77. 216 |dover . i df . i | ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont rol $I mageButtonl. x in  |B ock 12
waw i df . i | /1380- he/ dover . aspx
218. 90. 147. 238 [China 147.237.72.167|i shuri maka. i df . i | |PHP Attenpt B ock 7
82.166.122. 188 |[Israel 147.237.77. 216 |dover.idf . il Mil tiple Systemmoot access(+) from82.166. 122. 188 B ock 5
178.137.17.196 |lkraine 147.237.77.216|dover . i df . i | Distributed Unaut hori zed URL Access on waw i df.il/nazi/ B ock 3
66. 249. 66. 25 | srael 147.237.77. 216 |dover. i df . i | Mil ti pl e Unhaut horized URL Access from 66. 249. 66. 25 B ock 3
66. 249. 79. 98 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 66.249. 79. 98 B ock 2
17.138.57.203 |Uhited Sates [147.237.72. 166 |aka. i df .il Uhaut hori zed URL Access to www aka. i df .il/appl e-app-site-association |B ock 1
84.132.53.50 Ger many 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wa i df.il/hebrew an B ock 1
66. 249. €6. 40 | srael 147.237.77.216 dover . i df . i | ﬂgnggr ;;egléﬁ_ erf(pflcaetsess/t soendt of ri end/ sendt of ri end. aspx Bl ock !
208.115.113.82 |Lhited Sates (147.237.77.176 |mat pash. i df . i | D stributed Suspici ous Response Gode B ock
157. 55. 39. 73 Lhited Sates [147.237.77. 216 |dover. i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
66. 96. 128. 60 Lhited Sates |147.237.72. 156 |laman. i df . i | DOstributed MSQ Data Retrieval with Inplicit  Qnversion Erors(4) None 1
197. 231. 221. 211 |Li beri a 147. 237.77. 216 |dover . i df . i | LR 18 fhove Foor Dreatory ot s/] cuery/ ] query- 1 4. 2.rin. | HBok |1
128. 232. 110. 28 E?i;;gom 147.237.76. 39 Imel le.neitav.idf.i Unaut hori zed LRL Access to 147.237.76. 39/ B ock 1
209. 15.196. 171 |Canada 147.237.72. 156 |anan. i df . i | MSQ Dnta Retrieval with Inplicit  Qonversion Brors None 1
157.55.39.165 |United Sates |147.237.72. 166 |aka. i df .| mmm:v”;‘(”g i'zé}r.ai"rjtn:i n‘/“;z‘:rgfggf ;S“_aspx None 1
82.166. 122. 188 |Israel 147.237.77.216|dover.idf .il Paraneter Type Mol ation PageNumin wwy i df.il/1380- he/ dover. aspx B ock 1
66. 96. 128. 60 Lhited Sates |147.237.72. 156 |aman. i df . i | Mil tipl e signatures from66.96.128. 60 B ock 1
198. 20. 69. 74 Lhited Sates |147.237.72. 167 |i shurimaka. i df.i| [Wauthorized URL Access to 147.237.72. 167/ B ock 1
141.212.122. 112|thited Sates |147. 237. 76. 200 [ei t an. aka. i df . i | Uhaut hori zed LRL Access to /x B ock 1
66.249.79.98  |Israel 147.237.0.34 |tikshuv.idf.il :Jiqs:;&fri'dzf?l/u:)djcecsﬁsortuaslfrmfrmerdetaj s, asp Bl ock 1
209.15.196. 171 [Canada 147.237.72. 156 [anan. i df . i | Mil tipl e signatures from209. 15.196. 171 B ock 1
157.55.39.218 |Uited Sates [147.237.72. 166 |aka. i df .i | Unhaut hori zed URL Access to aka.idf.il/mnain/rabanut/62312 Bl ock 1
199. 30. 24.0 Uhited Sates [147.237. 77. 216 |dover. i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
141.212.122. 112|wnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to /x B ock 1
66.249.79.102 [Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/894-en Bl ock 1
218.90. 147. 238 |China 147.237.72.167|i shuri maka. i df . i| [Adm n B ocki ng B ock 1
157.55.39. 255 |United Sates |147.237. 77. 176 [nat pash. i df . i | e e e e/ cogat . aspx HBock |1
82.166. 122. 188 |l srael 147.237.77. 216 |dover . i df . i | Systenmoot  access B ock 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
207.46.13.139 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157.55. 2. 185 Uhited Sates [147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
74.82.47. 4 Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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