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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
185.94.111. 1 147.237.76. 199 e.nakchal .idf.il ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

At t acker At t acker

’Target Address |Site Sgnature

Gountry

17272: HITP. Suspi cious User-Agent (WndowsNTI) Wth No Separating

89.216. 115. 6 147.237.77. 176 |nat pash. i df . i | Space

B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
123. 157. 146. 108(147. 237. 77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237. 76. 147 [Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
123. 157. 146. 108(147. 237. 76. 31 |Chi na nakchal . i df.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237.0. 15 |Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94.102. 51. 30 147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108(147. 237. 77. 226 |Chi na wa chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
75. 144. 83. 17 147.237.76.34 |thited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 157. 146. 108|147. 237. 77. 179 |Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237. 77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237.77. 19 |Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237. 76. 196 [Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237. 76. 86 [Chi na navy.idf.il ET SCAN Potential SSH Scan 1
123. 157. 146. 108|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
118 79.219.99  |147. 237 8 28 |chi na o nobi | e ke i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
123. 157. 146. 108|147. 237. 77. 234 [Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.77. 205 [Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
123. 157. 146. 108|147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
60.249.182.34  |147.237.77.19 [Tai wan l'aw forumidf.il BT SAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
Potential Scan or Brute Force
123. 157. 146. 108|147. 237. 77. 178 |Chi na e. natpash. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 231 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert
46.19. 85. 231 I 'srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
185.3.147.120 |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Russi an . D Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
130. 193.51.91 Federat i on 147.237.76. 200 |ei tan. aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
176.13.7. 28 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
141.0. 10. 33 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
176.13.23.173  |israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 42 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
} . . SYNtACK retransmt wth .
172.56.35.135 |Uited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent vi ndow scal 6 mnitor |2
Sreaning Engine: TQP Invalid i i Ssi
68.180.229. 239 |Wnited Sates |147.237. 72. 166 |aka.idf .l g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
46.19. 85. 42 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 2
172.56.35.135 |Uited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
101. 100. 166. 67 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
141.212.122. 152|Uhited Sates |147.237.0.15  |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 114|Wited Sates  |147.237.0.17 ;“I”IV kosher-kravi.id |ou\ At ack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 220 |9 ngapore 147. 237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 124|thited Sates |147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 65.134. 25  |Israel 147.237. 77. 170 |naar achot . i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
2.54.142. 111 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Russi an R . Geo- | ocati on i nbound
146.185.239. 102 1o~ 147.237.77. 121 |e.navy.idf . il Geo- | ocati on enf or cenent enf or cenent drop 1
141.212.122. 118|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . SYNtACK retransmt wth .
203. 127. 96. 220 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vindow scal e noni t or 1
176. 13. 6. 209 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122. 125|thited Sates [147. 237.72. 156 |anan.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect
o SYNtACK retransmt wth .
37.26.147.132 |[Israel 147.237. 77. 216 [dover.i df .i | Bad TCP sequence di fferent vi ndow scal e noni t or 1
198. 20. 69. 74 Lhited Sates [147.237.72. 167 |ishurimaka.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 119|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 127|United Sates |147.237.0.15  |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
203. 127.96. 220 |9 ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
172.56.23.6 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 121 |Uhited Sates  |147.237.76. 201 |e.atal.idf. il Geo-1 ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
203.127.96. 221 |9 ngapore 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 151|Wited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 113|Wited Sates  |147.237.0. 17 F’I”Iy kosher-kravi. 1d oy at t ack SYN -> SYN-ACK -> RST rej ect 1
203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 122|Wited Sates  [147.237.76. 201 |e. atal .idf . il Geo- 1 ocati on enf or cenent ﬁ?;'rggz:mon I nbound drop 1
203.127.96. 221 |4 ngapore 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SINVAK retransmt with monitor |1
di fferent wndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
66. 249. 66. 25 | srael 147.237.77.216 |dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 66. 25 Bl ock 5
107.170. 166. 68 |Lhited Sates  |147.237.77.216|dover.idf.i | Ml tiple Uhauthorized URL Access from 107. 170. 166. 68 B ock 4
109. 253. 201. 190]I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 3
66.249.81.212 |lIsrael 147.237.77.216 |dover. i df . i | D stributed Unaut horized LRL Access on wawidf.il/error.htm |B ock 3
220. 255. 183. 1329 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwvidf.il/error.htm [B ock 2
178.137.93. 235 |kraine 147.237.77. 216 |dover.i df .l Unaut hori zed URL Access to vwwuidf.il/nazi/ B ock 2
] . . Unaut hori zed URL Access to
157.55.39.124 [lhited Sates  |147.237.77.176 |mat pash. i df . il 147. 237.77. 176/ 994- 10312 he/ cogat . aspx Bl ock 1
89.47.212.222 |Romani a 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
31.13.100.117 [ireland 147.237.77. 216 [dover. i df . il i df .1 1/1086- 23138- hel dover . aspx8h=oaqgwl y81&s=1 B ock 1
199. 30. 24. 156 |Uhited Sates 147.237.77. 216 |dover.i df .i | Dstributed Wauthori zed URL Access on wwuidf.il/error.htm |B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 33 I srael 147.237.77.74 |lawidf.il v | aw i df i1/ consol ef cor e/ doc._ngr/ doc. ngr . asp B ock 1
; ; . Uhaut hori zed URL Access to
157.55.39.173 [thited Sates  [147.237.77. 176 |nat pash. i df . i | 147. 237.77. 176/ 994- 10305- he/ cogat . aspx B ock 1
89.47.212.222 |Romani a 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
37.163.44.188 |France 147.237.77.216 |dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
207. 46. 13. 48 Lhited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. txt B ock 1
Russi an . . . Unhaut hori zed URL Access to
130.193.51.91 | oo o 147.237.76.200 [ei tan. aka. i df . i | vy ei tan. aka, i df i | / 1105- en/ cont act us. aspx B ock 1
157.55.39.255 [Wnited Sates  [147.237.77.176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ robots. txt B ock 1
65.55.210.231 [lhited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 1
m ny- kosher - kravi . i d
141.212.122. 112|lhited Sates 147.237.0. 17 f In|y Unaut hori zed URL Access to /X B ock 1
68.180.228. 112 |thited Sates  |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/sip_storage/ B ock 1
] . . Unhaut hori zed URL Access to
107.170.166. 68 |[Lited Sates  [147.237.77.216|dover. i df .i| v i df i1/ 1133- 22927-ar / i df gdover . aspx B ock 1
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover. i df . i | D stributed Unaut horized LRL Access on wawidf.il/error.htm |B ock 1
141.212.122. 112|thited Sates  [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to /X Bl ock 1
68.180.230.29 [lhited Sates 147.237.77. 176 |mat pash. i df . i | D stributed Suspi ci ous Response Code B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover. i df . i | I11egal HITP \ersion HITH B ock 1
109. 163.234.9 |Rormani a 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147.237. 76. 30/ xni r pc. php B ock 1
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