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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

218. 66. 242. 19 Chi na 147.237. 76. 147 chi nuch. aka.idf.il ock Wp Al _Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets dr op 1
185. 130. 5. 224 147.237.76. 31 nakchal .idf.il ock Wp Al Nets drop 1
218. 66.242. 19 Chi na 147.237.76. 148 ggcenter.aka.idf.il |Block Wdp All Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Ulp Al _Nets drop 1
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk_Under Attack Con Htp drop 1
185. 130. 5. 224 147.237.76. 197 e hinush.idf.il Bl ock_Udp All _Nets dr op 1
185. 62. 188. 186 Net her | ands 147.237.76. 30 hi nush. i df .i | Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature |Ds-vi ce Action |Count |
82.166. 122. 246 I srael 147.237.77.216 |dover.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 27 e.madimatal .idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry Ste |Signature

93.172.148.140  |147.237.77.216 |l srael dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 10
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
93. 172. 148. 140 147. 237. 76. 86 I srael navy.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
82.166.122. 246  [147.237.77.216 |[Israel dover.idf.il SA 1 =1- possible sg injection attenpt 2
94.102. 48. 193 147.237.77. 74 Net her | ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 90. 88. 235 147.237.0. 200 A bani a . i df i | ET SCAN Potential SSH Scan 1
80. 90. 88. 235 147.237.0. 16 A bani a ny- kosher - kravi . i df . il ET SCAN Potential SSH Scan 1
80. 90. 88. 235 147.237.0.19 A bani a nadi matal .idf.il ET SCAN Potential SSH Scan 1
80. 90. 88. 235 147.237.0. 15 A bani a kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SWNretransmt wth different

Action

‘Count

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df il Bad TCP sequence vi ndow scal monitor  |153
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
84.228.62. 75 I srael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop
5.22.135.241  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |6
46. 19. 85. 156 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 6
46.19.85.4 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 156 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |6
46.19.85. 4 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
46.19.85.4 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 106 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACGK nunber aert 6
46.19.85. 4 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
46. 19. 85. 56 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
176. 205. 65. 186 ;"ﬂi”taetdeskab 147.237. 77. 216 |dover.idf il drop SAMrul e drop 4
46.19. 85. 18 I srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid linvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 56 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 3
176. 205. 65. 186 ;ii]rtaetdesﬁrab 147.237.77.74 |lawidf.il drop SAMrule drop 3
37.26.147.189 |Israel 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
109. 64. 105. 237 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
84.228.62. 75 I srael 147.237. 77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 3
109. 65. 139. 117 |Israel 147.237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id limvalid segnent retransmission. | o 3
Ret r ansni ssi on Packet dr opped.
82.166. 122. 246 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
91. 200. 12.7 Lkrai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop
2.52.168. 125 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert
66. 249. 66. 3 Wited Sates |147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid linvalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dr opped.
91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrule drop 2
2.52.168. 125 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
82.166. 122. 246 |Israel 147.237. 77. 216 |dover.idf .i | drop drop 2
5.29.157. 36 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |2
66.249.66.129 |Wnited Sates |147.237.76. 200 [eitan. aka.i df .l Streamng Engi ne: TCP Inval id imvalid segnent retransssi on. drop 2
Ret r ansni ssi on Packet dropped.
82.166. 122. 246 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
74.6.254. 118 Lhited Sates [147.237.77. 176 [natpash.idf .i | B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
82.166. 122. 246 |[lIsrael 147.237. 77. 216 [dover.i df i Bad TCP sequence Invalid ACK nunber alert
176. 205. 65. 186 ggrt:td;rab 147.237.77. 226 [} chamatz. aka. df | o SAMrul e drop 1
66.240. 192. 138 |tited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent (;]?O'rggi'nf” I nbound drop 1
141.212.122. 146|Wited Sates [147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
115. 231. 220. 119|Chi na 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
45, 35. 64. 142 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
208.109.97.62 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
79.178.56.101 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
176. 205. 65. 186 Lérhﬂi]:aeldesﬁrab 147.237.0.34 |tikshuv.idf.il drop SAMrule drop 1
50.63.197.108 |Uhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122. 114|Wited Sates  |147. 237. 77. 178 |e. mat pash. i df . i | Geo- | ocati on enf or cenent S;?;)'rggiinf” I nbound drop 1
115. 230. 124. 164 |Chi na 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.29. 157. 36 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122. 147|Wnited Sates [147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
115. 231. 220. 119|Chi na 147.237. 77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
212.25.121.18 [lIsrael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count

66. 249. 66. 25 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 B ock 3

84. 95. 251. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2

208.115.113.89 [lhited Sates |147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 208.115. 113. 89 Bl ock 1

115. 231. 220. 119|Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat . i df . il/ckfinder B ock 1

79.181.119.91 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1

157.55. 2. 177 Lhited Sates [147.237. 77. 216 |dover. i df .i | Dstributed Uhaut hori zed UR. Access on waww idf.il/error.htm B ock 1

115. 231. 220. 119|Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to wwu tikshuv. idf.il/ckfinder Bl ock 1

66.249.66.33  |Israel 147.237.77.74 |lawidf.il Wnaut hori zed LR Access to Bock |1
waw | aw i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp

208.115.113.89 |[lhited Sates [147. 237. 77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwidf.il/navy/ htni/tool fs. asp Bl ock

115. 231. 220. 119|Chi na 147.237.77.233|atal .idf.il Uhaut hori zed LR Access to waw atal .idf.il/ckfinder B ock 1
Unknown Par anet er

79.181.119.91 |[lIsrael 147.237.72. 166 |aka. i df . i | ct |1 00$ct | 00$cphvai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

194. 187. 168. 226|Fol and 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx Bl ock 1

115. 231. 220. 119|Chi na 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/ckfinder B ock 1

. . Uhaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133. 20581- he/ dover . aspx B ock 1
. . O stributed Whaut hori zed URL Access on
217.132.10.207 |[Israel 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ styl e shar ed! reset . css Bl ock 1
i m ny- kosher - kravi . i
128. 232, 110. 28 | ted 147.237.0.17 ny Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
Ki ngdom df.il
195. 154. 173. 103|France 147.237.77.216 |dover. i df . i | Uhaut hori zed URL Access to waw i df . i/ nazi B ock 1
115. 231. 220. 119|Chi na 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 115.231. 220. 119 B ock 1
] . . Paraneter Type M ol ati on PageNumin

68. 180. 230. 29 Lhited Sates [147. 237. 77. 176 |nat pash. idf.il W cogat . i df . i | / 1038- he/ cogat . aspx B ock 1

128. 232. 110. 28 E?';;gom 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
Unknown Par anet er

85. 65. 25. 95 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Questi  [None 1
on$83 in aka.idf.il/nain/giyus/questionnaire. aspx

199.30. 24.188 |hited Sates [147. 237. 77. 216 |dover.idf .i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1

115. 231. 220. 119|Chi na 147.237.76.86 |navy.idf.il Mil tipl e Waut hori zed URL Access from 115. 231. 220. 119 Bl ock 1

79.177.6.116 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1

157. 55. 2. 145 Lhited Sates |147.237.77. 216 |dover. i df .i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1

89. 145, 108. 203 | ted 147.237.72. 166 |aka. i df . i | Whknown Paranet er ct| 00%ct | 008bt nSsar ch in None 1

Ki ngdom vww aka. i df . i | / mai n/ sachar/ def aul t. aspx
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