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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
212.179. 54. 237 | srael 147.237. 72. 167 ishurimaka.idf.il ock Wp Al _Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |

155, 94, 254. 143 [Lnited Sates 147.237.76.39 |nobile.neitav.idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 246. 0. 97 147.237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
201.232. 25. 160 |[147.237. 72. 156 |Col onbi a anan. i df.il ET SCAN NVAP -sS w ndow 4096 1
04 176.78.49 147 237 76,31 |Widova, Repblicf . .. o ET SCN\I Behavi oral Unusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
94.102.48.193 |147.237.8.27 |Netherlands e.nadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
88.249.106.23 |147.237.77. 233 |Turkey atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.70 [147.237.76.197 |Chi na ehinush.idf.il [ET SCAN Potential SSH Scan 1
221.226.31.210 |[147.237.76. 199 |Chi na e.nakchal .idf.il [ET SCAN NVAP -f -sS 1
221.6.32.82 147. 237. 76. 199 [Chi na enakchal .idf.il |ET SCAN NMVAP -f -sS 1
218. 246. 0. 97 147.237.8.14 |[China eorchot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
201. 232. 25. 160 |147.237. 72. 156 |Col onbi a aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
146. 185. 250. 105|147. 237. 8. 46  |Russi an Federation|e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102. 51. 30 147.237.76. 44 |Net her| ands erefuah.idf.il [ET SCAN Potential SSH Scan 1
91.201.236. 114 |147.237.8.50 |lkraine e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.70 |147.237.76.199|hi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
221.226.31.210 [147.237.76.199|Chi na e.nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
221.6.32.82 147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
82. 166. 122. 246 || srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Sretransmt with different oo o 340
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
109. 253. 135. 1381 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wih different —Jopgiior 1o
w ndow scal e
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal .idf.il drop Frst packet isn't SYN drop 16
Sreanming Engine: TCP Invalid i i ssi
217.132. 121. 233i srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 49 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |9
Sreamng Engine: TCP Invalid i i ssi
5.102.222.1 I'srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
46.19. 85. 193 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
5.22.130. 230 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |7
46.19. 85. 193 I srael 147.237.77. 216 |dover . i df i | Bad TCP sequence Invalid ACK nunber alert 7
94. 230. 86. 153 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
91. 200. 12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
r eam n ine: TCP Invali i i ssi
2.54.28.204 I srael 147.237.72. 167 | shurimaka i i1 | SAM NG Engine: TCP Inval i d |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 191. 244 |israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
84. 95. 49. 166 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
66.249.93.127 |Whited Sates |147.237.77.233|atal .idf.il dr op First packet ismt SN drop 5
71.168.187.90 |Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 126 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
185.32.179.72 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.46.39. 51 I srael 147.237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |4
66.249.93.127 |lhited Sates |147.237.77.233[atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
66. 102. 9. 49 Lhited Sates |[147.237.77.226 "‘;"I"“Cha"mz'aka"df drop First packet isn't SWN drop 4
66.249.93.127 |Lhited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 4
79.181.54.135 |l srael 147.237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.249.93.127 |United Sates |147.237.77. 233 atal i df. i1 Bad TCP sequence SINWACK retransmt W th monitor |4
di fferent w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
66.249.66.90  |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 126 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert 4
91.200.12. 106 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
66.249.93.127 |Lhited Sates |147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
2.54.136. 187 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 3
reamng Engi ne: TCP Invali i i ssi
84.228.78.140 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
2.54.173.67  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19.86.191  |Israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
2.54.136. 187 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79.180.204. 14  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.228  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 195. 246 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 134 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.136. 187 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
185. 120. 126. 62 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Russi an D Streamng Engine: TCP Invalid [invalid segnent retransmission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
149.78.250.89 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
62.219. 132. 230 |[lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
74.6.254. 118 Lhited Sates |147.237.77. 176 [natpash.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |2
5.102.242.100 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
84.228.179.51 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

dgnature

Devi ce

‘Count

Count ry Action
84.111.233.67 | srael 147.237.0.34 |tikshuv.idf.i| [0 My of the Sane Response Code (404) in Session from Bl ock 145
84.111. 233. 67
46.19. 85. 134 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 66
185.32.179.35 |Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) Bl ock 57
2.52.14.121 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
185.32.179.35 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 21
Parameter Type Mol ation
82.166. 122. 246 |[lIsrael 147.237.77. 216 |dover.i df . i | ct1 00$Cont ent P acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker 1 in Bl ock 11
wa i df . i1 /1781- he/ dover . aspx
185.32.179.35 [l srael 147.237.0.19 |madi matal .idf .|/ " of the Sane Response Cbde (403) in Session from Bl ock 8
185. 32.179. 35
46.19. 85. 134 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 5
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66.249. 66. 25 Bl ock 3
185. 120. 125. 52 147.237.77. 216 |dover.i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
91.231.192. 149 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
46.117. 60. 59 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 67.170.23 |Israel 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
31.210.189. 195 |l srael 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
85. 65. 26. 236 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unknown SSL Sessi on None 2
46.121.219.13 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
89. 138. 185. 137 |l srael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
79.181. 9. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
141.212.122. 112|thited Sates |147.237.0.34 [tikshuv.idf.il |Uauthorized URL Access to /x Bl ock 1
50. 62. 208. 82 Lhited Sates [147.237.76.200]|ei tan. aka. i df . i | [Uhaut hori zed URL Access to eitan. aka.idf.il/ol d/wp-admn/ Bl ock 1
31.210. 189. 195 |l srael 147.237.0.19 |madi matal . i df.i|Utraceabl e SSL Sessions: Unhknown SSL Sessi on None 1
208.115.111. 73 [lhited Sates |147.237.77.74 |lawidf.il muaggr:f‘?dl ﬁoﬁ‘;f)‘fs;cto‘r’e/ doc._mur/ doc. . asp Bl ock 1
84.111.108.40 |Israel 147.237.77. 216 |dover.i df . i| Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
66.249.78.153 | srael 147.237.72. 166 |aka. i df . i | mnzk“;??ﬁgnf:a%;ﬁzf‘;n;? . a5 None 1
157.55.39. 147 |uwited Sates [147.237.77.216|dover.idf .il Abnornal |y Long Request URL Bl ock 1
128. 72. 24. 220 g;z:;nl on 147.237.77. 216 |dover.i df .i | Parameter Type Mol ation SortDr in vwwidf.il/1397-en/ dover. aspx Bl ock 1
84.228.11.203 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 1
79.182.16.161 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unknown SSL Sessi on None 1
185. 120. 126. 39 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
149. 88.76.218 |lIsrael 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to waw aman. idf.il/https:/ww anan.idf.il/ Bl ock 1
64.71.32.26 Uited Sates [147.237.76.200|ei tan. aka. i df. il |Uhaut horized URL Access to eitan. aka.idf.il/wp/wp-admn/ Bl ock 1
84.111.110.61 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
72.34.33.170 Lhited Sates |147.237.76.200]|ei t an. aka. i df . i | [Lhaut hori zed URL Access to eitan. aka.idf.il/wordpress/ wp-adnin/ Bl ock 1
46.121.152. 113 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ atal . aspx B ock 1
128. 72. 24. 220 :Zg::t”i on 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation lang in wwidf.il/1397-en/ dover. aspx Bl ock 1
198. 20. 87. 98 Whited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Paraneter Type Mol ation
82.166. 122. 246 |[lIsrael 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 1
wa i df . i1 /1781- he/ dover . aspx
149.88.113.71 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
40.77.167. 63 Lhited Sates |147.237.72.156 |anan. i df . i | Unaut hori zed LRL Access to waw anan.idf.il/... Bl ock 1
109. 253. 135. 138]I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css Bl ock 1
84.111.180.57 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
79.177.6. 116 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 1
128.194.135. 65 |lhited Sates [147.237.72.156 |anan. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
2.52.134. 158 I srael 147.237.77.216|dover . i df .i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
199. 30. 25. 79 Lhited Sates |147.237.77.216|dover.idf.i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm Bl ock 1
157. 55. 2. 137 Uited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
66.249.66.25  Israel 147. 237.77. 216 |dover . i df . i | o e e 1 aspetitl etor Hock |1
109. 253. 138. 210|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
84.111.233.67 |[Israel 147.237.0.34 |tikshuv.idf.il |Too Many 404: Response Code per Session Bl ock
79.179.121. 229 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None
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