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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
188. 138. 17. 205 France 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 93. 91 147.237.77.233|lhited Sates [atal.idf.il ET SCAN NVAP -sA (2) 24
185.32.179.35 [147.237.0.19 |Israel nedi matal . idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
79.176.165. 67  |147.237.72. 156 |I srael aman. i df.il ET SCAN NVAP -sA (2) 2
66.249.81.230 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 2
119. 81. 162. 182 |147. 237. 77. 212 |Hong Kong e. dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102. 51. 30 147.237.76.42 |Netherlands  [refuah.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.193 |147.237.76. 176 |Netherlands  |test.ncore.idf il ET SCAN NVAP -sS wi ndow 1024 1
82.166. 122. 246 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
221.182. 242. 200[147.237.0.35 |China akaws. i df i | ET SCAN Potential SSH Scan 1
79.182. 168. 165 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.76. 148 |Whited Sates |gqcenter.aka. idf.il ET DRCP Dshield B ock Listed Source 1
45. 32. 39. 185 147.237.0. 33 idf.il ET SCAN NVAP -sS wi ndow 3072 1
119. 81. 162. 182 |147. 237. 77. 212 |Hong Kong e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
45, 32. 39. 185 147.237.0. 33 idf.il ET SCAN NVAP -f -sS 1
119. 81. 162. 182 |[147.237.77. 212 |Hong Kong e.dover.idf.il ET SCAN NVAP -f -sS 1
94.102.48.193 |147.237.76.198 |Netherlands  |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
83. 87. 96. 168 147.237.77. 216 |Netherl ands ~ [dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 137. 113 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
221.182.242.200|147.237.0.17 |China mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
79.177.213.95  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147.237.0.15 |China kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 66. 25 147.237.77. 216 |Wnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
177. 246. 199. 209(147. 237. 76. 34 |Mexi co yohal an. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
45, 32. 39. 185 147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

At acker
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SYNretransmt with different w ndow

82. 166. 122. 246 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence cale noni t or 284
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.idf . il Bad TCP sequence noni t or 59
Lhi ted . |Streanming Engi ne: TCP Segnent |[TcP segment out of naxi mum al | oned

. . 76. . . ro| 53
79.67.165.140 | ngdom 147.237.76.42 |refuah.idf.il Limt Enforcenent sequence. Packet dr opped, drop
82.166. 122. 246 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |40
L it w j ff t w nd )
85.65. 151. 232 |Israel 147.237.72.166|aka.idf.il  |Bad TCP sequence fgg;e”ansm with different wndow | oovor 40
176.13. 16. 217 |[lIsrael 147.237.72.166|aka.idf.il |Bad TCP sequence noni t or 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
85. 65. 151. 232 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 35
194. 218. 27. 162 |Sweden 147.237.72.166|aka.idf.il |Bad TCP sequence Inval i d ACK nunber aert 33
79.177.56.226 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence noni t or 33
82. 166. 122. 246 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 32
79.177.56.226 |Israel 147.237.72.166|aka.idf.il |Bad TCP sequence Inval i d ACK nunber aert 32
85.65. 151. 232 |l srael 147.237.72.166|aka.idf.il |Bad TCP sequence I'nval i d AGK nunber nonitor |29
31. 210. 186. 245 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber roni t or 27
195. 239. 16. 53 RJSS;:I”i o 147.237.77.74 |lawidf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data moni tor |26
83. 130. 109. 178 [l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 26
195. 239. 16. 40 RJSS;:I”i o 147.237.77.74 |lawidf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data moni tor |26
87.68. 151. 243 |l srael 147.237.72. 156 |anan.icf.il |Bad TCP sequence I'nval i d AGK nunber alert 26
83. 130. 109. 178 [l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 26
40.77.167.26 |United Sates [147.237.77.74 [lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 25
2.52.137.213 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 25
172.13.166.38 |Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence nonitor |25
37.46.39. 44 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 25
40.77.167.26 [Lhited Sates |147.237.77.74 [lawidf.il |Bad TCP sequence I'nval i d AGK nunber alert 25
Sreaming BEngine: TCP Invalid i i ssi on.
46.19. 86. 4 I'sr ael 147.237.76.31 |nakchal .idf .i 9 =g Invalid segnent retransmssion. Packet 1, 24
Ret ransm ssi on dr opped.
87.68.151. 243 |[lIsrael 147.237.72. 156 |anan.icf.il |Bad TCP sequence Invalid AGK nunber noni tor |24
2.52.137.213 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 24
157.55.39. 165 |Lhited Sates [147.237.72.166akaidf.il |Bad TCP sequence Inval i d AGK nunber alert 23
157.55.39. 165 |Lhited Sates [147.237.72.166akaidf.il |Bad TCP sequence Invalid AGK nunber noni tor |23
172.13.166.38 |lhited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 23
185. 120. 126. 50 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 22
5.22.134.212 |[Israel 147.237.72.166|aka.idf.il |Bad TCP sequence Invalid AGK nunber noni tor |21
109. 67. 188. 130 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence I nval i d ACK nunber noni t or 20
185. 120. 126. 50 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 20
Stream ng Engi ne: TCP Segnent i
68.180. 230. 57 |Wited Sates |147.237.76.42 |refuahidh.il|> 9 =g 9 TCP segrent out of naxi numalloved g 20
Limt Enforcenent sequence. Packet dropped.
109. 67. 188. 130 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 20
. it w i ff t W )
109. 64. 168.12 |Israel 147.237.72.156 |aman.idf.il |Bad TCP sequence i;';e”ansmt wthdifferent wndow oo |19
37.26.146. 232 |lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence I nval i d ACK nunber alert 19
109. 64. 17. 116 [l srael 147.237.72. 156 |aman.idf.il |Bad TCP sequence Inval i d ACK nunber alert 19
37.26.146.232 |[Israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid AGK nunber noni tor |19
79.179. 121. 229 [l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence I nval i d ACK nunber noni t or 18
— - T _
81. 218. 204. 248 |Israel 147.237.77. 216 |dover.idf il |Bad TOP sequence ?Cg;e”ansmt with different wndow —pnivor |18
68. 180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 18
o it w i t w nd )
89.138.78.95 |Israel 147.237.72.166|akaicf.il  [Bad TOP sequence ig;e”ansm't wthdfferent wndow 1o iio  |is
68.180.228. 112 [Lhited States [147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |18
L it w j ff t w nd )
84.108. 216. 104 |I srael 147.237.72.166|akaicf.il  [Bad TOP sequence fgg;e”ansm wthdifferent window | oo f1g
Sreaning Engine: TGP Invalid i i ssi on. t
79.179. 173. 162 |I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet |, 18
Ret r ansm ssi on dr opped.
L it w j ff t w nd )
79.177.56. 226 |Israel 147.237.72.166|akaicf.il  [Bad TOP sequence fgg;e”ansm wthdifferent window | oo f17
. it w i ff t W )
79.179. 121. 229 |i srael 147.237.72. 166 |aka.idf.il  |Bad TCP sequence i;';e”ansmt wthdfferent wndow oo |17
109. 64.17. 116 |l srael 147.237.72. 156 |aman.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 17
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185.32.179.35 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Same Response Code (404) B ock 130
185.32.179.35 |[lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 110
2.54.136.2 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 61
185.32.179.35 |Israel 147.237.0.19 |[nmadimatal .idf.il|Too Many of the Sane Response Code (403) in Session from 185.32.179. 35 B ock 22
79.176.203.35 |Israel 147.237.76.31 |nakchal .idf.il Mul tipl e Unaut hori zed URL Access from 79. 176. 203. 35 B ock 7
79.176.203.35 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 5
79.179. 121. 229 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 3
46. 19. 86. 182 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
85. 64.83.3 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 3
109. 253. 208. 135l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
Paraneter Type Mol ation
82.166. 122. 246 |[Israel 147.237.77. 216 |dover.idf.il ct1 00$Cont ent Pl aceHbl der 1$ucNewsH ashCont r ol $dat epi cker 1 in B ock 3
wan i df . i | /1153- he/ dover . aspx
31.210.189.195 [Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
84.108. 124. 118 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 3
46.19. 85. 137 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code Bl ock 3
95. 86.106. 128 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
79.181.229.82 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 2
93.172.187.52 |lIsrael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
2.54.136.2 I srael 147.237.0.19 |madimatal .idf.il|Too Miny of the Sane Response Code (404) in Session from2.54.136.2 B ock 2
79. 180. 34. 35 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 2
176.13.16.217 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
46.19. 86. 6 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
84.111.180.57 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 2
5.29.157. 122 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 2
94.159. 156. 227 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 2
185.32.179.32 |Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code Bl ock 2
2.54.160.112  |[israel 147.237.76.42 |refuah.idf.il  |roreer The Vol fglgfr'lgﬁ?ﬁaf”atsixacem der 13txt Last Nane i n Bock |2
91.231.192. 149 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 2
5. 29. 182. 95 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
46.120.219.12 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 2
79.179. 3. 248 I srael 147.237.77.216|dover.i df.il Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
93.172.182.28 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
109. 253. 205. 116l srael 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessions: Unknown SSL Sessi on None 2
46.121.68.210 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 1
82.166. 122. 246 |lIsrael 147.237.77.216|dover . i df . il Paraneter Type Mol ati on PageNumin waw i df.il/1153- he/ dover. aspx B ock 1
213.8.204. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 1
46. 19. 85. 203 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
89.138.76. 255 |l srael 147.237.72.167|i shuri maka. i df . i|untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
69. 248. 129. 181 g];::: 147.237.77.216|dover . i df . il Untraceabl e SIS Sessi ons: Lhknown SSL Sessi on None 1
149.78.58.52  [Israel 147.237.72. 166 |aka. i df . i | 'C)L'rizas]/ i?’;giﬁﬁﬂg"?;gg;g;& f/ nai v kapat 2/ [ res Bock |1
31.210.189. 195 |Israel 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None
84.111.110.61 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None
84.94.187.174 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
Unaut hori zed URL Access to
213.151.37.24 |lsrael 147.237.72. 166 |aka. i df . i | vwwy aka. i df . i |/ mai n/ gi yus/ mai | box. aspx&sa=u&ved=0ahukewj 9gt 05m j kahv |B ock 1
ccpokhc4f cawgj bai cg&usg=af gj cnf wBxbj dj 46aa_i eeng07gs79p8hqg
66. 249. 64.239 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
109. 67. 251.66 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
5.22.135. 195 I srael 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
2.54.6.150 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
199. 30. 16. 188 LSthlatt:sd 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 1
37.46.39. 167 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Unhknown SSL Sessi on None 1
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