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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185. 130. 5. 224 147.237.76. 31 nakchal .idf.il Bl ock Udp Al Nets drop 1
113. 245. 194. 103 Chi na 147.237.76. 31 nakchal . i df i Block Udp All Nets drop 1
185. 130. 5. 224 147.237. 76. 86 navy.idf.il Bl ock_Udp Al _Nets drop 1
113. 245. 194. 103 Chi na 147.237. 76. 38 eeneitav.idf.il |Bock Wdp Al Nets drop 1
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under _Attack Con_Htp drop 1
112. 70. 83. 90 Japan 147.237.76. 177 ncore.idf.il ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |S gnature Devi ce Action |Oount |
82.166.122.246  |[lIsrael 147.237.77.216 |dover.idf.il| [3886 HITP. Qoss Ste Scripting in PCST Request B ock 1
155. 94. 254. 143 |Uhited Sates 147.237.76. 42 refuah.idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
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Potential Scan or Brute Force

82.166. 122. 246 |[147.237.77. 216 |l srael dover.idf.il |tehila expirenental XSS in PGST 13
82.166. 122. 246 |147.237.77. 216 |I srael dover.idf.il SERVER VBAPP cross-site scripting attenpt via formdata attenpt 13
82.166.122. 246 |147.237.77.216|Israel dover.idf.il PQICY-OHR script tagin R - likely cross-site scripting attenpt |12
82.166.122. 246 |147.237.77. 216 |Israel dover.idf.il ET VB SERER <ript tag in UR, Possible Goss Ste Scripting Attengl2
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
64.233.172.163 |147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
198.154.60.27 |147.237.77.216|lhited Sates  [dover.idf.il ET SCAN Potential SSH Scan 1
2.54.170. 191 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
180. 76. 15. 156  [147. 237. 72. 166 |Chi na aka.idf.il portscan: TCP O stributed Portscan 1
128.199. 32. 37 |147.237. 72. 166 |9 ngapore aka.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
119. 81. 162. 182 |147.237.0.200 [Hong Kong . i df il ET SCAN NVAP -sS w ndow 2048 1
94.102.48.193  [147.237. 77. 227 [Net her | ands ehamaz.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
68. 180. 229. 239 |147.237.72. 166 |Wited Sates  |[aka.idf.il portscan: TCP O stributed Portscan 1
200. 188. 147. 1311147 237 76.34 | co yohal an.i df i ET SIDAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128.199.32.86 |147.237. 72. 156 |S ngapor e anan.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
119. 81. 162. 182 |147.237.0.200 [Hong Kong . i df il ET SCAN NVAP -sS w ndow 3072 1
119. 81.162. 182 |147.237.0.200 |Hong Kong ndu. i df il ET SCAN NVAP -f -sS 1
94.102.48.193 |147.237.77. 178 |Net her | ands e.matpash.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
203, 130, 104. 10 |147. 237, 76,44 |Or€a Republic | i) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |
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Target Address
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SN retransmt wth different

82. 166. 122. 246 |l srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence i ndow scal e nonitor  [261
141.8.132. 112 :Zg::tnim 147.237.72. 166 |aka.i df .l ;{ ?ZTSTS SEl;ig('):e: TP Invalid 'Pg‘éi'eitd ds}efgggj. retransmssion. g o, 96
80. 178. 100. 167 |Israel 147 237.76. 147 |chinuch. aka i1 | @M NG Engi ne: TCP Invalid invalid segnent retransnissi on drop 57
Ret r ansm ssi on Packet dropped.
212.179.172. 219|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 36
109. 64. 215. 153 |I srael 147.237.77. 226 " chanatz. aka.idf 1paq TOP sequence Invalid ACK nunber moni tor |30
109. 64. 215. 153 |l srael 147.237.77. 226 |} " chanatz. aka. 1df 1pad TOP sequence Invalid ACK nunber aert 29
82.166. 122. 246 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 24
213.57.41. 99 | srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber nonitor |24
194. 218. 27. 162 [Sweden 147.237.72. 166 [aka.i df .i | Bad TCP sequence nonitor |24
213.57.41. 99 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 24
176.13.5.113  [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence S et wehdfferent — Jopnitor |22
194. 218. 27. 162 [Sweden 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 20
5.102.195.163 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber noni tor |19
212.179. 172. 219l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |19
82.166. 122. 246 |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber aert 19
87.70. 4. 82 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |17
82.81.15.5 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 16
2.54.50.109 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 15
84.111. 159. 172 [Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 15
176.13. 5. 113 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |15
84.111.159. 172 |Israel 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |15
2.54.170. 191 I srael 147.237.77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
5.102. 254. 82 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |14
2.52.137.213 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 13
2.52.137.213 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber noni tor |13
194. 218. 27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |13
84.111.180.57 |Israel 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |13
93.173.189. 160 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence mdﬁr:é‘aslnlt wehdfferent — Jopnitor |13
79. 180. 239. 248 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber alert 13
185. 120. 126. 50 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber aert 13
109.67.39.228 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mdgir:g;nlt wehdfferent — Jopnitor |12
213.151.50. 196 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |12
185. 120. 126. 50 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber monitor |12
95. 35.133.203 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |12
82.81.15.5 I srael 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber aert 12
84.111.180.57 |Israel 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 12
46. 120. 6. 53 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber aert 12
85. 65. 25. 32 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 12
79.179.148.5  [Israel 147.237.72. 166 |aka. i df .i | Stream ng Engl ne: TCP Invalid |invalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dropped.
217.132.64.124 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |12
85. 65. 25. 32 I srael 147.237. 72. 166 [aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |12
213.151.50. 196 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber aert 12
213.151.32. 163 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |11
2.54.5.137 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 11
2.54.37.16 I srael 147. 237, 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |11
46.120.8. 15 I'srael 147, 237.72. 166 |aka. i df .| Bad TCP sequence mdgir::;rzt wehdifferent Joonitor |11
46.19.85.174  |israel 147. 237. 77. 216 |dover i df i Bad TCP sequence wﬁtrs\x;‘;i&gth moni tor  [11
79. 180. 239. 248 |l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |11
79.179.173.162 |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence mdgitvr;‘:;”r wehdifferent — Jopnitor |11
212.179. 172. 219l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |11
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 208. 135|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 64
82.81.15.5 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 26
109. 67.1. 92 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwwy aka. i df.il/mai n/ gi yus/ general . aspx B ock 23
149.78.93.186 |l srael 147. 237.77. 243 |nobi | e. i df . i | i{)ﬂf ?Lf?ffs\;cﬂ;t/ic?;nggaﬂﬁsjmd in Bl ock 15
46.19. 86. 15 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 13
109. 67.1.92 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 109. 67. 1. 92 Bl ock 5
185.32.179.19 |israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode Bl ock 3
96.125.181. 175 [Canada 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized URL Access from 96. 125. 181. 175 B ock 3
149. 88.70.154  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/main/giyus/control s/atuda/A |B ock 3
79. 180. 26. 46 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
109. 253. 193. 93 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
82.81.21.120 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: Unhknown SSL Sessi on None 2
149.88.70. 154  |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 2
109. 67. 1. 92 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
5.22.131.35 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: Unhknown SSL Sessi on None 2
176.13.5. 113 I 'srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 2
84.110.84.134 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
85. 64.83.3 I srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
93.172.182.28 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 2
109. 226. 44. 156 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
109. 66. 104. 43 |l srael 147.237.72. 156 |aman. i df . i | Untraceabl e SS Sessions: Unhknown SSL Sessi on None 2
46.117.0. 67 I 'srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 2
2.54.61.33 I srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
82.166.122. 246 |[Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
91.231.192. 149 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 2
217.132. 123. 227l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 1
79.181.100.46 | srael 147.237.72. 166 |aka. i df . i | iLﬂkvr\'ng"‘”akZair jf"_eitl’frnm.callggj}c;'/ggf;ﬁhp'\fgﬁiphsamar$e”p' oyment tatusbay fy, 1
109. 253. 208. 135]I srael 147.237.0.19 |madi matal .idf.i|Wtraceable S3 Sessions: Whknown SSL Session None 1
46.117.249. 144 |Israel 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
87.69.254.152 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: Uiknown SSL Sessi on None 1
37.26.146.218 |lsrael 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
84.228.130.17 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
188.138.1.218 |Ger nany 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
79.177.213.95 |lIsrael 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
66.249.81.215 |[Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
109. 64. 188. 220 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: UWknown SSL Sessi on None 1
2.54.173.192 I srael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
82.166. 122. 246 |[lIsrael 147.237.77.216|dover . i df .i | Mil tiple XSS - Basic-5(+) from82.166.122. 246 B ock 1
176. 13. 2. 187 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: UWnknown SSL Sessi on None 1
62.128.35.129 |[lIsrael 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
93.172.19.176 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 1
79.182.207.68 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: UWhknown SSL Sessi on None 1
149.78.172.18 |Israel 147.237.77.216|dover . i df .i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
87. 68. 68. 103 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 1
213.8.204. 21 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.6. 116 I srael 147.237.72. 156 |anan. i df . i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
109. 66. 149. 48 |l srael 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
5.29.232. 136 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: Uhknown SSL Sessi on None 1
84.109. 225. 220 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
185. 3. 147. 235 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 1
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