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02-14-2016-20:04:01 to 02-14-2016-21:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
84.228. 143. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
95. 86. 109. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185. 130. 5. 201 147.237.76. 31 nakchal . i df i Bl ock Wdp All Nets drop 1
185. 130. 5. 201 147. 237. 76. 197 e hinush.idf.il [Bock Wp Al Nets drop 1
82.166. 122. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185.94.111. 1 147.237. 76. 30 hi nush. i df . i | Bl ock_Udp Al _Nets drop 1




02-14-2016-20:04:01 to 02-14-2016-21:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
185. 3. 147. 188 I srael 147.237.77. 74 lawidf.il Q008: HTTP: Xenu User Agent B ock 1
41.234.7.141 Egypt 147.237.77. 216 dover.idf.il (3886 HITP. Qoss Ste Scripting in PCST Request B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il |13840: TLS (penSSL Heartbeat Packet B ock 1




02-14-2016-20:04:01 to 02-14-2016-21:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 15 147.237.77.170|Wnited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
112. 196. 49. 101 |147.237.0.35 |India akavs. i df il ET SCAN NMAP -sS w ndow 2048 1
112.196. 49. 101 [147.237.0.35 |india akavs. i df . il ET SCAN NVAP -f -sS 1
109. 253. 141. 221|147. 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
107. 181. 161. 138|147.237.0.15 |lhited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82. 80. 57. 34 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
41.234.7.141 147. 237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
5.29. 251. 244 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
193 22, 163. 169 |147. 237 72. 14 M et nam dover i df.i1 (0l ) ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.0.35 |india akaws. i df i | ET SCAN NMAP -sS w ndow 1024 1
110,182 0. 133|147 237 0.34  |chi na Cikshuv.idh il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
107. 181. 161. 138|147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NMAP -sS w ndow 1024 1
89.248.172. 140 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
75.147.140. 253 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.234.7.141 147. 237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 1




02-14-2016-20:04:01 to 02-14-2016-21:04:01

|Top Attackers In FW |

‘Attacker Qountry

Target Address

Ste

Signature

82. 166. 122. 246 | srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt wth different —Jopsiior  |a1e
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. g 60
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.191 |Israel 147, 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 36
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 168. 183 |I srael 147.237.76.31 |nakchal .idf. il 9 =g Invalid segnent retransmssion. g 24
Ret r ansm ssi on Packet dr opped.
79.179.211.6  |israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different —Jopyiior |23
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
5.28.159.32  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 18
Ret r ansm ssi on Packet dr opped.
31.13.163.55 | o estinian Territory. |, 4z o397 77, 176 |natpash. icf.il  |dr op First packet ism't SWN drop 10
Cccupi ed
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
5.22.135.242  |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
74.6.254.118 |Lhited Sates 147.237.77. 176 |natpash.idf.i1  [Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |8
185. 5. 60. 84 Italy 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
84.111. 139. 124 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 66 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |7
5.22.135.156 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
84. 228. 143. 250 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.85.119  |[lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
46.19.85.119 |[lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
45.79. 168. 168 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |6
46. 19. 85. 18 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
reamn ine: TCP Invali i i Ssi
37.26.146.208 |israel 147.237.77. 243 |t e i i1 | &M NG Engine: TCP Inval id finvalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.177.220.31 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
84.228. 143. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 18 I 'srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber nonitor |6
2.54.29.7 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
2.54.29.7 | srael 147.237.77. 243 |nobi le.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
37.46.39. 34 I 'srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber nonitor |5
46. 19. 85. 66 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 5
2.54.29.7 | srael 147.237.77. 243 |mobi le.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 240. 135 |l srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 5
2.54.29.7 I srael 147.237.77. 243 |nobil e.i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 5
2.52.142.170 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.29.7 I 'srael 147.237.77. 243 |nobil e.i of .i | Bad TCP sequence Inval i d AGK nunber aert 5
5.22.135.195 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i SSi
85. 64. 111. 223 |Israel 147. 237.76. 200 [ei tan. aka i df .| 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
37.46.41.51  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.
5.22.135.231 |[lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreanming Engine: TGP Invalid i i sSi
79. 181. 146. 106 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
89. 138. 125. 247 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
Sreaming Engine: TCP Invalid i i ssi
79.178.2.97  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
5.22.135.242 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
80.178. 157. 42 |l srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i sSi
87.68.75.181 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.213  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79. 176. 134. 217 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 134. 195 |1 srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79.181.210.83 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 248. 246 |I srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
62.210. 24.118 |France 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 3




02-14-2016-20:04:01 to 02-14-2016-21:04:01

|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count

46.19.85.159 |Israel 147.237.0.19 |nadimatal .idf.i [0 " of the Sane Response Code (404) in Session from B ock 208
46. 19. 85. 159

46.19.85.159 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 198

185.32.179. 32 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 127
Parameter Type Mol ation

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df .i | ct100$Cont ent P aceHbl der 1$ucNewsH ashCont r ol $dat epi cker 1 in B ock 48
wa i df . i |/ 1841- he/ dover . aspx

2.54. 45, 238 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
Paraneter Type Mol ation

82. 166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct 1 00$Cont ent P aceHbl der 1$ucNewsH ashCont r ol $dat epi cker 1 in B ock 37

wan i df . i1 /1153- he/ dover . aspx
Parameter Type Mol ation
82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 34
wan i df . i1 /1133- he/ dover . aspx
Parameter Type Mol ation

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df . i | ct | 00$Cont ent Pl aceHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker1 in B ock 34
waw i df . i | /1361- he/ dover . aspx

82.166. 122. 246 |l srael 147.237.77.216|dover. i df .i | Paranet er Type Mol ation SearchText in wwidf.il/1129-he/ dover. aspx B ock 30
Paraneter Type Mol ation

82. 166. 122. 246 |l srael 147.237.77.216|dover . i df . i | ct 1 00$Cont ent Pl acekbl der 1$ucArti cl eLobbyCont rol $dat epi cker1 in B ock 27

wa i df . i | /1815- he/ dover . aspx
Paraneter Type Mol ation
82. 166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct1 00$ont ent P acetbl der 1$ucArt i cl eLobbyCont r ol $dat epi cker1 in B ock 23
wan i df . i |/ 1362- he/ dover . aspx
Parameter Type Mol ation
82. 166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct| 00$Cont ent P acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 23
wan i df . i | /1842- he/ dover . aspx
Parameter Type Mol ation

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df . i | ct | 00$Cont ent Pl aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 20
wa i df . i | /1380- he/ dover . aspx

82.166. 122. 246 || srael 147.237.77. 216 |dover. i df . i | O stributed Lhaut hori zed UR. Access on www idf.il/error. htm Bl ock 20

176.13.11. 159 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 19

82. 166. 122. 246 |I srael 147.237.77. 216 |dover . i df .i | Paranet er Type Mol ati on PageNumin waw i df . il/1153- he/ dover . aspx B ock 18

82.166. 122. 246 |l srael 147.237.77.216|dover. i df .i | Par areter Type M ol ati on PageNumin v i df . il/1384-he/ dover . aspx B ock 18
Paraneter Type Mol ation

82. 166. 122. 246 |l srael 147.237.77. 216 |dover . i df . i | ct 1 00$Cont ent Pl acekbl der 1$ucArti cl eLobbyCont rol $dat epi cker1 in B ock 17

waw i df . i | /1780- he/ dover . aspx
Paraneter Type Mol ation
82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df .i | ct1 00$ont ent P acetbl der 1$ucArt i cl eLobbyCont r ol $dat epi cker1 in B ock 15
wan i df . i1/ 1379- he/ dover . aspx
Parameter Type Mol ation

82. 166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct| 00$Cont ent P acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 14
wan i df . i | /1806- he/ dover . aspx

82.166. 122. 246 |l srael 147.237.77.216|dover. i df .i | Parareter Type M ol ati on PageNumin v i df . il/1841-he/ dover . aspx B ock 13
Paraneter Type Mol ation

82. 166. 122. 246 |I srael 147.237.77. 216 |dover . i df .i | ct1 00$Cont ent P acehbl der 1$ucArt i cl eLobbyCont r ol $dat epi cker 1 in B ock 13

wan i df . i | /1781- he/ dover . aspx
Paraneter Type Mol ation

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df .i | ct 1 00$Cont ent P acetbl der 1$ucNewsFl ashCont rol $I nageBut t onl. x in B ock 10
wa i df . i | /1153- he/ dover . aspx

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.idf .i | Paranet er Type Mol ati on PageNumin waw i df . il/1779- he/ dover . aspx B ock 10
Parameter Type Mol ation

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df . i | ct | 00$Cont ent Pl aceHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker1 in B ock 9

waw i df . i | /1785- he/ dover . aspx
Parameter Type Mol ation

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df .i | ct100$Cont ent Pl acetol der 1$ucNewsH ashCont r ol $I nageButt onl. x in B ock 9
waw i df . i | /1841- he/ dover . aspx

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | Paraneter Type M ol ati on PageNumin ww i df.il/1381- he/ dover. aspx B ock

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.idf .i | Paranet er Type Mol ati on PageNumin waw i df . i|/1415- he/ dover . aspx B ock
Parameter Type Mol ation

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df . i | ct| 00$Cont ent Pl aceHol der 1$ucArti cl eLobbyCont rol $I nageButtonl.y in B ock 7
waw i df . i |/ 1379- he/ dover . aspx

82.166. 122. 246 |l srael 147.237.77.216|dover. i df . i | Par aret er Type M ol ati on PageNumin ww i df .il/1133-he/ dover. aspx B ock 7
Paraneter Type Mol ation

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df . il ct 1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont r ol $I mageButt onl. x in B ock 7
wa i df . i | /1415- he/ dover . aspx

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.idf .i | Paranet er Type Mol ati on PageNumin waw i df . il/1129- he/ dover . aspx B ock 6
Parameter Type Mol ation

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df . i | ct | 00$Cont ent Pl aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 6
waw i df . i | /1381- he/ dover . aspx

82.102. 169. 113 |I srael 147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed URL Access on v idf.il/error. htm B ock

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df .i | Paranet er Type Mol ati on PageNumin waw i df . i|/1361- he/ dover . aspx B ock
Parameter Type Mol ation

82. 166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P aceHbl der 15ucAr ti cl eLobbyCont rol $I mageButtonl.y in B ock 4

wan i df . i | /1842- he/ dover . aspx
Too Many of the Sane Response Code (403) in Session from

46.19.85.159 |Israel 147.237.0.19 |[madimatal .idf.i 4619, 85. 159 Bl ock 4
Paraneter Type Mol ation

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.i df . il ct1 00$Cont ent P acekbl der 15ucArti cl eLobbyCont rol $I mageButtonl.y in B ock 4
wa i df . i | /1361- he/ dover . aspx

176.13.18. 115 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock

41.234.7.141 |Egypt 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from4l.234.7. 141 Bl ock

217.132.41.55 |[lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 217.132.41.55 B ock
Paraneter Type Mol ation

82. 166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct 1 00$Cont ent P acetbl der 15ucArt i cl eLobbyCont rol $I mageButtonl.y in B ock 3
wan i df . i | /1381- he/ dover . aspx

5.29.102. 18 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

80.179.9.115 |[Israel 147.237.77.216|dover.i df . il D stributed Unaut hori zed URL Access on wawidf.il/error. htm B ock

92.96.159. 221 |WNted Aab 1y 00 557 77 216|dover. i df i | Wnaut hori zed R Access to wwidf.i1/894-ar Bl ock 2

Enirat es




02-14-2016-20:04:01 to 02-14-2016-21:04:01

At acker

Count ry

Target Address

Site

dgnature

80. 246. 133. 193 [l srael 147.237.76.31 |nakchal .idf.il D stributed Suspici ous Response Code B ock

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df . i | Paraneter Type Mol ati on PageNumin ww i df.il/1379- he/ dover. aspx B ock

80.246.136.9 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mbde None
Parameter Type Mol ation

82.166. 122. 246 |l srael 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acetol der 1$ucArti ¢l eLobbyCont rol $I mageBut tonl. x in B ock
waw i df . i | /1384- he/ dover . aspx

66.249.66.25 |Israel 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock

02-14-2016-20:04:01 to 02-14-2016-21:04:01




