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02-14-2016-19:04:01 to 02-14-2016-20:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
37. 26. 148. 146 | srael 147.237.77. 233 atal.idf.il Invalid TGP H ags drop 26

157. 55. 39. 147 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2

201. 48. 16. 165 Bazil 147.237.72. 167 ishurimaka.idf.il |Frk Under Attack Con Tcp drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohal an.i df.il B ock_Udp Al Nets drop 1
185.94.111. 1 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount

188. 165. 15. 231 France 147.237.77. 176 nat pash. i df . i | C228: HITP. AnrefBot craw er B ock 1




02-14-2016-19:04:01 to 02-14-2016-20:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
132 74.95. 21 147 237 77. 170 |1 st el vaarachot i df il ET DO Large amount of TGP ZeroVWndow - Possibl e Nkiller2 DDos 5
att ack
176.223.4.179 |147.237. 72. 217 |Ronani a eid.il ET SCAN NVAP -sS wi ndow 3072 1
79.178.29.164  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 58 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 208. 131 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.146.216  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
94.102.48.193 |147.237.77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 159 |147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34. 177 |147.237.76.39 [China nobi | e. nei tav.idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
89.139.171. 187 |147.237.72.166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
222.186.34. 177 |147.237.0.15 |China kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
82.117.208. 243 |147.237.76.197 e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 130. 47  |147.237.76.30 |l srael hi nush. i df .i | ET OCB Large anount of TCP ZeroWndow - Possible N ller2 Chos 1
att ack
180.128.252.1 [147.237.76.38 |Thailand eeneitav.idf.il [ET SCAN Potential SSH Scan 1
79.180.214.46  [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
176.223.4.179  [147.237.72. 217 |Romani a eidf.il ET SCAN NVAP -sS w ndow 1024 1
79.176. 182. 254 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 133. 71 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 64. 97. 252  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.28. 164. 227 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
89.248.172. 140 |147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 159 |147.237.76.30 |Netherlands hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
222.186.34. 177 |147.237.0.35 |China akavs. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
84.94.171.201 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
218. 246.0. 97 147.237.77.19 |China lavforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
81. 182. 80. 64 147. 237.76. 44 |Hungary e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 205. 119. 2201147, 237. 72. 156 [\enezuel a S ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti 1
Scan or Infection
79.182. 161. 125 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qount ry ‘Target Address |Ste

Signature

Devi ce

SN retransmt wth different

Action

82. 166. 122. 246 |I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence . noni t or 338
w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

46.117. 255. 151 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 192
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi

31. 210. 187. 242 |I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 150
Ret r ansni ssi on Packet dr opped.

o SN retransmit wth different .

80. 246. 133. 64 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |21

46.19. 86. 84 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor  [18
Sreaning Engine: TCP Invalid i i ssi

2.54.158.182 |Israel 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12

2.54.28.106 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

84. 95. 54. 83 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi

79.180. 102. 231 |I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.

149.88.94. 118 |Israel 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

2.54.58.132 I srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 9

8.37.227.68 Anonyrous Proxy  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 9

41.33.231.90 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 8

93.173. 237. 114 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
Sreaning Engine: TGP Invalid i i ssi

79.182. 116. 176 |I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

109. 66.3.252  |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence noni t or

46.19.85.230 |[lsrael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber aert

2.54,53. 255 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi

37.26.147.248 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.

46.19.85.230 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
Sreaming Engine: TGP Invalid i i ssi

176.13.17. 248 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segment retransmssion. | 6
Ret ransni ssi on Packet dropped.

54.151.42.39 |thited Sates 147.237.77. 176 |matpash.idf.il (B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreamng Engine: TCP Invalid i i ssi

79. 180. 188. 137 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46.19. 86.162 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

5.29.212.105 |[Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi

77.127. 209. 155 |I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. | 6
Ret ransni ssi on Packet dropped.

185.32.179. 40 |[lsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

185.32.179.58 |Israel 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

109. 66. 3. 252 | srael 147.237.72. 156 |anan.i df . il drop First packet isn't SN drop 5

31. 210. 187. 242 |1 srael 147.237.76.200|eitan. aka idf.il |Bad TCP sequence Invalid ACK nunber moni tor |5

o SN retransnmit wth different
37.26.148. 146 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e alert 5
37.26.148.146 |Israel 147.237.77. 233 |atal i of .l Bad TOP sequence SN retransmt wrth different monitor |5
w ndow scal e

195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

109. 66. 3. 252 [l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

80.178.184.19 |[lIsrael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber moni tor |4

8.37.227.81 Anonymous Proxy  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4

188. 120. 154. 63 |I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi

212.76.96.31 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

109. 66.3.252  |Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber alert

195. 34.150. 18 [Austria 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |rmonitor

31. 186. 183. 83 g‘ijcisgi';'jm Territory. 147 237.77. 176 |natpash.idf il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

109. 66. 3. 252 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi

2.54.131.243 |Israel 147.237.0.19  |nadi matal .idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 64. 206. 43 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

213.8.63.36  |Isradl 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.27.119  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.177.34.164 |isradl 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

5.102. 254. 239 |Israel 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3




02-14-2016-19:04:01 to 02-14-2016-20:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.49.28 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response CQode B ock 124
2.54.2.229 I srael 147.237.0.19 |nmadimatal .idf.il |Too Many of the Sane Response Code (404) in Session from2. 54.2.229 |B ock 102
2.54.2.229 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 86
2.54.49.28 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 54
2.54.36.81 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode Bock |23
2.52.137. 244 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 20
79.180.24.146 | srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bock |14
79. 180. 24. 146
2.54.131. 243 I srael 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code B ock
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66.249. 69. 26 B ock 7
23. 254, 138. 210 LSqulatt:s 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed LRL Access from 23. 254, 138. 210 B ock 5
2.54.7.232 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 4
176.13.9. 216 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response CQode B ock 3
2.52.8.166 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode Bock |[3
2.54.135. 17 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
80. 246. 137. 235 |[lIsrael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.136.2 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode Bock |[3
- . . Paraneter Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Last Nane i n
2.54.49. 28 I sr el 147.237.0.19 |nadimatal .idf. il | - T T i1 nobi | ef 1088 hel er et 7. aspx Bock (3
Paraneter Type Mol ation
82.166. 122. 246 |[Israel 147.237.77.216|dover.idf.il ct100$Cont ent P aceHbl der 1$ucArti ¢l eLobbyCont rol $I nageButtonl.y in B ock 3
wwy i df . i 1/1842- he/ dover. aspx
2.54. 45, 238 I srael 147.237.0.19 |nmadimatal .idf.il |Ostributed Suspicious Response Qode Bock |[2
Qooki e Tanpering on cooki e Logi n: Expect ed
KA AR R A AR A AR A AR A A A A A AR A A A A A AR A AR A A A A A AR A I AR I AR A h A A h kA hkhkhkhkhkkhkhkhkhkkhxk
khkkkkkhkkkhkhkkhkhhkhkkhhhkhhhkhhhhkhhhkhhhkhhhhhhhkhhhkhhhhhhhhhhhhhhhhhkhdhkhhhkhkrhkhhxkx
2.54.49. 28 I srael 147.237.0.19 |nadimatal .idf.il| [srxxxssrsessnnse hserved None 1
khkkkkkhkkkhkhkkhkhkhkkhhhkhhhkhhhhkhhhkhhhkhhhhhhhhhhkhhhhhhhhhhhhhhhhhkhdhhhhkhrhkhhxx
KA AR A AR A AR A AR A A A A A A A A A A A A AR A AR A A AR A AR A I AR I AR A I A A h kA hhkhkhkhkhkkhkhkhkkkkhx*x
*kkkkkkkkk
85. 65. 49. 191 | srael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww arman.idf.il/ B ock 1
. . O stributed Lhaut horized URL Access on
79.181.8.3 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css Bl ock !
Lhited Arab . . . o
2.50.197. 241 Eirat s 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/xnirpc. php B ock 1
66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wan navy. idf.il/ &€z Bock |1
128. 232. 110. 28 E?';gegom 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bock |1
Unknown Par anet er
84.94.42. 42 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP acekbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
207. 46. 13. 23 g‘;tt:: 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/tenpl ates/ honepage/ B ock 1
79.176.138. 167 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation inwwaka idf.il/tiznoret/fag/default.asp [None 1
. . O stributed Whaut hori zed URL Access on
37.26.147.209 |Israel 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
Unknown Par arret er
149. 78. 254. 138 |Israel 147.237.72.166|aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$7 |None 1
6 in aka.idf.il/nain/giyus/questionnaire. aspx
85. 65. 230. 53 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/_vti_bin/webs. asmx B ock 1
80.246.133.64 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
176.13.17.248 |Israel 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
141. 0. 15. 39 Eur ope 147.237.77. 176 |nat pash. i df . i | Paranmeter Type Mol ation search i n v cogat.idf.il/1035-ar/cogat . aspx B ock 1
Unknown Par anet er
2.54.25.197 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Questi on$3 |None 1
5in aka.idf.il/nain/giyus/questionnaire. aspx
84.108.186.33 [Israel 147.237.77.74 [lawidf.il PHP At tenpt B ock 1
www. chamat z. aka.
212.179. 3. 44 | srael 147.237.77. 226 df il PHP Attenpt Bl ock 1
Unknown Par anet er
79.177. 33. 69 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 38$ct | 01%ct | 03$chl Questi on$3 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
37.26.148.146 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
149. 88. 187. 112 |Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/7/112457. pdf B ock 1
93.173.40.156 |[Israel 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ 1133- 18485- he/ dover . aspx |B ock 1
178. 40. 135. 110 |9 ovakia 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
68.180. 228. 112 g‘;:ﬁd 147.237.77. 216 |dover.i df . il Par anet er Type M ol ati on PageNumin waw i df . il/1785- he/ dover . aspx B ock 1
141.212. 122, 112 g‘;:ﬁ 147.237.76.39 |nobi | e. n@itav. i df.i|Wauthorized URL Access to /x Bock |1
84.108.186.33 |[lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag.idf.il/xnrpc. php B ock 1
ww. chamat z. aka. _ o
212.179.3. 44 | srael 147.237.77. 226 o il Unaut hori zed URL Access to waww chamat z. aka. i df.il/xmrpc. php B ock 1
79 178. 51. 30 lsrael 147. 237.72. 166 |aka. i df . i | Unknown _Par e_met er ctl 00$ct | OO$F:pthu n$cphSachar $ct 1 25 in None 1
viewv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
46.19. 86. 168 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 1
157. 55. 39. 218 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka. idf.il/giyus/ ganda/ def aul t. asp None 1
109. 66. 0. 22 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Wnauthorized Method for Known URL from 109. 66. 0. 22 B ock 1
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