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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
79.183. 21. 158 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 65

168. 235. 197. 204 Lhited Sates 147.237.76. 86 navy.idf.il JLMPurple Gon Limt _Htp drop 3
212.179. 46. 189 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
123.151. 42. 61 Chi na 147. 237. 76. 202 e halag.idf.il Block Udp All Nets Con Limt drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

168. 235. 197. 204 Lhited Sates 147.237. 76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2

185. 130. 5. 224 147.237.76. 148 ggcenter.aka.idf.il |B ock Up Al _Nets drop 1

185. 130. 5. 224 147.237.76. 201 e atal .idf.il B ock_Udp Al _Nets drop 1

85. 25. 43. 94 Ger nany 147.237. 76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action ‘Count

162. 250. 190. 142 Canada 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

Target Address ountry Signature
82.166. 122. 246 [147.237. 77. 216 || srael dover.idf.il SERVER- WEBAPP VEEB- | NF access 16
82.166. 122. 246 [147. 237. 77. 216 || srael dover.idf.il SERVER WEBAPP / et c/ passwd fil e access attenpt 10
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
82. 166. 122. 246 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 2
54.242.197.57 [147.237.77.176|nited Sates |natpash.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
95. 86. 67. 7 147.237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
37.142.64.22  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
93. 172. 175. 223 [147. 237. 77. 216 || sr ael dover.idf.il portscan: TP Dstributed Portscan 1
5.29.116.223  [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
87.69.210.59  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.204.76 |147.237.72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
198.20.69.98 [147.237.77.178|lnited Sates |e. natpash.idf.il ET SCAN NVAP -sS wi ndow 3072 1
193. 201. 227. 57 [147. 237. 76. 147 |krai ne chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
61. 147. 103. 155 |147. 237. 76. 199 |Chi na e.nakchal . i df .il ET SCAN Potential SSH Scan 1
193. 201. 227. 57 [147.237.0.17 |Wkraine mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
61.147. 103. 155 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
182. 234. 150. 46 |147.237.8.46  [Tai wan e.chinuch.idf.il ET SOAN Behavi oral Uhusual Iy fast i nbound Tel net Connecti ons, 1
Potential Scan or Brute Force
59. 106. 108. 116 |147. 237. 77. 216 |Japan dover.idf.il Tehila - Perl LW with fake user agent 1
149.50. 87. 208 |147.237.72.166|nited Sates |[akaidf.il portscan: TCP Distributed Portscan 1
46.19. 85.164  [147. 237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102.48.193 |147.237.77.235|Netherlands  |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.154. 155. 31 [147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
89. 248. 167. 159 |147. 237.77. 243 |Netherl ands ~ |nobil e.idf . il ET SCAN NVAP -sS wi ndow 1024 1
217.65.46.46  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.108.227. 65 [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
213.8.204.68 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.183.109. 70 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 57 |147. 237. 76. 39 |Wkrai ne nobi | e. nei tav.idf. il ET SCAN Potential SSH Scan 1
61. 147. 103. 155 [147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 57 [147.237.0. 16 |lkraine ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61. 147. 103. 155 [147.237. 76. 30 |Chi na hi nush. i df .i | ET SCAN Potential SSH Scan 1
149. 88. 147. 241 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
82. 166. 122. 246 I srael 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor 333
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 73
168. 235. 197. 204|Whited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 53
2.52.171. 140 I srael 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
54.151.42. 39 Lhited Sates |147.237.77.176|natpash.idf.il  |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 28
54.165.190. 215 |thited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Feiled to handl e connection data noni t or 23
72.9.148. 10 Lhited Sates |147.237.77.74 (lawidf.il drop First packet isn't SYN drop 22
2.52.171. 140 | srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d sequence nunier noni t or 11
2.52.171. 140 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber aert 11
2.52.171. 140 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 11
37.26.148.141 |Israel 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46.116. 110. 159 |i srael 147, 237. 76. 200 | tan. aka i i1 |2 €M NG Bgine: TCP Invalid  invalid segnent retransnission. drop 10
Ret ransni ssi on Packet dr opped.
2.54.185.88 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
5.29.203. 98 I srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
109. 67. 105. 1 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
176. 34. 244. 157 |ireland 147.237.77. 176 |mtpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
46.120.93.201 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 7
147.235.8.61  |Israel 147. 237.72. 166 |aka. i df . i1 Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | oitor |6
46.120.93.201 [Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 6
185.32.179. 252 | srael 147 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  ivalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.120.93.201 [Israel 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 6
82. 166. 100. 163 I srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 65 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
192.117.12.65 |l srael 147, 237. 76. 200 | tan. aka i i1 |2 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 149 I 'srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Invalid ACK nunber alert
79.180. 100. 96 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 85. 239 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
37.26.146.215 |israel 147.237.77. 243 |mmbit i1 | 2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 149 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
46.120.93.201 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 239 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
50.17.121.178 |Uhited Sates [147.237.77.176|matpash.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 6
2.54.149.255  |Israel 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 83 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid AGK nunber aert 6
98. 82. 54. 39 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
147.235. 8. 61 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 6
2.54.141. 68 I srael 147.237.77. 216 |dover. i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
50. 18. 94. 121 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.51. 187 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 209 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
82.166. 122. 246 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
147. 235. 8. 61 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout aert 5
212.150. 177. 182|I srael 147.237.72. 166 |aka.i df i1 Bad TCP sequence Smwaae e reansm wehdifferent | onitor |5
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
185.32.179. 191 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.141. 68 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
52.49.79. 6 Whited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [monitor  [4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.181.34.237 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 37
2.54.136.2 I srael 147.237.0.19 |madi matal . idf.il|{Suspicious Response Code B ock 14
2.54.7.232 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
82.166.148.41 |l srael 147.237.0.19 |nadimatal .idf.il i;u;h;r;%?ifﬁlxge:jézﬂupdat enakat caunt Ly, asp Bl ock 7
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 4
84.110. 33. 22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
64.233.173.156 |[Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized URL Access on waw idf.il/error.htm Bl ock 3
79.183.218. 137 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 183.218. 137 [B ock 3
185.32.179. 252 |Israel 147.237.77. 243 |nobi | e. i df . i | nlﬂgulter_'?rd'f'zfﬂct?eggf;e:;p st | debe ot eqori es/ 1423 Bl ock 2
109. 66. 0. 22 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 109. 66. 0. 22 B ock 2
84.94.174.146 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 2
66.249.81.218 |[lIsrael 147.237.77. 216 |dover. i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
64.233.173.151 |Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
149. 88.153.50 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.111.38.42  |israel 147.237.72.166 |aka. i df . i | ggiﬂ%ﬁﬁxﬁzﬁggi&gi:“&) None 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 66.249. 69. 26 B ock 2
2.54.136.2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
23.254.243.17 |Wited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
192.117.12. 65 |Israel 147.237.76.200(ei tan. aka. i df . i| |Unknown Paraneter anp;t in ww eitan. aka.idf.il/webresource. axd None 1
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
62.219.137.5 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
141.212.122. 112wnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to /x B ock 1
46.19. 85. 209 I srael 147.237.77. 216 |dover . i df . i | Dstributed Aonormal |y Long Request B ock 1
79.183.218. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df .il/ main/ gi yus/ B ock 1
5.22.135.156  [Israel 147.237.76.42 |refuah.idf.il lizit_jtzg(;r_l;éi;ﬁ{;;gfiiutc%-i con- pr ecomposed. png Bl ock 1
66.220.152.37 |lhited Sates 147.237.77. 216 |dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.i df .i | Ml ti pl e Unknown HTTP Request Method from 46. 19. 85. 209 B ock 1
37.26.146.215 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
2.52.173.230 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
199. 30. 24. 90 Lited Sates 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
46.19. 85. 209 I srael 147.237.77. 216 |dover.i df . i | I11egal HITP \ersion B ock 1
80. 246. 137. 108 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
5. 255. 253. 18 g{sj:;;nl on 147.237.77. 216 |dover.i df . i | D stributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
186. 9. 135. 38 Gile 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/hebrew Bl ock

109. 66. 0. 22 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for v aka. i df . i/ main/ gi yus/ B ock 1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method d-Wth: in URL com facebook. kat ana |B ock

37.26. 149 214 | srael 147. 237.72. 166 |aka. i df . i | g,{ejls;iopr:)e Untraceabl e SSL Sessions from 37. 26. 149. 214 (hknown SSL None 1
84.108.227.65 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df. i |/ xx™xex; B ock 1
199. 30. 24. 248 |lnited Sates 147.237.77. 216 |dover.i df .i | Ostributed Wnhaut horized URL Access on waw i df.il/error. htm B ock 1
79.176.115.73  |lIsrael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
173. 252.122. 123|thited Sates 147.237.77. 216 |dover.i df .i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
85.65.232.224 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
46. 19. 85. 209 I srael 147.237.77.216|dover.i df .i | Mal for med URL com f acebook. kat ana Bl ock 1
82.166. 122. 246 |lIsrael 147.237.77. 216 |dover.i df .i | Drectory Traversa (In Qooki es/ Paraneters Val ug) B ock 1
23.254.138.210 [lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
192.117.12. 65 |Israel 147.237.76.200|ei tan. aka. i df . i | vL;wlizngiV;nanl.)aaLGieéféri I??anpll aII:s/ sendt of ri end/ sendt of ri end. aspx None !
128.232.110. 28 |United Kingdom [147.237.77.170|m@ar achot . i df.il |Wauthorized URL Access to 147.237.77.170/ B ock 1
46.19. 86. 169 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.149.214 |lsrael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
84.109. 116. 248 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy. i df.il/1294- he/ B ock 1
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