02-14-2016-16:04:00 to 02-14-2016-17:04:00

@
1"PT SwNn ()
gov IDF Under Attack
www.gov.il Da.||y Report
[Top Targets |
2, 000+¢
1 500 M nadi matal i df .|
M tikshuv.idf.il
1, 000- W aka.idf.il
M dover.idf.il
Nuréber Watal.idf.il
500" . . .
At acks .m)bl|e.|.df.|!
I nakchal .idf.il
0- Meitan aka. idf.il
K - & & . > . & K3 . h dfi
,8\6 A.‘\é 'b.\b &,\&\ N < e.\& é.\é ’3&\ 4"\6\ .\6\ . navy |cdi: |:
‘ > ¥ @ 5 N ’ ) : aman. i df . i
& N K\ > N & . &
I s & & e
&
Top Tar get
[Top Attackers |
M 2.54.36.81

80. 179. 193. 13
I 46. 19. 86. 199
54. 244. 22. 103

Nuréfber M 82. 166. 122. 246
Attacks M 81. 218. 241. 26

I 41.33.231.90
Il 31. 168. 29. 223
2.54.175. 77
M 46.19. 85. 126

Top Attackers



02-14-2016-16:04:00 to 02-14-2016-17:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 120
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
192.118.132. 185 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
84.108. 85. 95 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

88. 147.113. 121 Bel gi um 147.237.76. 197 e hinush.idf.il |Bock Udp Al Nets drop 1
88.147.113.121 Bel gi um 147.237.76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
85.250. 124. 73 |147.237.76.86 |l srael navy. i df .il ET SCAN NVAP -sA (2) 2
79.177.13. 22 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
69.197. 145. 242 |147.237.76.42 |lhited Sates |[refuah.idf.il ET SCAN Potential SSH Scan 1
46.120. 20. 83 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
30,182 198. 142 147 237 8.27 |ani na o radimatal i df i ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.149.193  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 115. 203. 25 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
125. 89. 70. 205  |147.237. 72. 166 |Chi na aka.idf.il portscan: TCP Distributed Portscan 1
79.183. 112. 154 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
69.197.145. 242 |147.237.77.178|Wited Sates |e.matpash.idf.il |ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147.237.72. 166 |Wited Sates [aka idf.il ET SCAN Potential SSH Scan 1
4257 172, 26 147 237 0.19 | na vadi matal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 203. 37. 197 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37. 46. 38. 202 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 114. 146. 227(147. 237. 72. 166 || srael akaidf.il SER\E APAO_E_ Apache od_ssl non- S8 connection to SSL port 1
deni al of service attenpt
2.52.15.111 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
149. 88. 255. 7 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
125. 89. 70. 205  |147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
84.110. 145. 5 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature
54.244.22.103 |thited Sates [147.237.0.34 |[tikshwv.idf.il |drop First packet isn't SYN drop 102
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 34
Sreaming Engine: TGP Invalid i i ssi
31.168.29.223 |israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segment retransmssion. drop 24
Ret ransni ssi on Packet dropped.
81.218.241.26 |Israel 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 18
80.246.136.31 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
reanming BEngine: TCP Invali i i ssi
85.64.164.225 | srael 147, 237. 76. 200 e tan. aka i of || S NG Engine: TCP Inval i d Invalid segnent retransnssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.87  |israel 147.237.72. 166 |aka i df i 9 =9 Inval i d segnent retransnission. drop 12
Ret r ansm ssi on Packet dropped.
217.132.13.55 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 11
Sreamng Engine: TCP Invalid i i ssi
109. 253. 202. 1131 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
109. 253. 205. 108l sr ael 147.237.77.233|atal .idf.il  |Bad TCP sequence Sszzée“a”s"“ with different wndow) oivor |7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
66.102. 9. 115 Lhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf orcenent  [dr op 7
54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il drop First packet isn't SN drop 7
99.103.119. 179 |Wited States |[147.237.77.216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 55 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 124.79  |[israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 223. 14 | srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
62.90.163.180 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.219.62.29  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
79.182.153.88 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nunier noni t or 5
109. 64. 39. 60 | srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
85. 130. 239. 243 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 70 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188.120.148.0 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber noni t or 5
5.102.242.194 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.175. 77 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
192. 115.203. 25 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
188. 120. 148. 239|I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.18.220 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
199. 203. 37. 197 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
212.235.28.71 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunier noni t or 4
Sreanming Engine: TCP Invalid i i ssi
46.121.82.102 |israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =9 Inval i d segnent retransnission. drop 4
Ret r ansm ssi on Packet dropped.
199. 203. 37. 197 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanmng Engine: TGP Invalid i i ssi
89.138. 168. 173 | srael 147. 237. 76. 200 |ei tan. aka.i of . 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
31.210. 187. 105 |[lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 65.124.79  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.143.124. 14 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.22.131.126  |Israel 147. 237. 72. 166 |aka. i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.7.58 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.232 |israel 147.237.77. 243 |nobil e. i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.0.113. 15 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
82. 80. 129. 6 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.199. 121. 196|l srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
2.54.175. 77 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
31.210.187.128 |[lIsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
81.218.138.72 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
79.181.192.28 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
94.230. 86.227 |lIsrael 147. 237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
2.54.175. 77 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count

2.54.36. 81 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Mainy of the Same Response Code (404) B ock 1112

80.179.193.13 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 476

2.54.36. 81 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 429

2.54.36. 81 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 235

46. 19. 86. 199 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 143

46. 19. 86. 199 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 72

82.166. 122. 246 |l srael 147.237.77. 216 |dover. i df .l Mil tipl e Uhaut hori zed URL Access from 82. 166. 122. 246 Bl ock 10

185.32.179. 111 |[Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unhauthorized URL Access from 185, 32.179. 111 B ock 8

208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orum asp [B ock 8

109. 66. 19. 112 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6

82.166. 122. 246 |lIsrael 147.237.77.216|dover . i df . il Paraneter Type M ol ati on PageNumin waw i df . il/1153- he/ dover . aspx B ock 6

82.166. 122. 246 |[Israel 147.237.77.216|dover.idf .l Paranet er Type Mol ati on PageNumin waw i df . i|/1379- he/ dover . aspx B ock 6

82.166. 122. 246 |l srael 147.237.77.216|dover. i df . il Par areter Type M ol ation PageNumin vww i df . il/1380- he/ dover . aspx Bl ock 6

82.166. 122. 246 |lIsrael 147.237.77.216|dover . i df . il Paraneter Type M ol ati on PageNumin waw i df . il/1133- he/ dover. aspx B ock 6

109. 253.150.1 |l srael 147.237.0.19 |[madimatal .idf.il{Dstributed Suspicious Response Code B ock 5

80. 246. 137. 116 |l srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3

212.143.90.173 |[Israel 147.237.77.216|dover . i df . il Ml tiple Unhauthorized URL Access from 212. 143, 90. 173 B ock 3

46.19. 85. 126 I srael 147.237.0.19 |[madimatal .idf.il{Dstributed Suspicious Response Code B ock 3

2.52.8.166 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3

176.13.17.146 |lIsrael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Code B ock 2

188. 120. 148. 140|I srael 147.237.77.216|dover.idf.il Dstributed Suspici ous Response Code B ock 2

82.166. 122. 246 |l srael 147.237.77. 216 |dover. i df .|l Paraneter Type Mol ati on PageNumin v i df.il/1806- he/ dover . aspx Bl ock 2

82.166. 122. 246 |lIsrael 147.237.77.216|dover . i df . il Paraneter Type Mol ati on PageNumin waw i df . il/1824- he/ dover . aspx B ock 2

109. 253. 193. 93 |Israel 147.237.0.19 [madimatal .idf.il{Dstributed Suspicious Response Code B ock 2

37.26.148.213 |lIsrael 147.237.77. 216 |dover. i df .|l D stributed Suspici ous Response Code Bl ock 2
Paraneter Type Mol ation

82.166. 122. 246 |[Israel 147.237.77. 216 |dover.idf.il ct1 00$Cont ent P aceHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i | / 1362- he/ dover . aspx

- . Unaut hori zed URL Access to

37.26.149.219 |lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1

157.55.39.147 |lhited Sates |147.237.77.216 |dover.idf.il thaut hor i zed URL Access to B ock 1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /

82.166. 122. 246 |[Israel 147.237.77.216|dover.idf .l Paraneter Type Mol ati on PageNumin ww i df . i|/1381- he/ dover . aspx B ock 1
Paraneter Type Mol ation

82.166. 122. 246 |[lIsrael 147.237.77.216|dover. i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1842- he/ dover . aspx

46.116.62. 151 [l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid i n v aka. i df.il/mai n/giyus/forns. aspx None 1
Paraneter Type Mol ation

82.166. 122. 246 |[Israel 147.237.77. 216 |dover.idf.il ct1 00$Cont ent Pl aceHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i | /1384- he/ dover . aspx

109. 253. 223. 14 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock

82.166. 122. 246 |l srael 147.237.77.216|dover.i df . il Paranet er Type M ol ati on PageNumin v i df.il/1785- he/ dover . aspx B ock

87.69. 62. 227 | srael 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i/ mai n/ gi yus/ general . aspx |B ock 1
Paraneter Type Mol ation

82.166. 122. 246 |l srael 147.237.77.216|dover . i df . i ct| 00$Cont ent A acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1785- he/ dover . aspx

74.82.47.3 Wited Sates [147.237.72.167|i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ B ock 1
Paraneter Type Mol ation

82.166. 122. 246 |lIsrael 147.237.77.216|dover.i df . il ct| 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i |/ 1379- he/ dover . aspx

157. 55. 39. 155 Lhited Sates 147.237.77. 176 [nat paSh idf.il Unaut hori zed URL Access to 147.237.77.176/ robot s. t xt Bl ock 1

109. 186.39. 91 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1

82.166. 122. 246 |[Israel 147.237.77. 216 |dover. i df .|l Paranet er Type Mol ati on PageNumin waw i df . i|/1384- he/ dover . aspx B ock 1

212.143.90.173 |[lIsrael 147.237.77.216|dover.idf.i Unaut hori zed URL Access to ww idf.il/inmages/ 1. he/ sear chback. png Bl ock 1
Paraneter Type Mol ation

82.166. 122. 246 |l srael 147.237.77.216|dover . i df . i ct 1 00$Cont ent Pl aceHbl der 1$ucNewsH ashCont r ol $dat epi cker in B ock 1
waw i df . i | /1153- he/ dover . aspx

81.218.241.26 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 1

. . Unaut hori zed URL Access to
62.219.34.108 I srael 147.237.76.86 [navy.idf. il ww navy.idf.il/sip storage/fil es/6/si ze338x0/ 1806. j pg B ock !
176. 205, 65. 186 |11 184 A 1140 537 7774 |lawidf il PHP At t enpt B ock 1
Enirat es

Paraneter Type Mol ation

82.166. 122. 246 |lIsrael 147.237.77.216|dover . i df . il ct| 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1415- he/ dover . aspx

138.134.192. 10 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/nil net Bl ock 1

82.166. 122. 246 |[Israel 147.237.77.216|dover.idf .l Paraneter Type Mol ati on PageNumin ww i df . i |/1362- he/ dover . aspx B ock

91.202.130.14 |kraine 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
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