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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
212.179. 46. 189 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp drop 2
185. 130. 5. 224 147.237. 76. 198 e.yohal an.idf .i | Block Udp All Nets dr op 1
177.9.17.85 Brazil 147.237.76. 177 ncore.idf.il Bl ock_ Udp All _Nets drop 1
185. 130. 5. 224 147.237.76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon_Limt Htp drop 1
185.94.111. 1 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets dr op 1
185. 130. 5. 224 147.237.76. 148 gocenter. aka.idf.il ock Wp Al Nets drop 1
176.13.5.132 | srael 147.237.0. 19 nadi matal .idf.il DOBS- SSL- A ear Text drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
79.177.19.35 I srael 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
198. 20. 87. 98 Lhited Sates 147.237.76. 38 e.eneitav.idf.il [13840: TLS enSS. Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

94.188. 248. 70 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
84.108. 48. 190 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177. 203. 167 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 226 Chi na v chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 8.50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
125. 89. 70. 205 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91.135. 102. 186 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
79.179. 48. 140 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
69. 197. 145, 242 147.237.0. 35 Lhited Sates akavs. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 31 Chi na nakchal .idf .il ET SCAN Potential SSH Scan 1
2.54.10. 155 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count
r in ine: TCP Invali i i ssi
46.121.82.102 | srael 147. 237.76. 200 |ei tan. aka i df i | SO g Engine @ Invalid |invalid segnent retransnissi on drop 34
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 28
r ing BEngine: TCP Invali i i ssi
79.182. 203. 168 |l srael 147. 23772, 166 |aka i cr i1 | €M NG Engi ne: TP alid finvalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
185.5.223. 1092  [FAestinian Tervitory. |y 47 537 77 216|dover.idk.il  |dr op First packet ism't SWN drop 14
Qccupi ed
195. 160. 242. 40 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
195. 160. 242. 40 |l srael 147.237.77.233|ata .idf.il  |Bad TCP sequence Invalid ACK nunber alert 13
138.134.192. 10 |l srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
84.108. 40. 253 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
. . SWNretransmt wth different .
84.94.123.10 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 10
208.109.97.62 |Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |9
2.54.152. 130 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
84.108. 40. 253 |l srael 147.237.76.42 |refuah.idf.il |drop Frst packet isn't SYN drop 7
171.100. 231. 35 |Thai |l and 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
109. 253. 204. 87 |l srael 147.237.77.233|ata .idf.il  |Bad TCP sequence Invalid ACK nunber alert 7
Sreaning BEngine: TCP Invalid i i ssi
80. 246.137. 68 |l srael 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
109. 253. 204. 87 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Bngine: TCP Invalid i i ssi
212.143. 41. 203 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 222. 177|I srael 147.237.77. 243 |nobile. i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
195. 190. 19. 253 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
r in ine: TCP Invali i i ssi
37.26.146.232 |israel 147.237.77. 243 ot e i o1 [ SAMNG Engine: TP Invalid |invalid segnent retransmission. | 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
195.200. 205.2  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
109. 65.15.229  [Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransmt with different moni tor |6
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
176.13.20.127 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
r in ine: TCP Invali i i ssi
77.125.98.55  |Israel 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TP alid finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
2.54.142. 235 I srael 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
31.210.186.46 |[lIsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.143.227. 174 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 4
212.199. 104. 146|l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |4
91.143.227.174 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
159. 203. 123. 37 |lhited Sates 147.237.77. 176 |matpash.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 37 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
r in ine: TCP Invali i i ssi
217. 132. 240. 121|I srael 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TP alid finvalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182.36.186 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
94.230. 86. 233 [l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning BEngine: TGP Invalid i i ssi
46.19.86.156  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.166.25 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
212.235.37.89 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.219. 118. 135 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
185. 120. 126. 110 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
79.182. 160. 141 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
77.127.87.245 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 137. 171|i srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
213.8.124.62  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
207.232.12.216 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
62.219. 211. 223 i srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.80.179.37  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
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Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
Sreaning Engine: TCP Invalid i i ssi

109. 65. 15.229  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

31.210.187.70 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i ssi

2.52.140.152  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |S gnature |Davi ce Action |Oount |
80.179.193.13 I srael 147.237.0. 34 tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 508
176.13.5.132 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 272
66. 249. 69. 26 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 203
176.13.5. 132 I srael 147.237.0. 19 nadi matal .idf.il |[Distributed Too Many of the Sane Response Code (403) B ock 127
176.13.12. 4 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 120
176.13.12. 4 I srael 147.237.0. 19 nadi matal .idf.il |Dstributed Suspicious Response Qode Bl ock 111
176.13.5. 132 I srael 147.237.0.19 nadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 104
208. 109. 97. 62 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 62
176. 13. 4. 239 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 60
176. 13. 18. 52 I srael 147.237.0.19 nadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 57
212.179.21.194  |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 54
52.16.5. 197 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 51
157. 55. 39. 19 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 51
2.52.14.131 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 47
2.54. 30. 244 I srael 147.237.0. 19 nadi matal .idf.il |Dstributed Suspicious Response Qode Bl ock 46
207. 46.13. 174 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 44
52.33.66. 29 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 43
68.180.228.112 [lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 41
40. 77.167. 100 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 38
157. 55. 39. 147 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Code B ock 33
2.54.142. 126 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 27
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response CGode Bl ock 24
46. 19. 85. 84 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 24
176. 13.5. 132 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 24
192.118.27.253  |[Israel 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 24
192. 249.66.247 |lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 23
185.32.179.195 |[Israel 147.237.0. 19 nadi matal .idf.il [Dstributed Suspicious Response Qode Bl ock 23
31.168. 3. 188 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 22
31.168.169.122 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 20
84.108.237.203 [Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 20
82.166. 93. 193 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 20
46. 116. 230. 52 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 19
109. 253. 204. 164 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 19
2.54.14.76 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 18
93.173.233.135 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 18
37.26. 148. 167 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 18
62.219.118.135 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 17
217.132.135.178 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 16
84.94. 159. 95 I srael 147.237.0. 34 tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
212.117.137.146 |[Israel 147.237.77.216 |dover.idf.il Distributed Suspicious Response Code Bl ock 14
62. 90. 235. 67 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
82.166.233.145 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 13
109. 65. 15. 229 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 13
81.241.113.31 Bel gi um 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 13
46.116.162.172  |Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 12
213.151.35.213  |[Israel 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 12
2.52.162. 106 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 12
2.52.48.94 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 12
84.95.5.90 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 12
2.54.4.254 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 12
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