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02-14-2016-13:04:01 to 02-14-2016-14:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
85. 105. 16. 238 Tur key 147.237. 76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
93. 158. 203. 154 Net her | ands 147.237.76. 197 e hinush.idf.il Bl ock_Udp All _Nets drop 1
112.203. 9. 189 Phi | i ppi nes 147. 237. 76. 42 refuah.idf.il Bl ock Wp Al Nets dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets dr op 1
198. 20. 70. 114 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count
Australia 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
109. 253. 205. 21 147. 237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 2
185. 110. 110. 212 147.237. 72. 166 aka idf.il portscan: TCP O stributed Portscan 1
79. 181. 69. 250 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 66. 136. 80 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 192. 6. 154 147.237.0. 17 Lited Sates m ny- kosher -kravi . i df . i | ET SCAN NVAP -sS w ndow 1024 1
105. 226. 175. 208 147.237.77. 121 South Africa e.navy.idf.il ET SCAN Potential SSH Scan 1
46.19. 86. 128 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
105. 226. 175. 208 147.237. 76. 196 South Arica e.svivaidf.il ET SCAN Potential SSH Scan 1
104. 35. 201. 12 147.237.77. 74 Lhited Sates lawidf.il ET SCAN Potential SSH Scan 1
104. 35. 201. 12 147.237.0. 19 Lhited Sates nedi matal .idf.il ET SCAN Potential SSH Scan 1
212.199. 244. 55 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
99. 226. 146. 61 147.237.77. 216 Canada dover.idf.il portscan: TCP DO stributed Portscan 1
203. 83.17. 155 147. 237.77. 178 Papua New Gui nea e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
87. 69. 26. 46 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
193. 34. 56. 101 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.182. 120. 90 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 126. 16 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
105. 226. 175. 208 147. 237.77. 176 South Arica mat pash. i df . i | ET SCAN Potential SSH Scan 1
46.121. 246. 165 147. 237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 1
105. 226. 175. 208 147.237.77.61 South Arica e.cogat.idf.il ET SCAN Potential SSH Scan 1
31.168. 170. 54 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
105. 226. 175. 208 147.237.0. 15 South Arica kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 35. 201. 12 147.237.77. 61 Lited Sates e.cogat .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
104. 35. 201. 12 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
203.83.17. 155 147.237.77. 178 Papua New Gui nea e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 2048 1
89. 139. 163. 0 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
203. 83. 17. 155 147.237.77.178 Papua New Qui nea e. mat pash. i df .il ET SCAN NVAP -f -sS 1
79. 183. 59. 65 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
46.19. 85. 192 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACGK nunber noni t or 26
Sreaning Engine: TCP Invalid i i ssi
31.168. 145. 187 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.138  |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 21
Ret r ansmi ssi on Packet dropped.
) s SWNretransnmit wth different .
212.179.21.194 |[Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence wi ndow scal e noni t or 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 15
77.125.128.90 | srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence Sretransmt wth different monitor |15
) ) ) ) T T a w ndow scal e
212.179.21.194 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SN retransmt wth different monitor |13
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
31.168.185.0  |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
2.54.179. 142 I srael 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
80.246.130. 14 |lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreaning Engine: TCP Invalid i i ssi
109. 160. 141, 243|I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
. . SN retransmt wth different .
37.142.68. 44 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 8
Sreaming Engine: TGP Invalid i i ssi
46.117. 124. 214 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmission. drop 8
Ret r ansni ssi on Packet dropped.
80. 246. 130. 14  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert
2.54.179. 142 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or
213. 151. 45. 246 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
2.54.181.148  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
195. 200. 205.2  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
2.54.179.142 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d sequence nunier noni t or
46.19. 86. 122 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TQP Invalid i i ssi
84.94.98.201 |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.6.108  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
109. 253. 129. 245|| srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
31.168. 145. 213 | srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
37.26.146.133 | srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 242 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85. 3 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 5
2.52.168.176 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
66.102. 9. 125 Lhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 5
46.19.85. 3 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 5
82. 80. 196. 44 | srael 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
91.200. 12. 7 kr ai ne 147.237.0.34 |tikshuv.idf.il  [drop SAMrul e drop 4
91. 200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
140. 194. 140. 63 |Uhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
159. 203. 123. 37 |lhited Sates [147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 4
192.240.96.68 |lLhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SYN drop 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |noni tor 4
Sreaning Engine: TCP Invalid i i ssi
87.69.185.73  |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
2.54.181. 128 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 86. 193 | srael 147.237.72. 167 |ishurimaka.iof .i|[Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
109. 66. 207. 245 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
31.168.170. 190 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.135.78 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
82.81.5.9 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 12 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
37.26.146.135 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence noni t or 3
Sreaning Engine: TCP Invalid i i ssi
192. 115. 203. 25 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.253 | srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.62  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
109. 253. 205. 119|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 66
85. 65. 236. 70 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 62
62.90.171.166 |[Israel 147.237.0.34 [tikshuv.idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 48
37.26.146.133 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
2.54.30. 244 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 40
109. 253. 193. 32 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 27
109. 253. 129. 245|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 23
2.52.137.194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
176. 13. 6. 108 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 176. 13. 6. 108 B ock 9
2.54.163.11 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 253.150.1 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
193. 106. 206. 10 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 6
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 69. 26 B ock 4
37.186.82.231 |Arnenia 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 37.186. 82. 231 B ock 4
41.202.219.65 |Cameroon |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 4
37.186.82.231 |Arneni a 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 37.186. 82. 231 Bl ock 4
41.202.219.65 |Cameroon |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 4
109. 66. 58. 61 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 109. 66. 58. 61 B ock 4
5. 22. 130. 250 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.253 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 3. 234 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 198 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
95. 143, 172. 178 |Ger many 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 95.143. 172. 178 B ock 3
185. 32. 179. 254 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.14.131 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 128 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 182 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.186.82.231 [Armenia 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized UR. Access from 37.186.82. 231 B ock 2
31.168.185.0 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/1439-he/ mul ui m aspx B ock 2
109. 64. 10. 137  |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to v i df.il/894-he B ock 2
83.130.107.13 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/scripts/css3pie. htc B ock 2
37.26.146.224 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 2
176.13.6.108  [Israel 147.237.77. 243 |nobi | e. i df . i | nu;;“f :?ro'ﬁsz /gegpgfﬁsem‘;esn tehi | ddocunent s/ 1071 Bock |2
192. 115. 203. 25 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il /v tikshuv.idf.il Bl ock 2
87. 69. 62. 227 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 87.69. 62. 227 B ock
169. 229. 3. 91 g‘;tt:: 147.237.77. 176 [nat pash. i df . i1 |Miltiple Unknown HTTP Request Mthod from 169.229. 3. 91 Bock |1
Unknown Par anet er
79.177.129.81 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13%ct | 01%ct | 03$chbl Quest i on$74  [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
169.229. 3. 91 Lshimt:: 147.237.77.74 |lawidf.il Illegal Byte Code Character in URL y>A?>x [[#6]] x» 4€2A 0AuCkg$ B ock 1
46. 19. 85. 66 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
201.6.229.201 |Brazil 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to www cogat.idf.il/xmrpc. php B ock 1
176.13.14. 121  |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
Unaut hori zed URL Access to
5.0 112125 |lwal (12577070t pah o 1 [AWLESHC1 1101 807 ot skt ot g,
ol nf nkeyvoxr v2_g34qyda
169. 229. 3. 91 g‘;tt:: 147.237.77.176 |nat pash. i df . i | k"'f?;i Byte Qode Character in Header Name FAT[#14]]vA APAS[[#6]] A g o |
80. 246. 136. 220 I srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂt:cl’rd'lee? , t’;egpgf;sesmj;esn <t ohi | ddocument </ 1362 Bock |1
Unaut hori zed URL Access to
213.151.56. 160 |[lIsrael 147.237.77. 170 |maar achot . i df . i | [mearachot . i df.il/pdf/files/ 3/ 109023. pdf &a=u&ved=0ahukewi epj 76nvf kahxk |B ock 1
6r gkht i gbvcgf ggsman&usg=af qj cnhag4bgvb4nauvkcl knugz309i shw
169. 229. 3. 91 g;g: 147.237.77.19 |lawforumidf.il LIAI,?ff [[8’2263]0]3‘[1‘; #?g; ?;t/e;l liJAnP'\\b;ﬁ?g, AN(f[(Q[[ ﬁll]‘]”[][?ﬁ]g,é'm (5] A A Bock |1
109. 66. 58. 61 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i/ mai n/ sachar B ock
87. 69. 62. 227 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/nain/ gi yus/ general . aspx Bl ock
31.168. 185. 0 | srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhaut horized URL Access from 31. 168. 185. 0 B ock 1
79.178.10.60  [Israel 147.237.76.42 |refuah.idf.il [0 57 buted thaut hori zed éﬁaﬁc‘f& on Bock |1
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