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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 150
82.145. 216. 77 Eur ope 147.237.76. 42 refuah.idf.il |Block |p Wb In dr op 22
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 4

79.182. 23. 89 | srael 147.237.0. 34 tikshuv.idf.il |L4 Source or Dest Port Zero drop 3
134.147. 203. 115 Cer many 147.237.76. 31 nakchal .idf.il |Block Np All Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
58.97.111.9 Thai | and 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 1
58.97.111. 10 Thai | and 147.237.76. 86 navy.idf.il Invalid TGP H ags dr op 1




02-14-2016-12:04:06 to 02-14-2016-13:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
188.165. 15. 223 |France 147.237.72.156 |anan.idf.il |28 HITP. AnrefBot craw er Bl ock 1
180. 251. 137. 58 I ndonesi a 147.237.77.216 |dover.idf.il|9221: HITP. PUT Method Execution over HTITP/ WbDAV B ock 1




02-14-2016-12:04:06 to 02-14-2016-13:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count|
180. 251. 137.58 [147.237.77. 216 [l ndonesi a dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) 3
79.176.161. 196 |[147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
62.219.99. 154  [147.237.72.166 [Israel aka.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 46 147.237.77.216 |l srael dover . i df .i| portscan: TCP DO stri buted Portscan 1
37.26.147.198  [147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
222.170.70.222 (147.237.76.38 |China eeneitav.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
2.54.4.22 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
185.120. 126. 35 |147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
109. 226. 48. 114 |147.237.72. 166 [l srael aka.idf.il portscan: TCP DO stributed Portscan 1
84.95.226.189  |147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
75. 147. 243. 2 147.237.8.28  |[Uhited Sates e.nobi le-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.116. 216. 174 |147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
37.26.147.245  [147.237.77.216 |Israel dover . i df .i| portscan: TCP DO stri buted Portscan 1
2.54.132. 47 147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.235.98.139 (147.237.77.216 [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
2.52.162. 124 147.237.77.216 |l srael dover . i df .i| portscan: TCP DO stri buted Portscan 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
149.78.79.115 |147.237.77.216 [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
91.193.51. 97 147.237.77.216 |l srael dover . i df .i| portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address |Ste Signature
80. 246. 133. 197 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different | oniior 134
wi ndow scal e
46. 19. 85. 82 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 39
66.249.81.175 |Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 24
. . SYNretransmt wth different .
80. 246. 130. 173 [l srael 147.237.77.234 |halag.idf il Bad TCP sequence wi ndow scal e noni t or 24
66.249.81.183 |Lnited Sates 147.237.77. 233 |atal .idf.il drop First packet isnmt SYN drop 23
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 20
66.249.81.179 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 18
82.102. 228. 90 zlcis;i'géa” Territoyl1 47, 237. 77. 176 |nat pash. i o . i1 dr op First packet isn't SN dr op 17
37.26.148.210 |[Israel 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
37.26.148.210 |lsrael 147.237.72. 166 |aka.idf. il dr op drop 15
37.26.148.210 |[lsrael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 15
37.26.148.210 |[Israel 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nval i d AGK nunber monitor |15
46. 32.121. 153 [Jordan 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 14
S reaning Engi ne: TCP i i ssi
89. 139. 166. 186 |1 srael 147. 237. 72. 167 |i shuri maka. i df .i | mng tngine: ! Invalid segnent retransmssion. | . 12
Inval i d Ret ransmission Packet dropped.
81.218.241.26 |Israel 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 12
77.127.198.31 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
ream n ine: T i i ssi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf. il Streamng Engi ne: TCP Invalid segnent retransmssion. g ., 9
Inval i d Retransnission Packet dropped.
80.178. 134. 40 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 8
. . SYNretransmt wth different .
80. 246. 133. 211 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 8
192. 198. 151. 44 |Eur ope 147. 237.77. 226 "‘i‘"l"’“ha”atz'aka"df dr op First packet isn't SWN drop 8
46.19.86.5 I srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
62.0.244.1 I srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop
Sreaning Engi ne: TCP i i ssi
109. 66. 96. 124 |1 srael 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. | . 6
Inval i d Ret ransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
5.22.131. 8 I'srael 147.237.72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. |, ., 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
79. 181. 116. 208 |I srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 6
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
46.19.85.122 |israel 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
62.0.222.1 I srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 6
Sreaning Engi ne: TCP i i ssi
37.26.148.134 |Isradl 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
176.13.8.11  |Israel 147.237.72. 167 |i shuri maka. i of . | mng ngine. Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
66.102.9.3 Wited Sates 147.237.76. 202 |e.hal ag.i df . Geo- 1 ocation enforcement | 0! ocation inbound drop 6
enf or cenent
62.0.222.1 I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.26.147.207 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S reaning Engi ne: TCP i i ssi
95.86.112.2  |Israel 147.237.76. 200 |ei tan. aka.i df . i mng tngine. Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |4
66. 249. 93. 250 |Israel 147. 237.76. 202 |e.hal ag.i f .| Geo- 1 ocation enforcement | 0! ocation inbound drop 4
enf or cenent
. . SYNWAXK retransmit with .
82.80.132.76 |Israel 147. 237. 77. 216 |dover.idf il Bad TCP sequence different vi ndow scal e monitor |4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop
2.54.55. 243 I srael 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.21.235 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
66.249.93.56 |Israel 147.237.76. 201 |e. atal .i of . Geo- | ocation enforcement | 0! ocation inbound drop 4
enf or cenent
46. 19. 85. 46 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber aert
149. 78. 211. 185 |l srael 147.237. 72. 167 |i shuri maka. i df . i SYN Attack SYN -> SYN-ACK -> Tinmeout |reject
1. 20.211. 160 Thai | and 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
e SWNretransnmit wth different .
37.26.146.188 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |4
S reaning Engi ne: TCP i i ssi
176.13.23.142 |Israel 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. | . 3
Inval i d Retransmnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
37.26.148.210 |Israel 147.237.72. 166 |aka. i of . i mng ngine. Invalid segnent retransmssion. |, 3
Inval i d Retransmissi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df i Bl ock HTTP Non Conpl i ant Z;;ed to handie comnection oo |3
Sreaning Engi ne: TCP i i ssi
79.176.188. 77 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
46. 19. 85. 82 | srael 147.237.72. 167 |i shurimaka.i df . il . 9 9 .. nvalid segnent retransmssi on. drop 3
Inval i d Retransmission Packet dropped.
2.54.46. 212 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
176.13.16. 131 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 59
176.13.19. 37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
80. 246. 133. 183 |Israel 147.237.0.34 |tikshuv.idf.il ;8‘_)2'\:23’13?; tlgg Sane Response (ode (404) in Session from Bock |37
109. 253. 192. 174|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 32
2.54. 55, 243 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 27
2.54.163. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
91.193.51. 97 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock
109. 253. 147. 43 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock
46.10.85.99  |israel 147.237.77. 243|nobi l e i df i1 |"rameter vpe Mol 'Cﬁgngi‘;‘z‘zxf;d in Bock |5
109. 253. 144. 17 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.137.101 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df . i|/mai n/ gi yus/ B ock 3
109. 253. 208. 2491 srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 3
80. 246. 137. 114 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
95.143.172. 178 |Ger many 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized URL Access from 95. 143, 172. 178 B ock 2
82. 205. 113. 88 ?‘é’rfis:;‘;f‘”@wpied 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to v idf.il/ping B ock 2
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf .il Ml ti pl e Uhaut horized URL Access from 192. 116. 232. 69 B ock
79.176.120. 144 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 66. 48. 204 |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?f’;g?r;;?ggﬁmﬁg;s:h;oe &/bul et L gi Bock |1
37.187.114.171 |France 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to /sap/ hana/ admin/ B ock 1
207.46.13.127 |lhited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
2.54. 44. 65 I srael 147.237.77.216|dover.idf . il Untraceabl e SSL Sessions: (pen Mde None 1
185. 99. 32. 51 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/1086-17966-en B ock 1
89.138.163.21 |l srael 147.237.72. 166 |aka. i df . i | mu;;:riidzf?l ;J:‘a] :f;e;js/tv;’w ey, i . B ock 1
176.13.14.10  |Israel 147.237.72. 166 |aka. i df . i | m”;(“;iﬁr_?ﬁtnﬁ n,i;fﬁ:}iﬂ&??ﬁiﬂgfc phSachar St 7. x Tn None 1
62.90. 9. 250 I'srael 147.237.72. 166 |aka. i df . i | mngkv:ﬁr?ﬁﬁ nf;;gﬁasf/t;angicB:f;;prhsachar$°t' 65 in None 1
169. 229. 3. 91 Lhited Sates 147.237.72. 167 i shuri maka. i df . i|Mil tipl e Abnornal |y Long Request from 169.229. 3. 91 B ock 1
5.29. 163. 108 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed LRL Access to www i df.il/images/ 1. he/titl ecap. png B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
176.13.23.9  [Israel 147.287.76.42 [refuah idf i1 | e e aene Bock |1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 |maarachot . i df . i | |Il1l1egal Byte Qde Character in LR B ock 1
79.177.58.171 | srael 147.237.72. 166 |aka. i df . i | m“;kh;ri i d?_eidl /'\f;jr::/)‘éi ;ﬁgﬁ;;rn_ asix Bl ock 1
212.199.76.35 | srael 147.237.77. 216 |dover . i df . i | C‘i“otli ;tl N O?t(rggfib&ﬁﬁslsgﬁf(;\I_ngiggﬁ )(Pmt ocol None 1
Unknown Par anet er
185. 120. 126. 5 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
89. 139. 166. 186 |l srael 147.287.76.42 [refuah idf i1 |3 e e e aene Bock |1
176.13.14.10  |israel 147.237.72. 166 |aka. i df . i | mnzk‘”gi?_?ﬁtng nf;;gr?;cfgﬁff';’)Zﬂgfcphsa"ha'$°t'50'X in None 1
80. 246. 133. 197 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
66.249.69.26  |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66.249. 69. 26 Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.72.167|i shuri maka. i df . i|Mitiple Il1egal Byte Qode Character in Method from169. 229. 3. 91 B ock 1
95.143.172. 178 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
31.13.99.103 Irel and 147.237.77.216|dover. i df . il D stributed Whaut hori zed UR. Access on v idf.il/arr/ B ock 1
192. 117. 129. 166|I srael 147.237.77. 216 |dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mode None 1
82.166. 148. 154 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176. 205. 65. 186 ;grt:td%”ab 147.237.77.216|dover . i df . i PHP At t enpt B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 [maarachot . i df . i| |Mitiple Il1egal Byte Qode Character in Method from169. 229. 3. 91 B ock
79.181. 116. 208 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . il/mai n/ hone/ def aul t . aspx Bl ock
Unknown Par anet er
46. 19. 85. 215 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenM acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi [None 1
on$78 in aka.idf.il/mai n/gi yus/ questi onnai re. aspx
212.199.76.35 |Israel 147.237.77. 216 |dover . i df . i | (SZ‘SH_T[ éggﬁlﬂspﬁ”ﬁ: &;DZT%’C&C;R;;O” None 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 192. 115. 64. 250 |B ock 1
80. 246. 133. 211 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
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