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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 255
192.118. 30. 102 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 196
192.118. 30. 102 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 91
157. 55. 39. 19 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
134. 147. 203. 115 Cer many 147.237.76. 39 nobi le.neitav.idf.il |Block Np All Net drop 2
185. 130. 5. 224 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
220. 245. 58. 78 Australia 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets dr op 1
158. 69. 22. 134 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il Bl ock Udp All _Nets drop 1
185. 130. 5. 224 147.237.76. 34 yohal an. i df .i | Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

37.142.64.71 147.237.77.216  [Israel dover.idf.il portscan: TCP O stri buted Portscan 1
2.54.36.13 147.237.72.166  [Israel akaidf.il portscan: TCP O stributed Portscan 1
2.52.171. 62 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147.237. 76. 38 krai ne eeneitav.id.il [ET SCAN NMAP -sS wi ndow 1024 1
84.228. 86. 115 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.109. 24. 158 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
79. 176. 159. 49 147.237.72.166  [Israel akaidf.il portscan: TCP O stributed Portscan 1
77.125.92. 218 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
5.28. 144. 240 147.237.72.166  |Israel aka.idf.il portscan: TCP O stri buted Portscan 1
2.54.30. 101 147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
183. 3. 202. 115 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 147.237.76. 38 kr ai ne eeneitav.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
84. 109. 245. 31 147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 145. 199 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.176.58. 178 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 29
46. 19. 85. 55 I srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d AGK nunber noni tor |24
80. 246. 133. 197 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo |23
w ndow scal e
Sreamng Engi ne: TCP i i ssi
81.218.40.194 |israel 147. 237. 76. 147 |chi nuch. aka. i df .i mng Engine: 1 Invalid segnent retransmssion. | 18
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
84.108.66. 146 |l srael 147. 237.77. 243 |nobile. i f . | mng tngine. Invalid segnent retransmssion. | 15
Inval i d Retransmission Packet dropped.
79.176. 154. 175 |Israel 147.237.72. 166 |aka. i df .| Bad TOP sequence SNretransmt wih different oo 1y
) ) ) ) T ) q w ndow scal e
46.19. 85. 128 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 14
S reaning Engi ne: TCP i i ssi
2. 54. 140. 42 I srael 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.
46. 19. 85. 144 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 9
S reanm ng Engi ne: TCP i i ssi
37.26.146.184 | srael 147. 237.77. 243 |mobi l e, i f . i mng tngine: ! Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
46. 19. 85. 144 I sr ael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engi ne: TCP i i ssi
109. 66. 176. 131 | srael 147.237.72. 166 |aka i df .| mng thgi e Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engi ne: TCP i i ssi
141.8.132.112 |Russian Federation |[147.237.72. 166 |aka.idf. il mng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Ret ransmissi on Packet dr opped.
46. 19. 86. 234 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
2.52.15. 208 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
S reaning Engi ne: TCP i i ssi
79.177.196. 240 |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
46.19. 85. 172 I sr ael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 172 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
S rean ng Engi ne: TCP i i ssi
80. 179. 202. 129 i srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 16 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
2.52.15.57 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 85. 16 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
62. 0. 75. 197 | srael 147.237.77. 176 |nat pash. i df . i1 drop Frst packet isn't SYN drop 5
2.54.173. 232 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
85.64.152.111 [ srael 147.237.77. 226 [} chanatz. aka. 1df |ga4 TCP sequence Inval i d ACK nurber moni tor |4
193. 43. 246. 250 |l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
187. 160. 156. 170 |Mexi co 147.237.76. 202 |e. hal ag. i df .1 Geo- 1 ocation enforcement | 0! ocation inbound drop 4
enf or cenent
62. 0. 252. 65 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
80. 246. 137. 235 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 86 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 4
46. 19. 86. 212 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 4
195. 160. 242. 40 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 4
37.26.149. 144  |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 4
Sreaning Engi ne: TCP i i ssi
213.57.158. 224 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| mng gl he. Invalid segnent retransmssion. fu . 4
Inval i d Retransnission Packet dr opped.
212, 14. 233. 38 g";'cis;i'géa” Tertito 47 237.77. 216 |dover. i of . i SYN At t ack SYN -> SYN-ACK -> Tinmeout |rgject |4
2.54.188.39 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
195. 160. 242. 40 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
187. 160. 156. 170|Mexi co 147. 237. 76. 198 |e. yohal an.i df .| Geo- 1 ocation enforcenent |0:! ocation inbound drop 4
enf or cenent
199. 203. 37. 197 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
187. 160. 156. 170|Mexi co 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent Sﬁ?olrggi:]f” I nbound drop 4
37.142.144. 44  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 3
187. 160. 156. 170|Mexi co 147.237.76. 201 |e.atal .idf il Geo- | ocation enforcement | 0! ocation inbound drop 3
enf or cenent
Sreamng Engi ne: TCP i i ssi
37.26.146.192 |Israel 147. 237. 72. 166 |aka. i of . i | mng ngine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
79.181. 124. 132 |Israel 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
195.34.150.18 |Austria 147.237. 77. 216 |dover . i df . i Bl ock HTTP Non Conpl i ant gz’tge‘j to handie connection o por 3
S reaning Engi ne: TCP i i ssi
109. 253. 217. 1491 sr ael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. | 3

Inval i d Retransnissi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.136.2 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 341
2.54.136.2 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 331
2.52.48. 96 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 108
2.52.139.24 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 55
46. 19. 85. 233 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
185. 32. 179. 195 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
2.52.38.132 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 32
2.54.136.2 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 31
2.52.48. 96 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 16
81.218. 251. 250 |lsrael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 81.218. 251. 250 B ock 9
217.132.41.55 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 217.132.41.55 B ock 6
213.57.94.210 [israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 213.57.94. 210 B ock 4
213.8.71.26 | srael 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from213.8.71.26 B ock 4
81.218. 251. 252 |l srael 147.237.76.86 |[navy.idf.il Mil tiple Uauthorized URL Access from 81.218. 251. 252 B ock 4
62.0.102. 190 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
84.108. 66. 146 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
212.143.66. 8 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.16. 131 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
105. 107. 111. 198|A geria 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/arr/ Bl ock 3
46. 19. 85. 137 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
81.218.192.87 |[Israel 147.237.77.216|dover . i df . i D stributed Unaut hori zed URL Access on v i df . il/894-he B ock 2
46.19. 85. 49 I srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wa i df.il/894-he Bl ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . il Mul ti pl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock 2
80.246.136.29 |[Israel 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SS. Sessi ons: Protocol violation (SSL_CONN CLIENT_HALLQ None 2
147.236.38.135 |Israel 147.237.76.86 |navy.idf.i| muagx.'izdiéiﬁi gigf;sagt;ﬁ | sl O si z6336x0 1620, | pg Bock |2
79.178.122.71 |israel 147.237.72. 166 |aka. i df . i | m”;k";‘_]i;érﬁ“;e;;/ Qfﬁgqﬁimpgp; o asix None 1
169. 229. 3. 91 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Abnornal Iy Long Request et hod B ock 1
169. 229. 3. 91 Wited Sates |147.237.76.31 |nakchal .idf.il Mal formed URL B ock 1
66.249. 78.104 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
132.72.152.172 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/ww arman.idf.il/ B ock 1
Unknown Par anet er
62.0.118. 10 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wa aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
37.26.146. 179 | srael 147.237.72.156 [anan. i df . i | V\u;\x?\zu;:::a)rrl.l iZchd. iﬁmﬁi:ciij?etsgur ces/ i mages/ f avi con/ f avi con. png Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.77.233|atal .idf.il Mitiple Illegal Byte CGode Character in Mthod from169. 229, 3. 91 B ock 1
Illegal Byte Code Character in URL "a-AYA?[ [ #0] ] ada€?xY(/, x?aE€0eaE
169. 229. 3. 91 Lhited Sates [147.237.76.86 |[navy.idf.il CAPA a2 x° ASxf>zxcex€] [ #29] ] Avexi AS[ [#21]] [ [#25]] axi [[#12]] (i <8 B ock 1
ki A2K[ [ #8]] . wa€E”
66.249.79.235 |Israel 147.237.76.42 |refuah.idf.il ﬂ;“;:;_’r;;ig/;g‘r xifisimt;’c” s/ /it opi oker | s Bl ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nmadi matal.idf.il|Abnornally Long Request nethod B ock 1
46.19. 85. 152 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 1
195. 200. 205. 2  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
79. 180. 169. 5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
2.54.175. 64 I srael 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code B ock 1
Illegal Byte Code Character in Method =AZAT[#8]] AlgA Acel] [#17]] zA-
169. 229. 3. 91 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|A—"O0AZAYAceAs ; ARA?A+A€AN( [ #28] ] AAA4AEA?Z&A [ [ #8]] A-AAs  |Bl ock 1
eAf
169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 Bl ock 1
66.249.78.153 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
141.212.122. 112|lhited Sates |147.237.72. 167 (i shuri maka. i df . i|Unaut hori zed URL Access to /x B ock 1
66. 249. 64. 13 | srael 147.237.72. 166 |aka. i df . i | Distributed Unhaut hori zed URL Access on 147. 237.72. 166/ robot s. t xt B ock 1
213.57.94.210 | srael 147.237.72. 166 |aka. i df . i | mu;fﬂ'f?l /'\ﬁ;hn(;‘;i%} Su\tsh;r::: cat onservi ce. asm! get aut huser Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|halag.idf.il Illegal Byte Qode Character in Mt hod B ock 1
169.229.3.91  |Whited Sates |147.237.76.86 |navy.idf.il i’fizei;ﬁd#zgu]TA;jgﬁr[ﬂ1[]#;?][]#gg?f;:i\([?g&ﬁ??eiif%ﬁ[ figj]Asm;f . lmock |1
77.232.26. 22 2;2::3 o 147.237.77.74 |lawidf.il Z,drwa:ma\t/velr dfT,)/ipIe/ t\”er?:mat ati o gﬁet' fi'\f‘;/mg;t”ﬂ Lo, a5 Bock |1
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