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02-14-2016-10:04:10 to 02-14-2016-11:04:10

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
212.199. 154. 194 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 115
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 114
81.218. 241. 26 | srael 147.237. 72. 156 anan.idf.il |Anonal y-TLS renegotiation-di dest - r eset 109

134. 147. 203. 115 Ger many 147. 237.76. 201 e.atal.idf.il|Block Udp Al Nets drop 4
134.147. 203. 115 Cer nany 147.237.76. 201 eatal.idf.il{Block Np All Net drop 2




02-14-2016-10:04:10 to 02-14-2016-11:04:10

|Top Attackers In IPS|

Attacker Address |Attacker Gountry get Address |Site |Sgnature Devi ce Action |Oount |
188. 165. 15. 160  |France 147.237.76. 31 nakchal .idf.il 28 HITP.  AnrefBot craw er B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 46 e.chinuch.idf.il |13840: TLS (penSSL Heartbeat Packet B ock 1
49. 246. 230. 40 Chi na 147.237.77.74 lawidf.il 8479: HITP. Suspi ci ous HTTP Request Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.177 |ncore.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
51. 254. 103. 60 United Kingdom |147.237.77.216 |dover.idf.il Cl06: HITP. naj estic bot B ock 1
83.97.83.125 St zerl and 147.237.76. 42 refuah.idf.il 14331: HITP. Suspici ous User-Agent (M Session) Bl ock 1




02-14-2016-10:04:10 to 02-14-2016-11:04:10

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count
82.166. 181. 219 147.237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
2.54.33. 174 147.237.77. 216 I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
2.52.170. 23 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP D stributed Portscan 1
213. 57. 205. 37 147.237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
185. 120. 125. 10 147.237.77. 216 dover.idf.il |portscan: TCP DO stributed Portscan 1
109. 67. 211. 110 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
77.125. 98. 56 147.237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
2.54.22. 161 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il [Tehila - Perl LW wth fake user agent 1
109. 253. 204. 194 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1




02-14-2016-10:04:10 to 02-14-2016-11:04:10

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
80.246. 133. 148 |israel 147.237.76.42 |refush.idf.il  |Bad TCP sequence SN retransmt wrth different monitor |57
w ndow scal e

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26

79.178.37.75 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i ssi

46.19.86.210  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.58. 205 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. dr op 15
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176.13.10.214 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

81. 218. 241. 26 | srael 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SYN drop 11

46. 19. 86. 12 I srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 11

46. 19. 85. 126 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9

82.81. 69. 94 I srael 147.237.72. 166 |aka. i of .| Bad TOP sequence SN retransmt wth different monitor |8

w ndow scal e

212.117. 153. 194|I srael 147.237.77. 233 |atal .idf.il drop SAMrule drop

46. 19. 86. 49 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 255 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

213.57.221. 163 | srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

209. 88. 192. 97 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

46.19. 85. 126 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

81.218.241.26 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 6

138.134.192. 10 |l srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i sSi

37.26.147.236 | srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.

212.76.127.219 |lsrael 147.237.77.233|atal .idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6

reaming BEngine: TCP Invali i i ssi

46.19.86.159  |Israel 147.237.77. 243 |mvit i1 | €AM NG Engine: TP Invalid invalid segnent retransissi on. drop 6
Ret r ansmi ssi on Packet dropped.

213.8.57. 157 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 85. 126 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

46. 120. 203. 18 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 5

46. 19. 86. 79 | srael 147.237.0.34 [tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5

46.19. 85. 126 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber aert 5

176.13.21.191 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4

212.199. 154. 194|l srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i sSi

5.20.128.181 | srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4

176.13.21.191 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.52.15.16 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 4

212.25.74.130 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 4

reaming BEngi ne: TCP Invali i i ssi

62.219. 117. 237 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.174  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

84.228.251.78 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.54.22.163  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

109. 253. 209. 175|i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

213.57.152.99 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 3
Sreaming Engine: TGP Invalid i i ssi

46.19. 86. 0 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.177.11.208 | srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

91. 200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3

46.19. 85. 186 I srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence Inval i d ACK nunber aert 3
Sreaning Engine: TCP Invalid i i ssi

46.19.85.110  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

2.54.7.82 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.179.150.35 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

109. 64. 113. 135 I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

31.210.187. 222 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3

46.19. 85. 217 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3




02-14-2016-10:04:10 to 02-14-2016-11:04:10

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
79.180.13.226 | srael 147.237.0.19 |madi matal . i df . i |70 My of the Sane Response Qode (404) in Session from Bl ock 266
79. 180. 13. 226
79.180.13.226 | srael 147.237.0.19 |nadimatal .idf.il ;g(_)l'\g?;ylgzége Sane Response Qode (403) in Session from B ock 121
79.180.13.226 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 110
2.54. 168. 158 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 69
199.203.215.1 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 32
2.54.136.2 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 28
82.80.17. 163 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 21
62.0.102. 190 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 8
194.90.37.183 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 7
81.218.241.26 |[Israel 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 6
2.52. 46. 168 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.58. 205 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
46. 19. 86. 210 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 4
100.65.2.20  |israel 147.237.77. 234 |hal ag. i df .i | Shaut OZ?L'“ZES e Sti‘;_st orage/ 11 /6 si 7633540/ 1636, pg Bock |3
2.54.161. 39 | srael 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 3
2.54.33.174 I srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 2.54.33. 174 B ock 3
31.168. 135. 222 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unhaut hori zed URL Access on waw chi nuch. aka.idf.il/404. htm |B ock 2
2.54.33.174 I srael 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to v idf.il/error. htm B ock 2
2.54.62.182 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
109. 253. 159. 101l sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 110 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLO None 2
2.54.34.183 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.199.58.130 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gde Qharacter in URL B ock 2
176.13.19.130 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
Unknown Par anet er
85. 65. 54. 2 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetol der $ct | 13%ct | 01$ct | 03$chl Questi on$8 [None 2
8 in aka.idf.il/nan/giyus/questionnaire. aspx
213.8.99. 17 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.114.1.131 |Israel 147.237.77. 170 |maar achot . i df . i | |Wnaut hori zed URL Access to maarachot.idf.il/pdf/files/ 9/ 112269. pdf B ock
79.179.102. 187 |israel 147. 237. 72. 166 |aka. i df . i | mngkmgizfaﬁ?ﬁ;;r nf;;g?jjt;aggffsg“’:siprf‘:phsachar$bt nSubmt.y in None 1
46.121.232.50 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
82.80.19. 242 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |haut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
212. 179. 230. 2511 srael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mde None 1
68.180.230.29 |lhited Sates|147.237.77. 176 |mat pash. i df . il Paraneter Type M ol ati on PageNumin waw cogat . i df . i1/2027-he/ cogat . aspx |Bl ock 1
169.229.3.91  Wited Sates[147.237.0.34 [tikshuv.idf.il gﬁ%&ﬂ?#ﬁéﬁ%ﬁ,&wih:dﬁ i (425 axfl 48] [ [#7]] e [w28]] [P0 |
84.94.182.60  |Israel 147.237.77. 216 |dover . i df . i | (Sg‘sﬁt gﬁﬂgﬁ”ﬁ: g‘\gg&f&iﬁﬂ%m None 1
46. 19. 86. 159 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
213.57.221.163 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
81.218. 251. 250 |Israel 147.237.76.86 |navy.idf.il m”;;‘f;"izd?‘?iﬁi sfgfjfaégﬁ | es/ 2/ si 263380/ 1802, | pg Bock |1
2.52.15.38 I srael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Qpen Mbde None 1
82.81.69.94  |Israel 147.237.72. 166 |aka. i df . i | Q‘Jz'gf'gg_ﬂ' Wt/ el fwi dth Uni code Bncoding on UR/Paraneter (+) from o oo |y
80. 246. 133. 148 I srael 147.237.76.42 |refuah.idf.il i;t ;g?}’;gd‘;;”;lhgsi;:rde dﬁ :e‘icissss on Bl ock 1
68.180.230. 224 |Uhited Sates|147.237.76.31 |nakchal .idf.il ~ |/% oo TVPe _\fl‘j'fé;g_”hgagzmgj”;px Bock |1
Unknown Par anet er
85. 65.54. 2 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$3 |None 1
8 in aka.idf.il/nain/giyus/questionnaire. aspx
46.19. 86. 178 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
198. 20. 69. 74 Whited Sates|147.237.77. 170 n@ar achot . i df . i | [Uauthorized URL Access to 147.237.77. 170/ B ock 1
79.180.13.226 |lsrael 147.237.0.19 |nadimatal .idf.il|Too Many 403: Response Code per Session B ock 1
66.102. 9. 81 Lhited Sates |147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1294-en/wanidf.il/english B ock 1
. . . . ~X
160.220.3.91  |United Sates|147.237.0.34 |ti kshuv.idf.il ;'[Lg]gﬁ[g]t]eqz’[ﬁgﬁwer 'n Query String o nf[#25]] a~xf Bock |1
82.201.233.15 |Egypt 147.237.77.216|dover. i df . il PHP At t enpt B ock 1
46.19.85. 171 | rzel 147.237.72. 166 |aka. i df . i1 V\Lhm:\zngkma? i?r.ei“ﬁtn:' n?glcllgsll :a] n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
80. 246. 140. 101 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Cpen Mde None 1
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