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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |

81. 218. 241. 26 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 97
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets dr op 3
203. 166. 137. 11 S ngapor e 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
74.122.110. 53 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 36. 124. 17 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
203. 166. 137. 12 S ngapor e 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
74.122.110.54 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 36. 124. 18 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
203. 166. 137. 13 S ngapor e 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
187. 160. 156. 170 Mexi co 147.237.76. 44 e.refuah.idf.il Bl ock Udp Al _Nets drop 1
42.88. 233. 28 Chi na 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1
185. 36. 124. 16 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count ‘
40. 115. 22. 29 Lhited Sates 147.237.0. 19 nmadimatal .idf.il 10711: HITP.  ZnEu Wil nerability Scanner B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
40. 115. 22. 29 Lhited Sates 147.237.0.15 kosher-kravi .idf.il 10711: HITP.  ZnEu Mul nerability Scanner B ock 1
40. 115. 22. 29 Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |10711: HITP.  ZnEu Wul nerability Scanner B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count |
218. 246. 0. 97 147. 237.76. 148 Chi na ggcenter. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
134.191.232. 70 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 81. 48. 22 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.181. 216. 191 147.237.77.216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
77.77.76.3 147.237.77.216 Iran, Islanic Republic of dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 21 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
209. 88. 192. 97 147.237.77.216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
93.113.125. 11 147.237.77. 170 Romani a naar achot . i df .i ET SCAN NVAP -sS w ndow 1024 1
80. 179. 31. 248 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.176.11. 78 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
66.249. 81. 175 147.237.77. 233 Lhited Sates atal .idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

SYWNretransmt wth different

Ret ransm ssi on

Packet dropped.

212.179. 155. 129]l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence . noni t or 127
w ndow scal e

Sreaming Engine: TP Invalid i i sSi

46.19.85.121  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 60
Ret r ansni ssi on Packet dropped.

37.26. 146. 160 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 29

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28

2.52.7.24 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 16

37.26.146.140 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreamng Engine: TGP Invalid i i ssi

194.90. 225. 101 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.

2.54.128.8 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10

2.52.7.24 I srael 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

31.210.186.78 |lIsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |9

138.134.192.10 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9

5.29. 168. 135 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8

37.26.146.140 |Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST aert 8

192.118. 12. 102 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 8

81.218.241.26 |Israel 147.237. 72. 167 |i shuri maka.i df . i |dr op First packet isn't SWN drop 7

217.21.11. 152 glcisgi'géa” Territoy. 1147 237. 77. 176 |mat pash. i of . i1~ |SYN At t ack SYN -> SYN-ACK -> Tineout |reject 7

212.143.142.56 |Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 7
Sreamng Engine: TCP Invalid i i ssi

2.54.171.180  |israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

2.54.29. 41 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi

109. 253. 198. 15 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46.19.86. 71 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

94.188.248.70 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 6

2.54.187.99 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

46. 19. 85. 66 I srael 147.237.0.19 |nadi matal .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

94.188.248.70 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

2.54.23. 207 I srael 147.237.77. 243 |mobi l e.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi

46.19. 85. 78 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19. 86.5 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

2.54.44. 160 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect

37.26.146.140 |Israel 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

185. 5. 220. 163 glcisgi'géa” Territony,li47 237.0.34  |tikshw.idf.il  |SYN Attack SYN -> SYN-ACK -> Tineout |reject 6

81.4.217.86 Russi an Federation |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nmonitor |5

212.179. 155. 129l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 5

46. 19. 86. 64 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5

212.179. 155. 129/l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nmonitor |5

182.232.40.27 [Thail and 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

192. 115. 132. 1911 srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Invali d sequence nunier nonitor |4

109. 64. 107. 212 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

187. 160. 156. 170|Mexi co 147.237.76. 44 |e.refuah.idf.il |Geo-1 ocation enf or cement Geo-| ocati on i nbound drop 4

enf or cenent

2.52.45.182 I srael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

195. 160. 242. 40 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert 4

195. 160. 242. 40 |Israel 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi

185. 89, 217. 228 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

195. 160. 242. 40 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TP Invalid i i ssi

2.52.8. 241 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

46. 19. 86. 35 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaming Engine: TGP Invalid i i ssi

46.19.85.200 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.

46. 224, 243. 232 ;a”' Istanc Republiq 47 237, 77. 216 [dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 3
Sreaming Engine: TGP Invalid i i ssi

81.218.192.6  |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
185.32.179. 118 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 309
185.32.179. 118 |[lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 155
185. 32. 179. 118 |Israel 147.237.0.19 |nmadimatal .idf.il Distributed Suspici ous Response Code B ock 104
2.54.58.212 | srael 147.237.0.19 |mnadimatal .idf.il Distributed Suspici ous Response Code B ock 53
2.54. 168. 158 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 45
46.19. 85. 66 I srael 147.237.0.19 |nmadimatal .idf.il Distributed Suspici ous Response Code B ock 44
213.57.239.25 | srael 147.237.0.34 |tikshuv.idf.il Zig’;nyzcg ;28 Sane Response Qode (404) in Session from Bock |17
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf .|l Mil tipl e Uhaut hori zed URL Access from 81.218. 241. 26 B ock 12
208.115.113.88 |11 147.237.76.86 |navy.idf.il Mil tipl e Unauthori zed URL Access from 208 115. 113. 88 HBock |8
46. 19. 85. 217 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 8
87. 69. 62. 227 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 87.69. 62. 227 B ock 7
109. 253. 208. 44 |l srael 147.237.0.19 |mnadimatal .idf.il Distributed Suspici ous Response Code B ock 6
2.54.58. 212 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4
2.54.172. 72 I srael 147.237.0.19 |nmadimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 134. 1581 srael 147.237.0.19 |mnadimatal .idf.il Distributed Suspici ous Response Code B ock 3
77.127.114.2 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
2.54. 36. 102 I srael 147.237.0.19 |nmadimatal .idf.il Distributed Suspici ous Response Code B ock 3
197. 45.132. 185 |Egypt 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/xnrpc. php B ock 3
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 2
197. 45.132. 185 |Egypt 147.237.0.34 |tikshuv.idf.il Dstributed PHP At tenpt B ock 2
46. 19. 85. 202 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
2.52.168. 252 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 2
37.26.147.177 |lsrael 147.237.0.19 |mnadimatal .idf.il Distributed Suspici ous Response Code B ock 2
2.54.159. 182 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gode Character in URL B ock 2
109. 253. 203. 234|I srael 147.237.77. 243 |nobi | e. i df . i | thautt hori zed URL Access to Bock |2

nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1071
Unknown Par anet er

5. 28.170. 221 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$ |[None 2
71 in aka. idf.il/main/giyus/questionnaire. aspx

68. 180. 231. 40 ;“;tteeg 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | aw i df .il/228-he/fag. aspx B ock 1

128.139.12. 141 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/neitav B ock 1
. . D stributed Unaut hori zed URL Access on

212.179. 155. 129]1 srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css B ock 1

109. 65. 181. 175 |Israel 147.237.77.216|dover. i df . il Mal f or med HTTP Header Line 2 B ock

87.69. 62. 227 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwwy aka. i df.il/mai n/ gi yus/ B ock

31.154.19.5 I srael 147.237.77. 216 |dover.i df . il Mil ti pl e Unauthori zed URL Access from31.154.19.5 B ock 1

. . . . S3. WLhtraceabl e nnection - Protocol violation
194. 114. 146. 227 || srael 147.237.72.167i shurimaka. i df . i | (SSL CONN LI ENT HELLO) None 1

Unhaut hori zed URL Access to

80.179.223.31 |Israel 147.237.77. 176 [nat pash. i df . i | Wi cogat i df i1/ p storagel i1 es/ 9/ 4629 j pg Bl ock 1
176.13.2.5 I srael 147.237.76.30 |hi nush.idf.il Distributed PHP Attenpt B ock 1
. . Unknown HTTP Request Method $ in URL x™b[ [ #26]] x'Ee@\ AYf =4,
109. 65. 181. 175 |l srael 147.237.77. 216 |dover . i df . il ca.cA A2q[ [ #1] ] x AvA2 A A2AsxEay A2OVA O AcexCag] Bl ock 1
. . D stributed Lhauthorized URL Access on
66.249.81.130 |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
46. 19. 85. 126 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
Illegal Byte ode Character in Header Nane
. . A [ #3] ] { Auy A2dAThAE[ [ #27] 1 AV [#1] ] ST [#12] ] A°~ A &BA; A" NAa x* f A
109. 65. 181. 175 |l srael 147.237.77. 216 |dover . i df . i | Au>Give AG[ [ #4] ] A2AYRAUL [ #7] ] Ade AdAVBA™] [ #30] | AtACA B ock 1
Ao TUA"
Lhi ted ] . Uhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 navy. | df.il waw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock !
Lhi t ed wwv. chanat z. aka. i )
141. 212.122. 112 147.237.77. 226 . Uhaut hori zed LRL Access to /x Bl ock 1
Sates df.il
213.57.239.25 |[lIsrael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
. . ™ A AYf =4 ¢a ¢A" A?
109. 65. 181. 175 |Israel 147.237.77. 216 |dover . i df . i | Ml formed URL Wbl [ #26] ] x'Ece@ AYT=4,68,6A° A2ql[#1]] =, Bock |1

Ay¥A2 ~ A2 ArxEay A?OVA O AcexCaEj
. . O stributed Uhaut hori zed URL Access on
89.138.121. 247 |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1136- he/ at al . aspx B ock 1

Illegal Byte Gode Character in URL /nain/kapatz//res

37.26.146.160 |[Israel 147.237.72. 166 |[aka. i df . i | our ces/ i neges/ i nner page/ goback. gi f Bl ock 1
176.13.2.5 I srael 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to waw chi nush. atal .idf.il/xnirpc. php B ock 1
80. 246. 133. 242 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock
2.54.128.8 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
68. 180. 228. 112 g;g: 147.237.77. 216 |dover.idf . il Par anet er Type M ol ati on PageNumin waw i df . i|/1395-en/ dover . aspx B ock 1
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