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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
134. 147. 203. 115 Ger nany 147.237.76. 148 gocenter. aka. idf.il B ock Np Al _Net drop 2
134. 147. 203. 115 Ger many 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 2
123. 151. 42. 61 Chi na 147.237. 76. 30 hi nush. i df . i | Bl ock Udp All Nets Con Linit drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf . i Bl ock Udp All Nets drop 1
123. 151. 42. 61 Chi na 147.237.76. 39 nobile.neitav.idf.il |Block Udp All Nets Gon Linit drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il ock Wdp Al _Nets drop 1
92. 247.53. 170 Bul gari a 147.237. 76. 38 eeneitav.idf.il Bl ock_UWp Al _Nets drop 1
92.247.53. 170 Bul gari a 147.237.76. 39 nobi | e.neitav.idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry |Target Address |Site |Sgnalure Devi ce Action |Count |
155. 94, 254. 143 |Lhited Sates 147.237.77.170 |nmaarachot.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
188. 165. 15. 195 |France 147.237.0. 15 kosher-kravi.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

66. 249. 88. 187 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
218.246. 0. 97 147.237.77.121 Chi na e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
130. 211. 100. 171 147.237.77.19 Lhited Sates law forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
193.201.224. 8 147.237.72. 166 krai ne akaidf.il SERVER- WEBAPP adm n. php access 1
130. 211. 100. 171 147.237.76. 31 Lited Sates nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
37.26.149. 237 |israel 147.237.77. 243 |nubi 1 e.i o i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 12
Sreaming Engine: TCP Invalid i i ssi
176.13.3.219  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 141. 206 I srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78.252 |Uited Sates [147.237.0.19  |maci matal.icf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 42 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |l srael 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
77.125.81.238 |lIsrael 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
87.69. 48. 54 I srael 147.237.0.17 ?]I"Iy kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> RST rej ect 5
54.244.22.103 |Whited Sates 147.237.77. 176 [nat pash.idf . il dr op First packet isn't SN drop 4
176.13.22.59  [Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence SNretransmt with different ooy o s
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 155 |Whited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
37.26.149.229 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.67.30.85  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Russi an o Sreaning Engine: TCP Invalid|invalid segrent retransmssion.
130. 193. 50. 1 erat i on 147.237.72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
195.200. 205.2 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19. 85. 94 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.37.228 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
213.8.204.18  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Russi an Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
141.8.132. 112 et ot i on 147. 237. 72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreaning Bngine: TCP Invalid i i SSi
37.26.148.152 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.65.61.85  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i SSi
79.182.28.184 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
207.38.251.62 |Wiited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
82. 166. 140. 117 I srael 147.237. 77. 216 |dover . i f . i Bad TCP sequence SYNFACK retransmt with monitor  [2
di fferent wndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.66.60  |Lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
2.54.134. 152 I srael 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.190. 61 I srael 147. 237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d ACGK nunier noni t or
o SYNtACK retransmt wth .
84.108. 145. 241 |l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence g fferent Wi ndow scal & nonitor |2
2.54.190. 61 | srael 147.237.72. 167 |ishurimaka.idf . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
203. 133. 168. 41 Okfre& Republic 1147 237, 77. 226 ;’“’“’“Cha"atz' aka. Tdf-T 1oy At tack SYN -> SYN-ACK -> RST rej ect 2
2.54.190. 61 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69.192.101 [l srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 119|tnited Sates [147.237.0.33 [idf.il drop drop 1
74.82.47.30 Lhited Sates |[147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.209.209. 198 |[Wited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1
184. 105. 247. 244|Uhited Sates [147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 72 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁfolzgi'mo”  nbound drop 1
45.79. 168. 168 147. 237. 77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
5.22.134. 194 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber noni t or
93.113.125.11 |Romani a 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject
216.218. 206. 124|Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.34 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.185 |lnited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
184. 105. 247. 244 |thited Sates  [147.237. 77. 243 |nobil e.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.94. 24. 239 | srael 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216.218.206.99 |Wnited Sates [147.237.72. 217 [eidf il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
Russi an R . Geo- | ocati on i nbound
195.62.53.168 |- oo 147.237.76.44 |e.refuah.idf.il Geo-| ocati on enf or cenent onf or conent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149.78.154.69 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 234
66. 249. 69. 26 I srael 147.237.77.216|dover.i df . il DO stributed Suspici ous Response Qode B ock 201
109. 253. 138. 161l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 77
52.16.5. 197 Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 56
2.54. 159, 37 I srael 147.237.77.216|dover.i df . il DO stributed Suspici ous Response Qode B ock 54
157. 55. 39. 19 Lhited Sates 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 53
68.180.228. 112 |Wited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 40
40.77.167.100 |wnited Sates 147.237.77.216|dover.i df . il DO stributed Suspici ous Response Qode B ock 35
109. 253. 138. 161 I srael 147.237.0.19 |nadimatal .idf.i 18‘;_'\;5"?{ f;at_ q%lsa"e Response (ode (404) in Session from Bl ock 33
203. 133. 170. 12 Okfre& Republic 1147 237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 27
5.29.78. 38 I srael 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 27
100. 4.207.101 |Uited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 26
79.181. 235. 165 |l srael 147.237.77.216|dover.i df . il D stributed Suspici ous Response Qode B ock 24
50.87.144.145 [lnited Sates 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 24
192. 249. 66. 247 |Uited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 23
157.55.39. 159 |lhited Sates 147.237.77.216|dover.i df . il D stributed Suspici ous Response Qode B ock 22
46.19. 85. 42 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 18
109. 66. 172. 9 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 18
77.125.94.120 |Israel 147.237.77.216|dover.i df . il DO stributed Suspici ous Response Qode B ock 16
41.33.232. 66 Egypt 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 15
46.19. 85. 39 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 13
46.121.150. 176 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte CGode Character in LR from46.121. 150. 176 B ock 11
46.19. 86. 169 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 10
82. 80. 25. 221 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 10
195. 200. 205.2 |l srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 10
79.177.203. 167 |[Israel 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 9
45. 35, 64. 142 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 8
54.167.183.116 |[Lhited Sates 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 6
109. 253. 134. 80 |l srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 6
176.13.20.171 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 6
46. 19. 85. 168 I srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 6
2.52.165. 23 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 6
176.13.8.119 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 6
2.54.134. 152 I srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 6
205.203.135.1 [lnited Sates 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 5
82.102. 169. 113 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 5
82.166.112. 120 |[lIsrael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 4
85. 250. 101. 6 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 4
87.68.145.168 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 4
2.54.20. 32 I srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 4
66.249.81.212 |[Israel 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 4
176. 13.22. 59 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 4
37.26.147.148 |[Israel 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 4
2.54.28.82 I srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 4
212.235.98.139 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 4
2.52. 165. 255 I srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 4
24.130. 83. 75 Lhited Sates 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 4
107.170.78.137 |Uited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 4
87.70.6.85 I srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 4
209. 133.111. 211|thited Sates 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 3
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