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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
100. 12.193. 114 Lhited Sates 147.237.77.121 e.navy.idf.il Frk_Under _Attack_Con_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

175. 6.228. 149 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
94.102.48.193 |147.237.76.44 |Netherlands |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 197. 145. 242 |147. 237. 77. 226 |Lhited Sates |wwu chanatz. aka.idf.il [ET SCAN Potenti al SSH Scan 1
60,1 251 86 147 237,827 |nina o radimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102. 48. 193 |147.237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
69. 197. 145. 242 [147. 237. 77. 243 |Wnited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147. 237. 76. 147 |Lhited Sates |chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1




02-14-2016-03:04:05 to 02-14-2016-04:04:05

|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.i df .i drop SAMrule drop 36
213.57.143. 236 |l srael 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection datafnonitor |31
Sreanming Engi ne: TCP i i ssi
46.19.85.147  |israel 147.237.76.31 |nakchal .idf.il mng tngihe. Invalid segnent retransmssion. |, 21
Inval id Retransm ssion Packet dropped.
107. 167.104. 83 |United Sates 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 21
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
46. 19. 86. 130 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber nonitor |7
Russi an S S reaming Engi ne: TCP Invalid segnent retransnission.
141.8.132. 112 . 147.237.72. 166 |aka.idf.il . .. dr o] 6
Federati on Inval i d Retransnission Packet dr opped. P
Sreanming Engi ne: TCP i i ssi
46.19.85.206  |Israel 147.237.72. 166 |aka.i df . i mng tngihe. 7 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dropped.
46. 19. 86. 130 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|monitor |5
208.109.97.62 |lhited Sates 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|monitor |4
Sreamng Engi ne: TCP i i ssi
109. 64.26. 188 |Israel 147.237.72. 166 |aka. i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnm ssion Packet dr opped.
S reaming Engi ne: TCP i i ssi
84.228.69.82  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | mng gl ne. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
106. 39. 253. 104 |Chi na 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
54.162.16.100 [Lhited Sates 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data|nonitor |2
1.82.229. 215 Chi na 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
42.81.69. 136 Chi na 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
Russi an . . SYNtAXK retransmit with .
130. 193. 51. 80 r ati on 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence di fferent v ndow scal e nonitor |1
46. 19. 86. 226 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
40. 115. 22. 29 Lhited Sates 147.237.0.35 |akavs.idf.il drop drop
5.144. 131. 170 'Féx'bl :z'?c 147. 237.77. 216 |dover. i of . | Bad TCP sequence Invalid ACK nunber moni tor |1
40. 115. 22. 29 Lhited Sates 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
40. 115. 22. 29 Lhited Sates 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
146. 185. 239, 102 R‘Sf:;”ion 147.237.72. 166 |aka.i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.27 Lhited Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
40.115.22.29  |wited Sates 147.237.0. 17 ]["I”Iy kosher-kravi.1d |qyn At t ack SYN -> SYN-ACK -> Tineout |reject 1
Russi an . R .
146.185.239. 102 -~ 0 147.237. 76. 200 |ei tan. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 51. 80 R‘SIS::I”im 147.237.77. 176 |nat pash. i df .| SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
40. 115. 22. 29 Lhited Sates 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject
193. 96. 188. 175 |Ger many 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |noni t or
93.174.93.218  |Nether| ands 147.237.76. 196 |e. sviva.idf. il Geo-1ocation enforcenent |0 ocation inbound drop 1
enf or cenent
Iran, Islamc R .
5.144. 131. 170 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
66. 249. 69. 26 | srael 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 284
149. 78. 154. 69 | srael 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 235
157. 55. 39. 159 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspici ous Response Code B ock 45
52.16. 5. 197 Lhited Sates 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 38
68.180.228.112 [lLhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 31
157. 55. 39. 19 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 30
66. 249. 81. 212 | srael 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 28
66. 249. 81. 218 | srael 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 24
192. 249. 66. 247 |lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 23
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 22
40. 77. 167. 100 Lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 19
208. 109. 97. 62 Lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Gode B ock 18
84.250.71.21 Finland 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 18
41.33.232. 66 Egypt 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 15
82. 80. 25. 221 I srael 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 10
45. 35. 64. 142 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 9
37.26.148. 143 | srael 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 6
46.19. 85. 112 I srael 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 6
80. 246. 133.233 |lIsrael 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 6
2.54.165.173 | srael 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 4
46. 244. 69. 39 Pal estinian Territory, Qrcupied |147.237.77.216 |dover.idf.i|DOstributed Suspicious Response Code B ock 4
98. 218. 82. 62 Lhited Sates 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 4
205. 203. 135. 1 Lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 4
37. 46. 39. 228 I srael 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 4
54.144. 83. 141 Lhited Sates 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 4
81.218.135.184 |lIsrael 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 3
68.187.173.78 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 3
107.170. 119. 178 |lLhited Sates 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 3
73.155. 73. 247 Lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 3
83. 105. 46. 220 United Ki ngdom 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Gode B ock 3
2.52.42. 154 | srael 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 3
199. 30. 24. 237 Lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 3
65. 55. 210. 156 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 3
95. 35. 132. 62 | srael 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 2
54.162. 16. 100 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspici ous Response Code B ock 2
213.57.57. 239 I srael 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 2
193.96.188.175 |Ger many 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 2
172.56. 7. 233 Lhited Sates 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 2
69. 9. 56. 82 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 2
66. 249. 69. 26 | srael 147.237.77.216 |dover.idf.i|Mitiple Unauthorized URL Access from 66.249. 69. 26 B ock 2
89. 139. 150. 64 I srael 147.237.77.216 |dover.idf.i D stributed Suspici ous Response Code B ock 2
2.54.132. 32 I srael 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 2
212.179.42.227 |lsrael 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 2
162. 243. 57. 54 Lhited Sates 147.237.77.216 |dover.idf.i D stributed Suspici ous Response Code B ock 2
204.13.201.138 [thited Sates 147.237.77.216 |dover.idf.i D stributed Suspici ous Response Code B ock 1
180. 76. 15. 149 Chi na 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 1
87.69. 100. 14 | srael 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 1
36.229.217. 44 Tai wan 147.237.77.216 |dover.idf.i D stributed Suspicious Response Code B ock 1
124.170.43.191 |Australia 147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 1
62.210.77.51 France 147.237.77.216 |dover.idf.il|Dstributed Suspicious Response Code B ock 1
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