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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
185. 130. 5. 224 147. 237. 76. 200 citanakaidf.il |Bock Uip Al Nets drop 2
185. 130. 5. 224 147.237.76. 201 e atal .idf.il Block_Udp All _Nets drop 2
185. 130. 5. 224 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

198.20.69.98 [147.237.77.19 |lWited Sates |[lawforumidf.il ET DRCP Dshield B ock Listed Source 1
59.45.79.117 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
121 238, 158. 97 |147. 237, 76.34 |hi na yoal an.i o i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.8.27 [China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
94.102. 48.193 [147.237.72.14 |Netherl ands dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
63.142.161.20 |147.237.72.14 |Canada dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77. 233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147. 237. 76. 198 |Chi na e yohal an.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.39 [China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
125 36,192, 181 |147. 237 8. 28 |cni na o nobi | e ks i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
115. 29. 197. 215 |147. 237. 77. 226 |Chi na wwwv chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.23.130.198 [147.237.76. 198 |France e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 77. 243|Chi na nobi | e.i df il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77.226|Chi na wwwy chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72. 217|Chi na eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMirul e drop 36
Sreamng Engine: TCP Invalid i i ssi
66.249.66.60  |Lnited Sates [147.237.76.86 [navy.idf.il 9 =9 Invalid segnent retransmssion. o 16
Ret r ansni ssi on Packet dropped.
85. 250. 161. 178 |l srael 147.237.77. 226 V\lm:w chamatz. aka. idf \paq TCp sequence Invali d sequence nunber noni t or 16
149. 78. 184. 106 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
. . SYN+ACXK retransmt wth .
149. 78. 184. 106 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence different vi ndow scal e monitor |15
217.132. 195. 2541 srael 147.237.77. 234 |hal ag.idf il drop First packet isn't SN drop 13
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
reaning BEngine: TCP Invali i i ssi
185.3.147.165 |Israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Inval id invalid segrent retransmission. |, op 12
Ret ransmi ssi on Packet dropped.
208.109.97.62 [Uhited Sates [147. 237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |9
Sreaming Engine: TGP Invalid i i ssi
2. 54. 43, 189 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 9
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
217.132. 195. 254l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 6
reaning BEngine: TCP Invali i i ssi
109. 64. 111. 200 |I srael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
46.117.63.251 |[Israel 147. 237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout aert 6
Sreanming Engine: TGP Invalid i i ssi
109. 64. 120. 105 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.127.23 |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.117.63.251 |Israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 6
reamn ine: TCP Invali i i ssi
79.183.197. 237 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
84.111.224. 201 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
84.111.224.201 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreamng Engine: TCP Invalid i i ssi
66.249.66.93  |Uited Qates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.69.211.140 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. o 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.153  |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.1.110  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.222.43 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181. 224. 181 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.97.45  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 65. 16. 225  |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.21.247 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
149.78.41. 154 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
37.46. 44. 231 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST alert 3
Sreaming Engine: TGP Invalid i i ssi
79.182.172.179 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.168.223  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 135 I sr ael 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
37.46. 44. 231 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 215. 1981 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 64. 134. 41 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
54.241.198.78 |Uhited Sates [147. 237. 77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |2
. . SN retransmit wth different .
93.172. 236. 109 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ monitor |2
37.26.146.239 |[Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
o SN retransnmit wth different .
109. 65. 10. 163 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Wi ndow scal e noni t or 2
Sreanming Engine: TGP Invalid i i ssi
199.30.24.219 |Uhited Sates |147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
37.46. 38. 236 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2
Sreaming Engine: TGP Invalid i i ssi
46.116.2.137  |israel 147. 237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. . 2
Ret ransni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
46. 19. 86. 135 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
85.64.155.185 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different dert 2
w ndow scal e
80. 246. 136. 205 |l srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |2
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At acker .
Attacker Address count ry Target Address |[Ste Signature
79.179.36.245 I srael 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different fmoni t o
w ndow scal e
46.19. 85. 96 I'srael 147. 237.77. 226 ”iWIWCha”atz'aka"df Bad TCP sequence Inval i d ACK nunber moni t or




02-14-2016-00:04:09 to 02-14-2016-01:04:09

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 249
149.78.154.69 |lIsrael 147.237.77. 216 |dover.idf . il Distributed Suspicious Response Code B ock 236
87.69.211.140 |l srael 147.237.0.19 |nadimatal .idf.i g‘;%'\;”zylfflige Sane Response Code (404) in Session from B ock 169
87.69.211.140 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 117
87.69.211.140 | srael 147.237.0.19 |nadimatal .idf.i g‘;f’e'\;”zylfflzge Sane Response (ode (403) in Session from B ock 58
157.55.39.159 |[Uhited Sates 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 49
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 45
208.109.97.62 [lnited Sates 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 40
157.55. 39. 19 Lhited Sates 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 39
68.180. 228.112 |[thited Sates 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 34
40.77.167.100 |lhited Sates 147.237.77. 216 |dover.idf.il Distributed Suspici ous Response Code B ock 30
50.87.144.145 |Wited Sates 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 25
213. 8. 204. 57 I srael 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 24
192. 249. 66. 247 |Uhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 23
2.54.43.189 | srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 18
46.116. 63.207 |Israel 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 18
84.108.183.75 |[Israel 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 18
46. 19. 86. 135 | srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 18
84.111. 224.201 |Israel 147.237.77. 216 |dover.i df . il Distributed Suspicious Response Code B ock 14
80. 246. 133. 163 |[Israel 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
109. 64.134.41 |l srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 12
46. 19. 86. 153 I srael 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 12
37. 46. 44. 231 I srael 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 11
82. 80. 25. 221 | srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 10
37.142.68.91 I srael 147.237.77. 216 |dover.idf . il Distributed Suspicious Response Code B ock 10
45. 35, 64. 142 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 9
95. 72. 46. 213 :Zg::t”i on 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 8
24.30.103.159 [lhited Sates 147.237.77. 216 |dover.idf .l D stributed Suspici ous Response Code B ock 7
79.182.172.179 |Israel 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 7
176.13.19. 18 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 67. 234. 186 |l srael 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 6
109. 64. 111. 200 |l srael 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 6
31.168. 151. 128 |Israel 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 6
109. 253. 222. 252|I srael 147.237.77. 216 |dover.idf .l D stributed Suspici ous Response Code B ock 6
208.115.113.88 |[Lhited Sates  |147.237.76.86 |navy.idf.il i\"j“yjt :‘gfr 'i izle/dgitﬁ‘sﬁcocrisr; ;S‘;/ showt or um asp Bl ock 6
103. 240.53.52  |New Zeal and 147.237.77. 216 |dover.i df . il Distributed Suspicious Response Code B ock 6
46.19. 86. 93 I srael 147.237.77. 216 |dover.idf.il Distributed Suspici ous Response Code B ock 6
109. 253. 195. 199l srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 6
41.33. 232. 66 Egypt 147.237.77. 216 |dover.i df . il Distributed Suspicious Response Code B ock 6
31.193.51.17 France 147.237.77. 216 |dover.idf .l Distributed Suspici ous Response Code B ock 6
207.225.131. 141|Wnited Sates 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 6
185. 27.106. 118 |l srael 147.237.77. 216 |dover . i df . i Distributed Suspicious Response Code B ock 6
89. 138. 55. 30 I srael 147.237.77. 216 |dover.idf .l D stributed Suspici ous Response Code B ock 6
31.44.138.153 |Israel 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 6
79.176.30.243  |Israel 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 6
84.109.88.235 |[Israel 147.237.77. 216 |dover.idf .l D stributed Suspici ous Response Code B ock 5
93.173.209. 219 |Israel 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 4
91.121.141. 219 |France 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 4
80.246.133.23 [Israel 147.237.77. 216 |dover.idf .l D stributed Suspici ous Response Code B ock 4
2.52.164. 250 | srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 4
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