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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
115. 239. 228. 10 Chi na 147.237. 76. 38 e.eneitav.idf.il |JLM Under Attack _Con Htp drop 2
151. 80. 109. 153 Italy 147.237.76. 31 nakchal .idf.il ock_Udp All _Nets drop 1
185.94.111.1 147.237.76. 200 eitan.aka.idf.il |Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
89.98.3.81 Net her | ands 147.237.77. 216 dover.idf.il Q008: HTITP. Xenu User Agent B ock 2
188. 165. 15. 61 France 147. 237.77. 233 atal.idf.il 228: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.77. 235 |Net her | ands sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.244.111.77 |147.237.76. 199 |Hong Kong e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61.244.111.77 |147.237.0.200 |Hong Kong mdu. i df il ET SCAN Potential SSH Scan 1
61.244.111.77 |147.237.0.19 |Hong Kong madi matal .idf.il ET SCAN Potential SSH Scan 1
27.221.10. 43 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
183. 175. 141. 214|147. 237.0.35 |Chi na akavs. i df il ET SCAN Behavi or a Unusugl ly fast Terminal Server Traffic, 1

Potential Scan or Infection
183. 60. 48. 25 147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.0.15 |Wnited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.193  [147.237. 77. 233 |Net her| ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.244.111.77 |147.237.76. 148 |Hong Kong gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
61.244.111.77 [147.237.0.35 |Hong Kong akavs. i df i | ET SCAN Potential SSH Scan 1
61.244.111.77 [147.237.0.15 |Hong Kong kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
1 231 150 180 |147 237 76,44 |<OT€R Republic| . .o ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force

183. 60. 48. 25 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gqcenter. aka. i of il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

SYNretransmt wth different

93.172. 236. 109 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence . noni t or 76
w ndow scal e
46. 19. 86. 158 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 75
reamng BEngi ne: TCP Invali i i ssi
109. 64.10.132  |Israel 147.237.77. 243 ot e, i o1 | €M NG Engine: TGP Invalid  finvalid segnent retransnission drop 39
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
195. 239. 16. 40 R’SS::I’}W 147.237.77.74 |lawidf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor |26
195. 239. 16. 53 RJSIS::tnion 147.237.77.74 |lawidf.il  |Bl ock HTTP Non Conpl i ant Failed to handle connection data  [monitor |26
Sreanming Engine: TGP Invalid i i ssi
37.26.146.217 |israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segment retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
46. 19. 86. 98 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 9
84.111.12.130 |israel 147.237. 72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 6
217.132.41.104 |lsrael 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 6
208.109.97.62 |lhited Sates  [147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
185. 3. 144. 31 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
reamng BEngi ne: TCP Invali i i ssi
37.26.147.201 | srael 147.237.77. 243 |t e, i o1 | €M NG Engine: TP Invalid — finvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
o SYNretransnmit wth different .
109. 253. 208. 205 I sr ael 147.237.76.42 |refuah.idf.il [Bad TCP sequence vi ndow scal e noni t or 6
reamng BEngi ne: TCP Invali i i ssi
213.57.145.138 |Israel 147.237.72. 166 |akaicr.i1 | 2" €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |drop SAMrule drop 6
85. 64. 47. 237 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 140 I sr ael 147.237.76.86 |navy.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
24.185.168.76 |Wnited Sates  [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 140 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval id ACK nunber aert 5
195. 60. 232.57  |Israel 147. 237. 77. 176 |nat pash. i of . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
. . SYNPAXK retransnmit with different .
185. 32. 179. 248 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow Scal & noni t or 4
Sreaning Engine: TQP Invalid i i Ssi
66.249.66.60  |Lhited Sates  |147.237.76.86 |navy.idf.il g =g nvalid segnent retransnssion. drop 4
Ret ransmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
5.102. 242. 62 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or
reamn ine: TCP Invali i i ssi
79.181.128. 240 |Israel 147.237.72. 166 |aka i of. 11 | €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
176.13.15.239 |israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransnission. drop 3
Ret ransni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54.137. 73 I srael 147.237.72. 166 |aka i of. 11 | €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
77.125.106. 220 |Israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransssion. drop 3
Ret ransmi ssi on Packet dr opped.
Russi an o Sreaning Engine: TGP Invalid Invalid segnent retransnission.
141.8.132. 112 rat i on 147.237. 72. 166 |aka. i df .i | Ret 1 ansMm Ssi on Packet. dropped. drop 3
Sreaning Engine: TGP Invalid i i ssi
79.181. 205. 204 |Israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransnission. drop 3
Ret ransmi ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 253. 200. 13 |Israel 147. 237.72. 166 |aka. i df .11 g =g nval i d segnent retransssion. drop 3
Ret r ansm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.176. 214. 166 |Israel 147 237.77. 243 ot e, i o 11 |21 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
217.132.41. 104 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.182. 167. 107 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.144.228  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 205. 47 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178.217. 181 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.24.204 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.175. 96 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
31.210. 188. 126 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.111  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
5.22.130.241  |Israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransssion. drop 3
Ret r ansmni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179.117. 109 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.68.150.72  |Israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Russi an o Sreaning Engine: TGP Invalid Invalid segnent retransnission.
130. 193. 51. 49 rat i on 147.237. 72. 166 |aka. i df .i | Ret 1 ansMm Ssi on Packet. dropped, drop 3
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109. 253. 134. 152|I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or
195. 239. 16. 53 gj:;;”ion 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [noni tor
31.210. 187. 112 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber moni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
149.78.154.69 |Israel 147.237.77.216|dover.i df .il D stributed Suspici ous Response Code B ock 236
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock 207
66.249.81.212 |[Israel 147.237.77.216|dover.i df .il O stributed Suspicious Response Code B ock 74
66.249.81.218 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 70
109. 66. 171. 174 |l srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 57
79.180.100.22 |Israel 147.237.0.34 [tikshuv.idf.i] [J00 MW O ‘he Sane Fesponse (e (404) n Session from g oo 54
52.16.5. 197 Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 53
157. 55. 39. 19 Lhited Sates 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 44
89. 138. 66. 69 I srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 40
68.180.228. 112 |Lited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 39
89.138.171.64 [Israel 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 32
79.183.59.157 |l srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 30
208.109.97.62 |Liited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 30
93.172.236.109 |[Israel 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 28
40.77.167.100 |thited Sates 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 27
109. 186. 183. 134|I srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 26
50.87.144.145 [Lnited Sates 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 25
192. 249. 66. 247 |lLnited Sates 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 24
85. 64. 154. 3 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 23
5. 28. 144. 167 I srael 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 22
89.139.234.12 |[Israel 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 20
37.26.149.192 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 19
79.182.13.182 [Israel 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 18
46.116.160.92 |Israel 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 14
84.228. 48. 82 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response CQode B ock 13
176.13.1. 26 I srael 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 12
89.138. 212. 197 |[lIsrael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 12
149.78.21.206 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 10
37.8.81.128 gl’lazlcis;iig;an Territory, 147.237.77.216|dover.i df .il D stributed Suspi ci ous Response Code B ock 10
2.54.179. 243 | srael 147.237.77.216|dover.i df . il D stributed Suspici ous Response Code B ock 10
31.210.187.214 |[Israel 147.237.77.216|dover.i df . i D stributed Suspici ous Response Qode B ock 9
41.33.232. 66 Egypt 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 9
84.111.189.76 |lsrael 147.237.77.216|dover.i df . il D stributed Suspici ous Response Code B ock 8
37. 46. 39. 109 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 8
109. 67. 105. 235 |l srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 8
109. 64. 148.41 |l srael 147.237.77.216|dover.i df . il D stributed Suspici ous Response Code B ock 8
82.205. 113. 88 (F;a]ceus;ii;ijan Territory, 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 8
45. 35, 64. 142 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 8
109. 253. 201. 93 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 8
109. 67.56. 220 |l srael 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 7
67.141. 240. 132 |Lhited Sates 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 7
89. 139. 29. 13 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 7
82. 80. 25. 221 I srael 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 6
24.106.185.35 |[Lhited Sates 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 6
46. 19. 86. 113 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 6
157.55.39. 159 |Uited Sates 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 6
85.65.114.110 |l srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 6
2.54.13.27 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 6
5.22.135. 140 I srael 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 6
46. 19. 85. 228 I srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 6
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