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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site

|signature |Device Action |Count |
80. 246. 136. 209 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 65
122.72.0.126 Chi na 147.237.0. 200 ndu.idf.il Frk_Under Attack Con_Tcp drop 2
89.248.174. 4 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qunt ry Target Address |Site |Sgnal ure Devi ce Action |Oount
198. 245. 64. 42 Lhited Sates 147.237. 72. 166 aka.idf.il 0543: HTTP. php.cgi Access B ock 1
198. 245. 64. 42 Lhited Sates 147. 237. 76. 86 navy.idf.il 0543: HTTP. php.cgi Access B ock 1




02-13-2016-18:04:03 to 02-13-2016-19:04:03

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
80, 246. 133. 100|147 237 77 233 |1 1 ael atal idh il ET DG5S Large anmount of TCP ZeroWndow - Possible Niller2 DDos 5

attack
218. 246. 0. 97 147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 26.38. 111  |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
120.26.38. 111 |147.237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
120. 26.38. 111  |147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
120.26.38. 111  |147.237. 76. 148 [Chi na gacenter. aka i df.il[ET SCAN Potential SSH Scan 1
114.112.90. 54  |147.237. 77. 178 |Chi na enatpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102.48.193  [147.237. 76. 176 |Net her| ands test.ncore.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
82.117. 208. 243 |147.237.8.28 e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 198 [Chi na eyonalanidf.il |ET SCAN NVAP -sS w ndow 1024 1
177. 242. 200. 113(147. 237. 72. 14 |Mexi co dover.idf.il (ol d) ET SOAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
120.26.38.111 |147. 237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
120.26.38. 111  |147. 237. 76. 198 [Chi na eyonalanidf.il |ET SCAN Potential SSH Scan 1
120. 26.38. 111  |147.237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
120.26.38.111 |147.237.76.86 [China navy.idf.il ET SCAN Potential SSH Scan 1
112 140.195 7 |147 237 0 15 [Korea Republic | o . df.HEI' SJAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
94.102.48.193 [147.237.76.38 [Netherlands eenmitav.idi.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
109. 67. 120. 174 |I srael 147, 237. 76. 200 |ei tan. aka.icf.i1 |2 " SN g Engine P Invalid Inval i d segnent retransmssi on. drop 147
Ret ransm ssi on Packet dr opped.
s SWNretransmit wth different .
79.177.200. 43 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 22
79.177.200. 43 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different alert 20
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
84.108. 109. 73 |Israel 147.237.76.31 |nakchal .idf. il 9 =g vl i d segnent retransmssi on. drop 16
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 66. 155. 57 |l srael 147.237.72. 166 |aka. i of .i | Stream g Engine P Invalid Inval i d segnent retransmssi on. drop 15
Ret ransm ssi on Packet dr opped.
46.19.86.156  [Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 11
79.183.5.213  |Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
41.33.231.90 |Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
109. 67. 105. 20 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
reamng BEngine: TCP Invali i i ssi
109. 253. 156. 11 |I srael 147.237.77. 243 |mobi e iop i1 | €AMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
o SWNretransnmit wth different
79.177.200. 43 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ aert 9
109. 67.105. 20 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different oo vor o
w ndow scal e
R SWNretransnmit wth different .
79.177.200. 43 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ noni t or 9
reaming BEngine: TCP Invali i i ssi
37.142.177.92 |israel 147,237, 72. 167 [i shurimaka i i || SAM NG Engine: TP Invalid —finval id segnent retransnissi on drop 8
Ret ransm ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrule drop 8
94. 230. 86. 233 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 8
212. 143. 142. 56 |I srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 7
41.33.232.66 |Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaming Engine: TGP Invalid i i ssi
84.228.52.181 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.119. 44 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
80. 246. 137. 74 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 238 |Wited Sates |147.237. 72. 166 |aka i df .l 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
185.3.144.29 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.149. 141 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
5.102. 242. 221 |[lsrael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.0.17 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
5.102.254.115 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46.38.243  |Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 5
72.28.234.227 |Wited Sates |147.237.77.176|matpash.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
208.109.97.62 [Lhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data noni t or 5
132. 66. 223. 214 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
185. 3. 144. 106 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 67. 105. 20 |l srael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout aert 4
185. 120. 125. 29 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
198. 204. 249. 34 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
31.210.186. 84 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACGK nunber noni t or 4
46.120.73.205 [israel 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.102.242.192 |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
93.172.172. 121 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.148  [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
reaming BEngine: TCP Invali i i ssi
213.8.204.23 [israel 147. 237,77, 243 |nti 1o i i1 | S@M NG Engi ne: TCP aid Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.67.10.67 |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
79. 178. 100. 236 |l srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.19.60 |israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
185. 120. 125. 29 147. 237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82. 166. 237. 150 |l srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
109. 67. 128. 253 |I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148. 246 |Israel 147.237.72. 166 |aka. i of . i 9 =g vl i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
46.117. 141. 143 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.28  |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |S gnature Devi ce Action |Oount |
149. 78. 154. 69 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 236
66. 249. 69. 26 I srael 147.237.77.216 |dover.idf.il O stributed Suspicious Response Code B ock 225
213.8.124.10 I srael 147.237.0. 19 nadi matal .idf.il [Dstributed Suspicious Response Qode Bl ock 59
52.16.5. 197 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 50
157. 55. 39. 219 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 50
79.178.62.123 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 48
208. 109. 97. 62 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 42
68.180.228.112 [Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 36
5.102. 242. 221 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 36
176.13.22. 174 I srael 147.237.0.19 nadi matal .idf.il |[Dstributed Suspicious Response Code Bl ock 35
213.57.154.55 I srael 147.237.0.19 madi matal .idf.il [Dstributed Suspicious Response Qode B ock 30
217.132.154. 183 |[lIsrael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 28
5.29.78.38 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 26
109. 67.120. 174 |l srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 24
109. 67. 169. 188 [Israel 147.237.0. 19 nadi matal .idf.il |Dstributed Suspicious Response Qode Bl ock 24
192. 249. 66. 247  |Uhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Code Bl ock 24
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 23
84.109.125.182 [Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 22
62.90. 179. 227 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 22
80. 246. 136. 158 [l srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 22
109. 66. 194. 169  [Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 21
2.54.53. 203 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response CGode Bl ock 20
109. 253. 140. 142 |l srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 18
37.142.253. 4 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 18
37.142.145. 74 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 18
41.33.232. 66 Egypt 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 18
46.19. 86. 123 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 18
109. 253. 203. 169 [l srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Code Bl ock 18
37.26. 148. 247 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 18
5. 28. 155. 206 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 16
94. 159. 167.230  |Israel 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 14
79.183.203.157 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
149. 50. 66. 165 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 13
46.121. 159. 4 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 12
213.8.124. 10 I srael 147.237.0.19 nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 12
79.178. 35. 254 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 12
79.182.28.21 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 12
81.241.113.31 Bel gi um 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 12
176.13.9. 126 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 12
80. 246. 136. 28 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 12
46. 19. 86. 159 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 12
85. 64. 122. 199 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 12
37.46.38. 243 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 12
37.26.147. 214 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 12
217.132.91.164 |[Israel 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 11
109. 64. 98. 7 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock 11
31.154.19. 210 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 11
109. 67. 21. 205 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code Bl ock 10
46. 19. 85. 148 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode Bl ock

176.13.17. 170 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock
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