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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  [Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
1.93.51. 221 Chi na 147.237.76. 34 yohal an.idf.il [JLMPurple Gon_Limt_Tcp drop 1




02-13-2016-15:04:03 to 02-13-2016-16:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
113. 59. 33. 61 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NVAP -f -sS 1
111. 207. 243. 73 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
40. 76. 83. 120 147.237.76.200 |wited Sates eitan aka.idf.il ET SCAN Potential SSH Scan 1
1.93.51.221 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
120. 24. 54. 239 147.237.76.177  |China ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 59. 33. 61 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
111. 207. 243. 73 147. 237.8. 45 Chi na e.eitanidf.il ET SCAN Potential SSH Scan 1
40. 76. 83. 120 147.237.76.147 |Wited Sates chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
128.199. 62. 41 147.237.77.216  |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
113. 59. 33. 61 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
109. 66. 157.79 |l srael 147.237.76. 147 |chinuch aka i i1 || €AM NG Engine: TCP Invalid invalid segnent retransnissi on drop 123
Ret ransm ssi on Packet dr opped.

s SWNretransnmit wth different .
84.229.174.72 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |40
46. 19. 86. 183 I sr ael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber nonitor |35

Sreamng Engine: TCP Invalid i i ssi
77.127.209. 155 |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 24
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
109. 66. 213.18  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 21
Ret ransnm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 13
Sreanming Engine: TGP Invalid i i ssi
46.121.107. 219 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 11
46. 19. 86. 59 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
31.210.187.184 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 7
208.109.97.62 |lnited Sates |147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |6
5.22.129.89 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
reamng BEngine: TCP Invali i i ssi
79.181.149. 221 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
132.66.237.70  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
217.132.37.237 |Israel 147. 237. 77. 243 |nobi | e. i of . i | Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.183. 141. 201 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
37.46. 41. 80 I sr ael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber noni t or
185. 120. 126. 31 147.237.72. 166 |aka. i of . i | dr op SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
213.57. 146. 214 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
91.200.12. 7 Lkr ai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop
46.19.85.167  |Israel 147.237.77. 226 Wi‘“l”“Cha”atz'aka"df Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreaning Engine: TCP Invalid i i ssi
79.181.4.169 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
31.210.188.13 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |3
Sreanming Engine: TGP Invalid i i ssi
77.126.203.47 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176. 222. 198 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
87.69.122.113 [Israel 147. 237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber alert 3
reamn ine: TCP Invali i i ssi
185.3.147.121 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 194 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
79.178.101.20 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
87.69.122.113 |Israel 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d ACK nunber monitor |3
46. 19. 85. 221 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
109.64.8.123  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi
5.22.130. 68 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid [ i ssi
46.19.86.158  |Israel 147.237.77. 243 |nobile. i f . 9 =g Invalid segent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi
79.178. 144. 137 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreaning Engine: TGP Invalid [ i ssi
84.228.12.99  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi
79.183.148.5  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
109. 64. 137.66 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.142.6  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid [ i ssi
109. 253. 147. 178|l srael 147.237.77. 243 |nobile. i f . 9 =g Invalid segent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi
77.125.99.162 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.54.191.237  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi
79.176.184. 170 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreamng BEngine: TCP Invalid i i ssi

109.66.58.41  |Israel 147.237.72. 166 |aka. i df .| g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

5.22.135. 189 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

62.219.132.230 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TAP Invalid i i ssi

5.29. 52. 169 I srael 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149.78.154.69 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 236
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df .i | DO stributed Suspici ous Response Qode B ock 195
46.117.23. 83 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 114
46. 19. 86. 230 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 104
109. 253. 135. 232/l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 84
31.154.135.152 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 78
2.54.16.70 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 66
46. 19. 86. 230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 63
208.109.97.62 |lnited Sates [147.237.77.216|dover.idf .l D stributed Suspicious Response Code Bl ock 42
157.55.39.219 |Uited Sates |147.237.77.216|dover.idf .il D stributed Suspici ous Response Code Bl ock 40
52.16.5. 197 Lhited Sates |147.237.77.216|dover.idf .il DO stributed Suspici ous Response Qode B ock 37
2.54.136. 100 I srael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code Bl ock 37
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code Bl ock 35
109. 253. 135. 232I srael 147.237.0.19 |nadi matal .idf. i Igc;.'\gg f;st 293286‘”'3 Response Cbde (404) in Session from Bl ock 30
66. 102. 8. 238 Lhited Sates |147.237.77.216|dover.idf .il O stributed Suspicious Response Qode B ock 28
132. 66.231. 153 |Israel 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code Bl ock 27
2.54.191. 235 I srael 147.237.77.216|dover. i df . il O stributed Suspicious Response Code B ock 26
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Qode B ock 24
185.32.179.54 |lIsrael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 24
176.13.13. 72 I srael 147.237.77.216|dover. i df . il O stributed Suspicious Response Code B ock 20
84.108. 138. 192 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Qode B ock 20
109. 186. 26. 103 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code Bl ock 20
213.57.50.164 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 17
87.68.155.196 [l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Qode B ock 17
46.117.23. 83 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 16
46.121.74.73 I srael 147.237.77.216|dover. i df .i | O stributed Suspicious Response Code B ock 14
85. 250. 224. 65 |l srael 147.237.77. 216 |dover . i df . i | DO stribut ed Suspicious Response Qode B ock 14
185.32.179.66 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 14
79.183.197.17 [Israel 147.237.77.216|dover. i df .i | O stributed Suspicious Response Code B ock 14
82. 80. 25. 221 I srael 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Qode B ock 13
37.26.149.178 |Israel 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code Bl ock 12
41. 33.232. 66 Egypt 147.237.77.216|dover. i df .i | O stributed Suspicious Response Code B ock 12
78.84.166.222 |Latvia 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Qode B ock 12
46.19. 86. 230 | srael 147.237.0.19 |madimatal .idf.i I(éc.Jll\:réyG.Ong(t)he Sane Response Code (403) in Session from B ock 12
77.126.9. 162 I srael 147.237.77.216|dover.idf . il D stributed Suspicious Response Code Bl ock 12
46. 19. 85. 182 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 12
31.210.187.184 |[Israel 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response CQode B ock 12
2.54.178. 246 I srael 147.237.77.216|dover.idf . il D stributed Suspicious Response Code Bl ock 10
192. 249. 66. 247 |Uited Sates  [147.237.77.216|dover.idf . il D stributed Suspici ous Response Code Bl ock 10
2.54.149. 143 I srael 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 10
109. 186. 185. 226|I srael 147.237.77.216|dover.idf . il D stributed Suspicious Response Code Bl ock 9
45. 35. 64. 142 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 9
2.54.28.172 I srael 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response CQode B ock 9
31.154.135. 152 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 9
89. 138. 34. 59 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 8
79.179.104.86 |Israel 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response CQode B ock 6
46.19. 86. 39 I srael 147.237.77.216|dover.idf . il D stributed Suspicious Response Code B ock 6
176.13.22.149 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 6
46.121.96.117 |Israel 147.237.77. 216 |dover . i df .i | DO stributed Suspici ous Response Qode B ock 6
5. 29. 236. 142 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
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