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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
79.177. 149. 88 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
185.94.111. 1 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np All Net dr op 1
89.248.174. 4 Net her | ands 147.237.76. 199 e. nakchal .idf.il Bock Np All _Net drop 1
89. 248.174. 4 Net her | ands 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1




02-13-2016-14:04:03 to 02-13-2016-15:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 110 France 147.237.77. 216 dover.idf.il (228: HITP:  AhrefBot craw er B ock 1




02-13-2016-14:04:03 to 02-13-2016-15:04:03

|Top Attackers In |D|

Target Address étotuan(ikre; Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
96. 56. 7. 42 147.237.0.33 |lhited Sates  |idf.il ET SCAN Potential SSH Scan 1
96.56. 7. 42 147.237.0.16 |lWiited Sates  |ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91. 201. 236. 113 [147. 237. 76. 30 |krai ne hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
77 126, 185. 112 |147 237 77 2331 sr el atal idh il ET DOS Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
45.32.39.185 |147.237.77.178 e. nmat pash. i df i | ET SCAN NVAP -sS w ndow 2048 1
218.246.0.97 |147.237.76.30 |China hi mush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
96. 56. 7. 42 147.237.0.34 |Whited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
96. 56. 7. 42 147.237.0.19 |lhited Sates  |nadimatal.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.193 |147.237.76.30 [Netherlands hi mush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
80.82.79.104  |147.237.76. 176 |Net her | ands test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.32.39.185 |147.237.77.178 e. nmat pash. i df i | ET SCAN NVAP -sS w ndow 4096 1
45.32.39.185 |147.237.77.178 e. matpash.idf.il ET SCAN NVAP -f -sS 1
218.246.0.97 |147.237.76.34 |China yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.72.217|China eidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

SYNretransmt wth different w ndow

84.229.174.72 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence ocal e nonitor |47
Sreaming Engine: TGP Invalid i i ssi

77.127. 209. 155 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Facket |, ., 24
Ret r ansn ssi on dr opped.

2.54.47.186 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

79.177.99. 251 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 12

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 12

46. 19. 85. 66 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi

46.19.86.83  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Facket |, ., 12
Ret ransm ssi on dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
Sreamng Engine: TCP Invalid i i ssi

84.111. 188. 237 |I srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 8
Ret ransm ssi on dr opped.

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop

41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

. . . . SYNVACK retransmit with different .

46. 19. 85. 66 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence vi ndow scal e noni t or 7

46. 19. 86. 47 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

178. 255. 215. 87 |France 147.237.72. 166 |aka.i of .il drop SAMrule drop
Sreaming Engine: TGP Invalid i i ssi

109. 253. 129. 44 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Facket |, ., 6
Ret r ansn ssi on dr opped.

41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreamng Engine: TCP Invalid i i ssi

176.13.2.84  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Facket g, 6
Ret ransm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249. 64. 133 |United Sates |147. 237. 77. 234 |hal ag. i df .1 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249. 64,139 |Wnited Sates [147. 237. 7. 234 |hal ag.i of .i 9 =g Invalid segnent retransmssion. Facket |, ., 4
Ret ransm ssi on dr opped.

208.109.97. 62 |Wited Sates |147. 237. 77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4

185. 120. 126. 31 147.237.72. 166 |aka.i of .i drop SAMrule drop 4

2.54.181.244 |Israel 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

178. 255. 215. 87 |France 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4

197.167.0.79  |Egypt 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4

o SYN+ACK retransmt with different .

185.32.179.19 |[Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal 6 monitor |4

46.19.86.249 |Israel 147.237.72. 166 |aka.idf.il SYN Attack rej ect

2.54.47. 186 I srael 147.237.72. 166 |aka.idf . il SYN Attack rej ect
Sreaming Engine: TGP Invalid i i ssi

77.127.220.88 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. Packet | 3
Ret ransn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

87.68.43.103 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

2.54.172.186 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. Packet | 3
Ret ransn ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

109. 66.16.77  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

84.110. 184. 84 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. Packet | 3
Ret ransn ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi

87.68.79. 2 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.

46.19.86.249  |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i SSi

109. 66. 48. 250 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

185. 120. 126. 74 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i SSi

79.182.9.105 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.

213.8.204.27 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

2.54.8.133 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

109.66.112.5 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

79.183.4.157 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. Packet | 3
Ret ransnm ssi on dr opped.

109. 67. 57. 123 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert

46.19.86.249  |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert

160.229.3.91 [United States [147.237.76.31 |nakchal .idcf.il  [Bl ock HTTP Non Gonpliant [ \1©9d header fornat detected: Malforned |, ;.. |,

HITP fornat in request

Sreamng Engine: TCP Invalid i i ssi

66.249. 64,250 |Wnited Sates [147. 237. 7. 234 |hal ag.i df .i 9 =g Invalid segnent retransmssion. Facket g, 2
Ret ransm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

157.55.2.132  |Wnited Sates [147. 237. 76. 200 [ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, ) 2
Ret ransm ssi on dr opped.

109. 67. 57. 123 [l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |2

41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i Bad TCP sequence noni t or 2

84.94.20.189 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

68.180.229. 94 [lnited Sates |147.237.0.15 |kosher-kravi.idf.i|dr op Frst packet isn't SYN drop 2




02-13-2016-14:04:03 to 02-13-2016-15:04:03

|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry Target Address |Site |S’ gnature Devi ce Action |Count |
149. 78. 154. 69 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 235
66. 249. 69. 26 I srael 147.237.77.216 |dover.idf.il O stributed Suspici ous Response Gode Bl ock 191
109. 253. 220. 189 |[Israel 147.237.0. 19 nmadi matal .idf.il |DOstributed Suspicious Response Code B ock 60
52.16.5. 197 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 57
84.108. 43. 199 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 49
109. 67. 196. 196 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 45
109. 253. 138. 30 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 42
68. 180. 228. 112 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 38
46.19. 86. 15 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 32
208. 109. 97. 62 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 31
66. 102. 8. 238 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 30
157. 55. 39. 209 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 30
82.205. 113. 88 Palestinian Territory, Gecupied |147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 28
41.33.232. 66 Egypt 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 24
176. 13. 23. 156 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 24
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 23
109. 67. 22. 236 I srael 147.237.77.216 |dover.idf.il O stributed Suspici ous Response Gode Bl ock 22
77.126.185. 112 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 20
46. 19. 86. 143 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 20
176.13.2.55 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 18
85. 65. 26. 236 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
109. 65. 183. 45 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 12
46.121. 137. 150 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 12
157. 55. 39. 31 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 12
89. 139. 150. 68 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 12
82. 80. 25. 221 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 11
79.182.58. 231 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 8
37.142.68. 95 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 8
213.57.178. 214 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 8
109. 67. 57. 123 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 8
45. 35, 64. 142 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 8
109. 65. 176. 156 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 8
80. 246. 130. 48 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
109. 65. 2. 224 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 6
109. 253. 209. 165 |l srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
176. 13. 2. 103 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
79. 180. 155. 254 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 6
109. 253. 210. 20 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 6
46.19.86. 77 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
79. 183. 234. 226 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 6
149. 78. 119. 148 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 6
66. 249. 81. 212 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
2.54.173. 247 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 6
46.121. 245. 104 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 6
109. 66. 36. 83 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
89.138. 119. 108 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 6
109. 253. 207. 95 I srael 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 6
46.19. 85. 28 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 6
80. 246. 137. 179 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Gode B ock 5
205. 203. 135. 1 Lhited Sates 147.237.77.216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 5
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