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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
89.248.174. 4 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
112.118.55. 231 Hong Kong 147. 237. 76. 200 eitan aka.idf.il Bl ock_Udp All _Nets drop 1
79.113.111.134 Romani a 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

77.248.12. 153 Net her | ands 147.237.76.42 |refuah.idf.il| |14331: HITP. Suspicious User-Agent (M Session) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

193. 201. 227. 120(147. 237. 76. 147 |kr ai ne chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
193. 201. 227. 120(147.237.0. 15 |Wkrai ne kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 160. 3. 40 147.237.0. 15 Mexi co kosher-kravi .idf.il . 1
Potential Scan or Brute Force
115.28.218.77 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 79. 104 147. 237.76.31 |Net herl ands nakchal .idf .il ET SCAN NVAP -sS wi ndow 1024 1
45.32.39. 185 147. 237. 76. 148 ggcenter. aka. i df . il ET SCAN NVAP -sS wi ndow 4096 1
198. 20. 69. 98 147.237.72.156 |Lhited Sates |aman.idf.il ET DRCP Dshiel d B ock Listed Source 1
193. 201. 227. 120|147.237.0. 16  |Wkrai ne ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
187. 160. 3. 40 147.237.0.35 Mexi co akaws. i df.il i 1
Potential Scan or Brute Force
130. 211. 100. 171]147. 237.76.39 [thited Sates |mobile.neitav.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Target Address

dte

Signature

CGountry

Sreamng Engine: TCP Invalid

Inval i d segnent

ret ransmssi on.

Ret r ansm ssi on

Packet dropped.

87.71.11.71 I srael 147.237.76. 200 [ei tan. aka.i df .i | > dro 204
Ret ransm ssi on Packet dr opped. P
. . SWNretransmit wth different .
80. 178. 15. 204 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence wi ndow scal e noni t or 69
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
37.26.146.201 |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
80.146. 218. 44 |Ger nany 147.237.76. 200 |ei tan. aka. i of . i1 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.21.221 |Israel 147. 237.76. 200 |ei tan. aka.i of . il 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.54.58.125 |Israel 147.237.77. 243 |nobi l . i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 115. 86 |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 10
Ret ransm ssi on Packet dr opped.
79.177.125. 158 |l srael 147.237.77.216 |dover.idf.il  |Bad TOP sequence SN retransmt wih different monitor |10
w ndow scal e
41.217.160.89 |Egypt 147.237.0.34 |tikshuv.idf.il |drop Frst packet isn't SYN drop 8
208. 80. 155. 224 [Lhited States |147.237.77.170 |naarachot.idf.il [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrule drop 8
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
62.210.181.90 |France 147.237. 77. 216 |dover.idf i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i SSi
79.176.224.43 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
2.54,149.78 | srael 147.237.0.19 |nadimatal.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
185. 120. 126. 77 147.237.77.216 |dover.idf.il  |Bad TOP sequence SN retransmt wih different monitor  [6
w ndow scal e
o SWNretransnmit wth different .
79.178.134.89 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence i ndow scal e noni t or 6
5.22.135.156  |[lIsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232.66  |Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
185.120. 126. 31 147.237.72. 166 |aka.idf .il dr op SAMrul e drop
79.181.16. 240 |Israel 147.237.77.216 |dover.idf.il  |Bad TOP sequence SN retransmt wih different monitor (4
w ndow scal e
213. 8. 204. 27 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
54.165. 198. 146 [Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i i SSi
79.179.186. 46 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 107. 221 |I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 89 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
109. 186. 185. 23 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
176.13.9.202 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.143 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
82.166. 29. 249 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence S retransmt wth different monitor (3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.180.161. 94 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
5.102. 254. 202 |l srael 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 3
84.111.189. 76 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt wth different moni tor |3
w ndow scal e
37.46.39.142  |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
207.232. 21. 105 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
84.95.59.181 |Israel 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 66. 222. 85 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
. . SWretransmit wth different .
87.71.11.71 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
Sreanming Engine: TGP Invalid i i ssi
149.78.60.5  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.230.17.21 [Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 64. 111. 166 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.109.38 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 67. 108. 234 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168. 147. 148 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
2.52.141.65  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.65.2.34  |israel 147, 237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. dr op 3
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At t acker .
count ry Target Address |Ste Signature
149.78.27.221 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence SYN retransnt wth different nmoni t or
w ndow scal e
208.109.97.62 |lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
Sreamng BEngine: TCP Invalid i i ssi
62.90.219.99 [Israel 147.237. 72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 236
185. 120. 126. 77 147.237.77.216|dover. i df .i| |Dstributed Suspicious Response Code B ock 236
149.78.154. 69 |l srael 147.237.77.216 |dover.idf.i| |Distributed Suspicious Response Code B ock 202
213.57.169. 189 |l srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 114
87.71.11. 71 I srael 147.237.77.216|dover. i df .i| |Dstributed Suspicious Response Code B ock 62
149.78.193. 183 |Israel 147.237.0.34  [ti kshuv. i df . |00 " O the Sae Response @de (404) fn Session from g o 56
157.55.39.209 |[Uited Sates 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 34
68.180.228.112 [lhited Sates 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 33
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i | |Distributed Suspicious Response Code B ock 32
87.68.155.196 |lsrael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 29
157. 55. 39. 31 Lhited Sates 147.237.77.216|dover.idf.i | |Distributed Suspicious Response Code B ock 28
176. 106. 46. 74 glcis;iigijan Territory, 147.237.77.216|dover.i df .i| |Dstributed Suspicious Response Code B ock 25
176. 13. 4. 147 I srael 147.237.77.216|dover.i df .i| |Dstributed Suspicious Response Code B ock 24
109. 253. 208. 206 srael 147.237.77.216 |dover.idf.i| |Distributed Suspicious Response Code B ock 22
84.111.189.76 |lsrael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 22
208.109.97.62 |[thited Sates 147.237.77.216|dover.i df .i| |Dstributed Suspicious Response Code B ock 20
50.87.144.145 [lnited Sates 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 19
5.29.197.57 | srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 18
82.166.29.249 |[Israel 147.237.77.216|dover. i df .i| |Dstributed Suspicious Response Code B ock 17
85.64.132.111 [Israel 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 17
41. 33.232. 66 Egypt 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 15
2.54.151. 145 I srael 147.237.77.216|dover. i df .i| |Dstributed Suspicious Response Code B ock 14
82. 80. 25. 221 I srael 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 14
99. 4. 164. 255 Lhited Sates 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 14
5. 28. 146. 23 I srael 147.237.77.216|dover. i df .i| |Dstributed Suspicious Response Code B ock 13
109. 64. 111. 200 |l srael 147.237.77.216 |dover.idf.i| |Distributed Suspicious Response Code B ock 13
109. 67. 154. 218 |l srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 12
31.210.187.150 |[lIsrael 147.237.77.216|dover.i df .i| |Dstributed Suspicious Response Code B ock 12
94.159. 156. 227 |[Israel 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 12
46.117.238.1 | srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code Bl ock 12
176.13. 1. 236 I srael 147.237.77.216|dover.i df .i| |Dstributed Suspicious Response Code B ock 12
82.205. 113. 88 gcis;ii:(ijan Territory, 147.237.77.216|dover.idf . i | |Dstributed Suspicious Response ode B ock 12
109. 65. 173. 1 | srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 12
131. 253. 25. 145 |Uited Sates 147.237.77.216|dover. i df.i | |Distributed Suspicious Response Code B ock 11
212.116. 172. 230|1 srael 147.237.77. 216 |dover.idf.i| |Distributed Suspicious Response Qode B ock 10
89.138.246.55 |Israel 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 10
45. 35, 64. 142 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 9
94.230. 86. 246 [Israel 147.237.77. 216 |dover.idf.i| |Distributed Suspicious Response Qode B ock 8
46.117.129.42 |Israel 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 8
156. 199. 69. 218 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 6
176.13.21. 174  |Israel 147.237.77. 216 |dover.idf.i| |Dstributed Suspicious Response Qode B ock 6
31.168. 147. 148 |l srael 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 6
84.111.242. 143 [Israel 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 6
46.19. 85. 176 I srael 147.237.77.216 |dover.idf.i | |Distributed Suspicious Response Qode B ock 6
109. 67.162.46 |Israel 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 6
37.142.152.225 [israel 147.237.77.216|dover. i df.i| |Distributed Suspicious Response Code B ock 6
5.28.171. 222 I srael 147.237.77.216 |dover.idf.i| |Dstributed Suspicious Response Code B ock 6
149. 88. 197. 142 |Israel 147.237.77.216|dover. i df . i | |Ostributed Suspicious Response Code B ock 6
46.19. 85. 130 I srael 147.237.77.216|dover. i df.i| |Distributed Suspicious Response Code B ock 6
84.94. 160. 76 I srael 147.237.77.216 |dover.idf.i | |Distributed Suspicious Response Code B ock 6
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