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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

158. 130. 6. 191 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
66. 249. 64. 41 | srael 147.237.0. 16 ny- kosher-kravi .i df.i| |TGP handshake viol ation, first packet not syn |drop 1
79.176. 4. 235 | srael 147.237.72. 166 aka.idf.il ock Np Al Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature

89.216. 115. 8 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count |
50. 204. 188. 142 147. 237. 8. 45 Lhited Sates e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
211. 215. 19. 235 147.237.8.50 Korea, Republic of e tikshuv.idf.il ET SCAN Potential SSH Scan 1
31.184. 195. 114 147. 237.77.178 Russi an Federation e. mat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
211.215.19. 235 147.237. 8. 45 Korea, Republic of e.eitanidf.il ET SCAN Potential SSH Scan 1
211.215. 19. 235 147.237. 8. 24 Korea, Repudlic of e lifestyleidf.il ET SCAN Potential SSH Scan 1
125. 212. 232. 146 147. 237.76. 39 M et nam nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.77. 178 Chi na e. mat pash. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 8. 45 Lhited Sates e.eitanidf.il ET SCAN NVAP -sS wi ndow 2048 1
50. 204. 188. 142 147. 237.8. 45 Lhited Sates eetanidf.il ET SCAN NVAP -f -sS 1
211.215. 19. 235 147.237. 8. 46 Korea, Republic of e. chinuch.idf.il ET SCAN Potential SSH Scan 1
211.215.19. 235 147.237.8. 27 Korea, Republic of e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
125. 212. 232. 146 147. 237.76. 39 Mi et nam nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 4096 1
114. 112. 90. 54 147. 237.0. 35 Chi na akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.176 Chi na nat pash. i df .| ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 38 Chi na e.e.nmeitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher -kravi . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
37.26.148.255 |lsrael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 30
185. 120. 126. 31 147. 237. 72. 166 |aka.i of .i dr op SAMrule drop 24
46. 19. 86. 142 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 14
109. 253. 138. 58 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
87.69.55.159 |l srael 147.237.77. 233 |atal i cf il Bad TCP sequence S retransmt with different oo |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
80.246.136.21 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.127.209. 155 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 130. 253|i srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
109. 253. 138. 58 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert
109. 64. 20. 160 |l srael 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |reject 5
109.64.20.160 |Israel 147.237.0.34  |tikshw.idf.il Bad TCP sequence SYNRACK retransmt with monitor |5
di fferent w ndow scal e
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
31.154.149.23 [Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.22.131.68 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber monitor |4
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
212. 227. 100. 244|Ger many 147.237.77. 216 |dover.idf .i | B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
Sreaning Engine: TGP Invalid i i ssi
79.179.5.116  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.210.180.52 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.68.75.101  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 176. 113 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.30.135 | srael 147. 237. 77. 243 |mobi l e.i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
141.8.132.112  [C 2 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi ssi on Packet dr opped. drop 3
- ) SYNtAXK retransmit with .
46. 19. 85. 90 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79.180.120.57 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.8.123  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.138. 107 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
149.78.72.178 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3
66. 102. 9. 117 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 3
Russi an . o Streaning Engine: TCP Invalid [invalid segrent retransmission.
93.158.152.49 |- 0 S 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid ' i ssi
79.181.54.106 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.107.65 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
46.19. 85. 114 I srael 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
5.22.131. 20 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 17 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
208.109.97.62 |lLited Sates |[147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 2
213. 8.204. 12 I srael 147.237.72. 166 [aka. i df .i | B ock HTTP Non Conpli ant Fail ed to handl e connection data |[nonitor |2
188. 120. 148.54 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber monitor |2
46. 19. 85. 90 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
68.180. 229. 173 |Wnited Sates |147.237.72. 166 |aka i df .l g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
46.19. 86. 115 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
31.210.186.17 |lIsrael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
5.22.131.61 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
62.210.132. 11 |France 147. 237, 77. 121 |e. navy. i df . i Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 2
enf or cenent
212.179.57.94  |israel 147.237.77. 226 [} chanatz. aka.idf 1paq TOP sequence Invalid ACK nunber moni tor |2
66.102. 9. 127 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 2
169. 229. 3. 91 Lhited Sates |147.237.72.14 |dover.idf.il (ol d) drop SAMrul e drop 1
66.240.192. 138 |lhited Sates |147.237.77.243|nobile.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry Target Address \Site |S’ gnature Devi ce Action |Oount
185. 120. 126. 77 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 385
149. 78. 154. 69 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 236
66. 249. 69. 26 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 146
109. 253. 220. 20 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 64
208. 109. 97. 62 Lhited Sates 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 50
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 44
68.180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 38
157. 55. 39. 31 Lhited Sates 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 37
157. 55. 39. 209 Lhited Sates 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 32
77.125.90. 116 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 30
109. 253. 138. 58 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code Bl ock 24
46.19. 85. 238 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 24
82.205. 113. 88 Pal estinian Territory, QGrcupied 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 23
93.172. 36. 187 I srael 147.237.77. 216 dover.idf.il |DOstributed Suspicious Response Code B ock 23
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 19
37.201.213.71 Ger many 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 16
41.33.232. 66 Egypt 147.237.77. 216 dover.idf.il |DOstributed Suspicious Response Code B ock 15
188. 120. 148. 54 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 13
82. 80. 25. 221 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 13
5.102. 207. 164 I srael 147.237.77. 216 dover.idf.il |DOstributed Suspicious Response Code B ock 13
84.111.23. 42 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 12
149. 78. 254. 185 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 12
80. 246. 137. 5 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 12
84.228.244.116 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 12
77.126. 255. 208 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 12
176. 13. 21. 204 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 12
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 12
84.228.19. 253 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 12
91. 240. 80. 25 Lebanon 147.237.77.216  |dover.idf.il |Dstributed Suspicious Response Code B ock 11
45. 35, 64. 142 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 9
85. 65. 155. 101 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 9
79. 182. 130. 105 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 9
37.26. 146. 239 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 9
84.229.135. 34 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 8
2.54.146. 248 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 8
87. 69. 55. 159 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 7
46.19. 86. 59 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 6
176.13.11. 218 I srael 147.237.77. 216 dover.idf.il |DOstributed Suspicious Response Code B ock 6
176. 13. 15. 188 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 6
79.181. 144, 202 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 6
109. 66. 173. 130 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 6
79.178. 130. 15 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 6
217.132.52. 149 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 6
46. 19. 86. 143 I srael 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 6
176. 13. 10. 23 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 6
184. 153. 75. 12 Lhited Sates 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 5
49.177.22.136 Australia 147.237.77. 216 dover.idf.il [DOstributed Suspicious Response Code B ock 5
77.127.199. 63 I srael 147.237.77. 216 dover.idf.il |Ostributed Suspicious Response Code B ock 4
109. 253. 132. 14 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code B ock 4
85. 250. 180. 5 I srael 147.237.77. 216 dover.idf.il |Dstributed Suspicious Response Code Bl ock 4
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