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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
115. 239. 228. 10

|Target Address |Site

|Signature |Device Action |Count |
Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack Con_Htp drop 2
93.174. 93. 218 Net her | ands 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 2
204. 42. 253. 132 Lhited Sates 147.237. 76. 202 e halag.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
185. 110. 132. 54 |147. 237. 77. 179 e.nmazi.idf.il ET SCAN Potential SSH Scan 1
50.204. 188. 142 [147.237.0.34 |lnited Sates  |tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
185. 110. 132. 54 |147. 237. 76. 147 chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
31.184. 195. 114 [147. 237. 72. 14 :3;3}0n dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
185. 110. 132. 54 |147. 237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
31.184. 195. 114 [147. 237. 0. 16 RF;Z:;:SOH ny-kosher-kravi.idf.il  |ET SCAN Potential VNC Scan 5900- 5920 1
111. 207. 243. 73 [147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 193 |147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48.193 |147.237.76. 197 |Net her | ands e himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94, 102. 48. 193 [147.237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.82.79.104 |147.237.8.27 |Netherlands e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 231 [147.237.0.35 akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
58.177.52.70  |147.237.76.31 |Hong Kong vekehal id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 110. 132. 54 |147. 237. 76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
50.204. 188. 142 [147.237.0.34 |Wnited Sates  |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 110. 132. 54 |147. 237. 76. 34 yohal an.idf il ET SCAN Potential SSH Scan 1
31.184. 195. 114 |147. 237. 8. 50 RF;Z:;:SOH e.tikshwv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
175. 6.228. 149 |147.237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Rapi d PGP3 (onnections - Possi bl e Brute Force Attack |1
14.198. 167. 184 |147. 237.76. 30 |Hong Kong hi nush. i df . i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
111. 207. 243. 73 |147. 237.0. 33 |Chi na idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 193 |147.237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.193 |[147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94, 102. 48. 193 [147.237. 72. 156 |Net her | ands aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
80.82.79.104 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng BEngi ne: TCP i i ssi

2.52.160.117  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 24
Inval i d Retransnission Packet dropped.

100. 127. 76. 238 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop

46. 19. 86. 128 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or

212.143.142.56 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop

41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i of .1 Bl ock HTTP Non Conpl i ant gzjtfaed to handie comection 1o g
S reamng Engi ne: TCP i i ssi

199.30.24.146  |Wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi

84.108.216.31 |Israel 147. 237. 76. 200 |ei tan. aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssi on Packet dr opped.

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant sztlaed to hand e comection  Jopnitor |4

46.19. 86. 192 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect

178. 255. 215. 87 |France 147.237. 72. 166 |aka. i df .i | drop SAMrul e drop

reamng BEngi ne: T i i ssi

46.19. 85. 25 I'sr ael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 3

Invalid Retransnission Packet dr opped.
reamn ine: T i i ssi

31. 154. 8. 70 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi

217. 132. 250. 125|i srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi

31. 168. 200. 219 I srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.

185.3.147.211 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |3

46.19.86.174  |israel 147. 237.77. 226 V‘;":"“hamz' aka.1df pad TOP sequence Inval i d ACK number moni tor (3

37.142.64.133 |[lIsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 3
Sreamng BEngi ne: TCP i i ssi

37.26.148.217 |israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.

84.111.108. 230 |l srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 3

46.19.86.174  |Israel 147.237.77. 226 V‘l"‘l"“ chanatz. aka. 10 |oyN At ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng BEngi ne: TCP i i ssi

46.19.85.162  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.

84.111.108. 230 |l srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engi ne: TCP ' i ssi

176.13.18.20 |l srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.

109. 66. 167. 206 |l srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect

46.19. 85. 121 I srael 147.237.0.15 |kosher-kravi.idf.il  |Bad TCP sequence Inval i d AGK nunber noni t or
Streanming Engine: TCP Inval i d segnent retransnission

202.63.104.65 [India 147.237.76.86 |navy.idf.il ) . " |drop 2
Inval i d Retransm ssion Packet dr opped.

46. 19. 85. 144 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

151. 80. 164. 147 |italy 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop

93.174.93.218  [Nether| ands 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpliant |Response out of state noni t or

202.63.104.65 |India 147. 237.77. 216 |dover. i df . i1 Block HTTP Non Conpliant [F!ed to Mende comedtion — Hupigr o
S reamng BEngi ne: TCP i i ssi

66.249.78.170 |lnited Sates 147.237.76. 200 |ei tan. aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 2
Inval i d Retransnission Packet dropped.

46. 19. 85. 219 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1

141.212. 122. 205|thited Sates 147.237.0.33  [idf.il drop drop 1

37.142.64.133 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 1

86. 150. 188. 182 |United Ki ngdom 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1

212.83.40.238 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1

74.82.47. 46 Lited Sates 147.237.77. 226 ‘“:"IW chanat z. aka. 10 \oyN At t ack SYN -> SYN-ACK -> RST rej ect 1

195.62.53. 168  |Russian Federation [147.237.77.61 |e.cogat.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

46.43.111.66 | A SSUNaN Territong, 7 537 77. 216 |dover. i df . il Bl ock HTTP Non Conpliant | edtohande comection oo |

Cccupi ed dat a

216.218. 206. 88 |Wnited Sates 147.237.77. 227 |e. hanaz. i of . | Geo- | ocati on enf or cement gﬁfo'rgf;i;fn I nbound drop 1

79.179.176.96 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 1

202.63.104.65 |India 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant sztlaed to handie comection oo |y

68. 180.229. 230 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SYN drop 1

184. 105. 247. 211|Whited Sates 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

149. 88. 118. 122 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber alert 1

37.142.64.133 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber nonitor |1

86. 150. 188. 182 |Wnited Ki ngdom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

74.82.47.59 Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

46.120.130.35 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence SINFACK retransnit Wi th moni tor |1

di fferent w ndow scal e




02-13-2016-09:04:05 to 02-13-2016-10:04:05

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
149.78.154.69 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 236
86. 150. 188. 182 |United Ki ngdom 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code B ock 201
185.120.125. 8 147.237.0.34 |tikshuv.idf.il Igg '\gg_ f;s_tge Sane Response Code (404) in Session from Bl ock 176
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . i | Distributed Suspici ous Response Gode Bl ock 132
84.108. 168. 132 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 86
185. 120. 125. 36 147.237.77. 216 |dover .i df . i | Distributed Suspicious Response Code B ock 56
68.180.228. 112 |Lited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 48
84.108. 168. 132 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 44
52.16.5.197 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 43
157.55.39.209 |Uited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 37
157. 55. 39. 31 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 36
185. 120. 126. 77 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 36
213. 8. 204. 69 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 30
208.109.97.62 [lnited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 30
50. 87.144.145 |thited Sates 147.237.77.216|dover . i df . i | Distributed Suspicious Response Code B ock 26
46.121.121.92 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 25
2.54.40.4 I srael 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 24
213. 8. 204. 65 I srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 24
46. 19. 86. 39 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 24
192. 249. 66. 247 |Uited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 23
41.33.232. 66 Egypt 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 18
37.26.149.174 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 18
109. 66. 65. 250 |l srael 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 16
94.159. 157.78 |l srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 16
94.242.228.108 |Luxenbourg 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 15
79.183.63.9 I srael 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 14
185. 120. 125. 8 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 12
82. 80. 25. 221 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 11
217. 66. 227. 124 gcf;iig;a” Territory, {147 237.77. 216 |dover. i df .i | D stri buted Suspi ci ous Response Code Bl ock 11
46.120. 249. 199 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 10
79.177.195.75 |Israel 147.237.77. 216 |dover . i df .i | Distributed Suspicious Response Code B ock 10
79.182.136. 127 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 9
45. 35, 64. 142 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 8
79.177.0. 216 I srael 147.237.77. 216 |dover . i df .i | Distributed Suspicious Response Code B ock 8
79.176.116. 249 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 8
86. 150. 188. 182 |Uni ted Ki ngdom 147.237.72. 166 |aka. i df . i | m“;]::rii d??ﬂ mhn‘;‘;%} gfhefn‘irl cati onservi ce. asmd get aut huser |B %K 7
87.68.150.217 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 6
46.117.40.113 |Israel 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 6
60. 234. 107. 179 |New Zeal and 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 6
79.179.176.96 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 6
46. 19. 86. 69 I srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 6
2.54.164. 208 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 6
93.157.80.254 [Israel 147.237.77. 216 |dover.i df .i | Distributed Suspici ous Response Code Bl ock 6
109. 253. 210. 134 /| sr ael 147.237.77.216|dover .i df . i | Distributed Suspicious Response Code Bl ock 6
77.126.203.48 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 6
208.115.113.88 |lhited Sates 147.237.76.86 |[navy.idf.il Mil tipl e Unhauthorized URL Access from 208. 115. 113. 88 Bl ock 6
84.228.184. 200 |l srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 6
37.19.116.116 |Israel 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 6
77.232.50.128 |Russian Federation 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 77.232.50. 128 Bl ock 5
79.178.179.72 |Israel 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 5
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