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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  [Site |signature |Device Action  [Count |
185.94.111. 1 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

106. 120. 173. 159 Chi na 147.237.77.233 atal .idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
175. 99. 87. 209 147.237.77.61 Tai wan e.cogat .idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.113.125. 11 147.237.76. 176 Romani a test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.79.10. 124 147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77.178 Chi na e. nat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
175. 99. 87. 209 147.237.77.61 Tai wan e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
114. 112. 90. 54 147.237.0.33 Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184. 195. 114 147. 237. 8. 46 Russi an Federati on e. chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
198. 20. 69. 74 147.237.77. 74 Lhited Sates lawidf.il ET DROP Bshield B ock Listed Source 1
185. 130. 5. 231 147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237.77. 216 |dover. i df . | drop SMrule drop 32
Sreamng Engine: TCP Invalid i i ssi
201. 227. 226. 151 |Panama 147. 237.77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.90  |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | o 12
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data [noni tor 6
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |4
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 4
Russi an L Sreaming Engine: TP Invalid [invalid segnent retransnissi on.
178. 154. 189. 201 =% &% 147.237.72. 166 |aka. i df . i et 1 ansim ssi on Packet. oh omped. drop 3
31.210.188.24 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreanming Engine: TCP Invalid i i Ssi
207.46.13.55  |Wnited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |y o 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.123 |Uited Sates  |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
199.30.24.129 [United Sates  |147.237.76. 200 [ei tan. aka.idf. il 9 =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.
75.126.221.55 |Uhited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
45.79.10. 124 147.237.76.39 |nobile. meitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect
75.126.221.55 |Uhited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor
141.212.122. 178|Wited Sates |147.237.76.197 |e.himsh.idf.il  |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
130. 193. 50. 33 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218.206. 118|lhited S ates 147.237.76.34 |yohalan.idf.il drop drop 1
199. 255.138.45 |lhited States  [147.237.77.74 |lawidf.il Header Rej ection Pzggitrej ection pattern found in | ooivor |
184.105. 139. 112|Wnited Sates [147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 179|Wited Sates  |147.237.76.197 le.himush.icf.il  |Geo-1 ocati on enf or cement gﬁ?olrggi:mo” i nbound drop 1
72.192.147. 154 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 1
Russi an R SYNVACK retransmt wth different .
130. 193. 50. 33 ot on 147.237.77.74 |lawidf.il Bad TCP sequence i ndow sodl 6 monitor |1
199. 255.138.45 |UWnited Sates  [147. 237. 77. 216 |dover. i df .i Header Rejection :':Sz;trel ection pattern found in | onivor |1
184. 105. 139. 116|Lhited Sates  |147.237.77.233atal .icf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 199|Wnited Sates  [147.237.76.44 |erefuanidf.il  |Geo-1ocation enfor cenent Sﬁfo'rzgﬁi'mo” i nbound drop 1
74.82. 47. 28 Wited Sates [147.237.0.19 |madimatal.icf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
199.168.142. 24 |[hited Sates |147.237.72. 166 [aka.idf. il drop SMrul e drop 1
141.8.183. 16 R‘SIS::I”im 147. 237.77. 176 |nat pash. i df .| SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
201. 227. 226. 151 |Pananma 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
184. 105. 247. 203|Wnited Sates [147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 200|Wited Sates |147.237.76.44 |erefuahidf.il  |Geo-1ocation enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent
216.218. 206. 104|tited Sates  |147.237.76.199 |e nakchal .idf.il  |Geo-1 ocation enf or cenent Sﬁfo',ﬁgﬁigf’” i nbound drop 1
199. 255.138.45 |Wited Sates  [147.237. 72. 166 |aka i df .l Header Rejection P:ﬁitre‘ ection pattern found in | onivor [
184.105.139.82 |lhited Sates |147.237.76.39 [nobile. neitav.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Russi an . . SYNPAXK retransmt with different .
141. 8. 183. 16 ot o 147.237.77. 176 |nat pash. i df .| Bad TOP sequence o ow sodl 6 monitor |1
184. 105. 247. 240|United Sates  |147. 237. 76. 147 [chinuch. aka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173.236. 152. 135|Whited Sates  |147. 237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
216. 218.206. 110|Wnited Sates [147.237.8.27 |e.nadimatal.idf.il|Geo-1 ocation enf or cenent gﬁ?;'rzgi'nfn t nbound drop 1
2.54. 155. 96 I sr el 147. 237. 72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
199. 255.138.45 |Wited Sates [147.237.76.42 |refuah.idf.il Header Rejection :':Sz;trel ection pattern found in | onivor |1
184.105.139. 92 |[Wnited Sates |147.237.8.50 [etikshw.idf.il |Geo-1ocation enforcenent Sﬁ?olrggﬁ;?n  nbound drop 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry |Tar get Address |Site |8’ gnature Devi ce Action |Oount ‘
185. 120. 125. 36 147.237.77.216 |dover.i df . i|Di stributed Suspicious Response Qode B ock 381
149. 78. 154. 69 | srael 147.237.77.216 |dover. i df.i|Dstributed Suspicious Response Code B ock 236
66. 249. 69. 26 I srael 147.237.77.216 |dover.i df.i|Distributed Suspicious Response Code B ock 119
52.16.5. 197 Lhited Sates 147.237.77.216 |dover.i df . i|Di stributed Suspicious Response Code B ock 54
68.180.228.112 |lLhited Sates 147.237.77.216 |dover. i df . i|Dstributed Suspicious Response Code B ock 40
157.55.39.209 |UWited Sates 147.237.77.216 |dover.i df.i|Distributed Suspicious Response Code B ock 34
208.109.97.62 [lhited Sates 147.237.77.216 |dover.i df . i|Di stributed Suspicious Response Code B ock 32
157. 55. 39. 31 Lhited Sates 147.237.77.216 |dover. i df.i|Dstributed Suspicious Response Code B ock 29
50.87.144.145 |lhited Sates 147.237.77.216 |dover.i df.i|Di stributed Suspicious Response Code B ock 25
192. 249. 66. 247 |Whited Sates 147.237.77.216 |dover. i df.i|Dstributed Suspicious Response Gode B ock 24
84.108. 32. 84 I srael 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 22
41. 33. 232. 66 Egypt 147.237.77.216 |dover.i df.i|Di stributed Suspicious Response Code B ock 18
87.71.1.59 I srael 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Qode B ock 15
82. 80. 25. 221 | srael 147.237.77.216 |dover. i df . i|Dstributed Suspicious Response Code B ock 12
66. 249. 69. 26 | srael 147.237.77.216 |dover. i df.i|Miltiple Wauthorized UR. Access from 66.249. 69. 26 B ock 9
45. 35, 64. 142 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 8
66. 249. 69. 34 I srael 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 8
109. 67. 49. 203 |l srael 147.237.77.216 |dover.i df.i|Distributed Suspicious Response Code B ock 7
79.178.196. 147 |[Israel 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Qode B ock 6
89. 139. 150. 24 | srael 147.237.77.216 |dover. i df . i|Dstributed Suspicious Response Code B ock 6
208.115.113.88 [lhited Sates 147.237.76.86 |navy. i df.i|[Wauthorized UR. Access to navy.idf.il/giyus/foruniasp/showf orumasp |[B ock 5
2.54.177. 45 I srael 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Qode B ock 4
169. 0. 183. 214 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 4
66. 249. 69. 42 I srael 147.237.77.216 |dover.i df . i|Distributed Suspicious Response Code B ock 4
174.117. 120. 231 |Canada 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Qode B ock 4
118.173.169. 28 |Thail and 147.237.77.216 |dover. i df . i|Dstributed Suspicious Response Code B ock 3
84.94.25. 35 I srael 147.237.77.216 |dover. i df.i|Distributed Suspicious Response Code B ock 3
162.243.57.54 |lLited Sates 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Qode B ock 3
104. 162.241.87 |Lited Sates 147.237.77.216 |dover. i df . i|Dstributed Suspicious Response Code B ock 3
37.187.162.184 |France 147.237.77.216 |dover. i df.i|Distributed Suspicious Response Code B ock 2
109. 253. 194. 114 |l srael 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2
199. 30. 25. 34 Lhited Sates 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2
8.37.71.74 Lhited Sates 147.237.77.216 |dover. i df.i|Distributed Suspicious Response Code B ock 2
179. 155. 252. 112 |Brazil 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2
2.96. 249. 139 Lhi ted Kingdom [147.237.77.216 |dover.idf.i|Dstributed Suspicious Response Code B ock 2
205.203.135.1 [thited Sates 147.237.77.216 |dover. i df . i|Distributed Suspicious Response Code B ock 2
107.170. 119. 178 |Whited Sates 147.237.77.216 |dover. i df.i|Dstributed Suspicious Response Qode B ock 2
79.178. 39. 130 | srael 147.237.77.216 |dover. i df.i|Dstributed Suspicious Response Code B ock 2
5.29.121.5 I srael 147.237.77.216 |dover. i df . i|Distributed Suspicious Response Code B ock 2
94.228.34.248 |Wnited Kingdom |147.237.77.216 |dover.i df.i|Distributed Suspicious Response Code B ock 2
207.8.49. 34 Lhited Sates 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2
108. 29. 8. 15 Lhited Sates 147.237.77.216 |dover. i df . i|Distributed Suspicious Response Code B ock 2
5.102.242.131 |[Israel 147.237.77.216 |dover.i df . i|Di stributed Suspicious Response Code B ock 2
198.58.102.96 |ULnited Sates 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2
176. 13. 2. 223 I srael 147.237.77.216 |dover. i df . i|Distributed Suspicious Response Code B ock 2
84.108.105.69 |[Israel 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Qode B ock 2
66.249.91. 14 | srael 147.237.77.216 |dover. i df . i|Dstributed Suspicious Response Code B ock 2
2.52.158. 218 I srael 147.237.77.216 |dover. i df . i|Distributed Suspicious Response Code B ock 2
65. 19. 138. 34 Lhited Sates 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2
8.29.198. 25 Lhited Sates 147.237.77.216 |dover.i df . i|D stributed Suspicious Response Code B ock 2

02-13-2016-05:04:01

to 02-13-2016-06:04:01




