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02-13-2016-03:04:06 to 02-13-2016-04:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 1
185. 130. 5. 224 147.237. 76. 202 e halag.idf.il ock Wp Al Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 38 eeneitav.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 224 147.237. 76. 148 gacenter.aka. i df il Bl ock_Udp All _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 38 eeneitav.idf.il Bl ock_Ulp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
185. 130. 5. 224 147.237.76.176 test.ncore.idf.il Bl ock_Udp All _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ock Wp Al Nets drop 1
185. 130. 5. 224 147. 237.76. 42 refuah.idf.il Block Udp All Nets drop 1
185. 130. 5. 224 147.237. 76. 199 e.nakchal .idf.il Bl ock_Udp All _Nets drop 1




02-13-2016-03:04:06 to 02-13-2016-04:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |
188. 165. 15. 61 France 147.237.77.233 |atal .idf.il 228: HITP. AnrefBot craw er Bl ock 1
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il ClO6: HITP. naj estic bot Bl ock 1

155.94. 254, 143 |Lited Sates 147.237.72.167 |ishuri maka.idf.il [16634: HITP. Apache HTTP Server nod_status Request Bl ock 1




02-13-2016-03:04:06 to 02-13-2016-04:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
104. 128. 144. 131|147. 237. 77. 205 |Canada prisha.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102.48.193 [147.237.8.14 |[Netherlands e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184.195. 114 |147.237.77.170 gj::;”ion mear achot . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
185.130.5.231 |147.237.77.61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
130. 211. 100. 171|147. 237. 72. 156 |Lhited Sates aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
117 66. 16,3 147 237 76.30 |ni na hirsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 205 |[Canada prisha.idf.il ET SCAN NVAP -f -sS 1
80. 82. 64. 68 147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.58. 76. 88 147.237.0.15 |lkraine kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
125. 212. 232. 146|147. 237. 77. 226 |\ et nam wa chanat z. aka. i df . i 1 [ET SCAN NVAP -sS wi ndow 3072 1




02-13-2016-03:04:06 to 02-13-2016-04:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
85.250.17.215 [lIsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
37.46.39.57 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber monitor |5
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
Sreanming Engine: TGP Invalid i i sSi
66.249.66.90 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
46.246.41. 164 |[Sweden 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nmonitor 3
Russi an Lo Sreamng Engine: TGP Invalid|invaid segnent retransmssi on.
130. 193. 50. 1 e ot on 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
37.46.39. 57 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber monitor |3
Sreaning Engine: TGP Invalid i i ssi
79.180.203.73 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor 3
46.19. 85. 132 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber moni tor |2
54. 205. 6. 254 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 2
54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il dr op First packet isn't SN drop 2
5.22.135.176 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
74.82.47.12 Lhited Sates |147.237.8.14 |e. orchot.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
42.62.74.73 Chi na 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
184.105. 139. 102|wnited Sates  [147.237.8.28 e nobile-ks.idf. il Geo- | ocati on enf or cenment ﬁ?olr 822;?” I nbound drop 1
141.212. 122. 188|United Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . SYNretransmt wth different .
85.250.17. 215 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 1
200.50. 255. 46  |Argentina 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 199|United Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.91.28.61 Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
184. 105. 139. 102|Wited Sates |147.237.72.217|e.icf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 189|hited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69. 223. 59 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 205|wnited Sates  [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
141.8.132.78 RJSf;;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
74.91.28. 62 Lhited Sates |147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> Tineout |reject 1
46. 19. 85. 162 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber moni tor |1
184. 105. 247. 200|Wited Sates [147.237.77.61 |e cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 189|nited Sates [147.237.77. 176 |nat pash.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69. 223. 59 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber moni tor |1
216.218. 206. 100|thited Sates |147.237.8.27 |enadimatal.idf.il  |Geo-locati on enfor cement ;?O'rggi'n:’” I nbound drop 1
141.212.122. 206 |Uhited Sates [147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.180|Wited Sates [147.237.72. 167 |i shuri maka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 162 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 190|Uhited Sates [147.237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
91.108. 183. 162 |Sweden 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
146. 185. 239, 102 R‘SIS::I”im 147.237.77. 233 |atal .idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 181 |W0ited Sates [147.237.72. 167 |i shuri maka.i of . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 166 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
199. 168. 142. 24 |lhited Sates 147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
141.212.122. 198|United Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104. 128. 144. 131|Canada 147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1




02-13-2016-03:04:06 to 02-13-2016-04:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 66. 140. 155 |l srael 147.237.0.19 |nadimatal .idf.il| [Ostributed Suspicious Response Code B ock 15
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Mil tiple Unhaut hori zed LRL Access from 66. 249. 69. 26 B ock 12
79.180.24.65  |israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 9
79. 180. 24. 65
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . i | v i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 4
46.246.41.164 |Sweden 147.237.77. 216 |dover.idf .i | D stributed Suspi ci ous Response Code B ock 3
66. 249. 69. 42 I srael 147.237.77. 216 |dover.idf .i | Distributed thaut horized LRL Access on Bl ock 2
vwwy i df.i | /atal 1/i zkor/ vi ew i ngt op. asp
17.138.57. 70 Uhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock
17.138.57. 70 Uhited Sates [147.237.77.216|dover.idf .il Mil tipl e Unauthorized URL Access from 17.138.57. 70 B ock
. . D stributed Unhaut hori zed URL Access on
66. 249. 69. 34 I srael 147.237.77.216|dover. i df . i | v df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 2
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df .i | Wi o i1/t al 1/ zkor/ vi ew t ext. asp B ock 2
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited States [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
141.212.122. 177|WUnited Sates [147.237.72.167|i shuri maka. i df . i ||Uaut hori zed URL Access to 147.237.72. 167/ B ock 1
75.102. 8. 33 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/wp-adnn/ B ock 1
207. 46.13.9 Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
. . URL is Above Root Directory
91.108.183. 162 |Sweden 147.237.77.216|dover.i df .i | ww i df.il/.. /shared/clientscripts/jquery/jquery-1. 4.2.mn.js Bl ock 1
: . . Uhaut hori zed URL Access to
68.180.220.173 Lhited Sates 147.237.72. 166 |aka. i df . il aka. i df.il/cgi-bin/shitur/bookpagel00598/i t urfi ndpageexact . pl B ock 1
141.212.122. 177 |thited Sates |147. 237. 77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ B ock 1
77.127.205.52 |lsrael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock
. . Uhaut hori zed URL Access to
66. 249. 69. 32 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 5/ 3395. | pg B ock 1
207. 46. 13. 17 Uhited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
68.180.229.173 |lnited Sates |147.237.72. 166 [aka. i df . i | VB M SC Unhaut hori zed Fil e Access None 1
184.168.152. 74 |lnited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnmin/ B ock 1
77.127.205.52 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka.idf.il/xnrpc. php B ock 1
: . . . Uhaut hori zed URL Access to
207.46.13.104 Uited Sates |147.237.0.34 tikshuv.idf.il v ti kshuv. i df . i |/ nodul es/ shar ed/ user cont rol s/ navnenu/ nazi . i df . i | B ock 1
68.180.230.29 |United States |147.237.77. 176 [mat pash. i df .i|  [rameter Type Violation Pagehumin Bl ock 1
waw cogat . i df . i |/ 1043- he/ cogat . aspx
66.249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/wwntikshuv.idf.il B ock
197. 36. 250. 183 |Egypt 147.237.77. 176 |nat pash. i df . i | Distributed PH> A tenpt B ock
Uhaut hori zed URL Access to
8.37.71.88 Uhited Sates [147.237.77.216|dover.idf.il www. i df . i1/1592- 14585- he/ dover . aspx&usg=al kj r hh6keps48ny29nc3d |B ock 1
lyndows3uj xw
208.113. 248. 104 |thited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adm n/ B ock 1
141.212.122. 177|WUnited Sates [147.237.0.15 |kosher-kravi . idf. i|Uaut hori zed URL Access to 147.237.0. 15/ B ock 1
197. 36. 250. 183 |Egypt 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/xmrpc. php B ock 1
85.250.17.215 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
02-13-2016-03:04:06 to 02-13-2016-04:04:06




