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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
185. 130. 5. 179 147.237. 76. 148 ggcenter. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |
165. 215.209. 15 [Wnited Sates 147.237.77.216 |dover.idf.il|14511: HITP. Wn32/ diga Fake Wser Agent B ock 1
188. 165. 15. 160  |France 147.237.77.74 |lawidf.il [C228 HITP. AhrefBot craw er B ock 1

198.50. 138. 101 |Canada 147.237.72.166 |aka.idf.il |Q25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 216 147.237.77.243 |Wited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
93.113.125. 11 147.237.0. 15 Ronani a kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
83.220.171. 102 147.237.77.205 |Russian Federation  |prisha.idf.il ET SCAN Potential SSH Scan 1
83.220. 171. 102 147. 237.76. 38 Russian Federation [e.e.meitav.idf.il ET SCAN Potential SSH Scan 1
80. 82. 64. 68 147.237.77.170  |Netherl ands naar achot . i of . i | ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.76.196  [China e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 147.237.72.166 [India akaidf.il ET SCAN NVAP -f -sS 1
114. 112. 90. 54 147.237.76.147  [China chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
93. 23. 130. 198 147.237.76.177  |France ncore.idf.il ET SCAN Potential SSH Scan 1
83.220.171. 102 147.237.77.176  |Russian Federation  |matpash.idf.il ET SCAN Potential SSH Scan 1
83.220. 171. 102 147.237.72.166  |Russian Federation |aka.idf.il ET SCAN Potential SSH Scan 1
80. 82. 64. 68 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NMAP -sS w ndow 1024 1
183. 82. 106. 200 147.237.72.166 [India aka.idf.il ET SCAN NMAP -sS w ndow 2048 1
128. 199. 49. 128 147.237.77. 74 S ngapore lawidf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1




02-13-2016-01:04:04 to 02-13-2016-02:04:04

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 30
C e SYNretransmt wth different .
80. 246.133.29 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e moni tor |30
Sreaning Engine: TQP Invalid i i sSi
2.54.13. 27 I'srael 147.237. 77. 243 |robi l e i of . i | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dropped.
185. 3. 144. 68 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 45 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
46. 19. 85. 45 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i SSi
185.3.147.165 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 132 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
91.200.12. 136 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
91.200. 12. 141  |krai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
Sreaning Engine: TQP Invalid i i sSi
109. 67.164.89  |Israel 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178.133. 236 I srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
79.180.197. 132 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 45 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaning Engine: TGP Invalid i i sSi
79.181. 207. 103 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
185. 120. 126. 42 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
178. 255. 215. 87 |Fance 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop
46.19. 85. 45 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
Sreaning Engine: TQP Invalid i i sSi
66. 249. 66. 3 Lhited Sates |147.237.76.86 |navy.icf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
199.30.24.118 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
217. 132. 100. 110]i srael 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
74. 6. 254. 127 Lhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
89.138.29.9 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.176. 160. 102 |Israel 147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TGP Invalid i i ssi
207.46.13.55  |lnited Qates |147.237.76.200 |eitan akaidf. i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46.121. 219. 153 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 204|Wnited Sates [147.237.76. 177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198.72.172.110 |Uhited Sates [147.237.72. 166 [aka.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 199|nited Sates [147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |France 147.237.0.17 ;nlnly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
93.113.125.11 |Romani a 147.237.0.33 [idf.il dr op drop 1
84.108. 169. 199 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
197.41.17.211  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 205|WUited Sates |147.237.76. 177 [ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 192|Wnited Sates  [147.237.76. 197 |e. hinush. i df .1 Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212. 122. 200|Wnited Sates |147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.187.114.171 |France 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
99. 4. 164. 255 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108. 169. 199 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
198.1.101.123 |[thited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |1
Russi an R . Geo- | ocati on i nbound
146.185.239. 102 1o~ 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent enf or cenent drop 1
141.212. 122. 193|Wnited Sates  [147.237.76. 197 |e. hinush.idf .1 Geo- | ocati on enf or cenment ﬁ?olr 222;?” | nbound drop 1
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Country Action
109.67.164.89 | srael 147.237.0.19 |madimatal .idf.il Too Miny of the Sane Response Cbde (404) in Session from B ock 413
109. 67. 164. 89
109. 67. 164.89 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 226
109.67.164.89 |l srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (403) in Session from Bl ock 89
109. 67. 164. 89
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock 12
185. 32. 179. 187 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
17.138.57. 70 Lhited Sates |147.237.77. 216 |dover.i df . il Mil ti pl e Unhaut horized URL Access from 17.138.57. 70 B ock 4
2.54.13.27 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.5. 177 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Uhaut hori zed URL Access to
213.251. 182. 103 [France 147.237.77. 176 |nat pash. idf.il viewv cogat . i df . il /sip storage/ fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 3
193.201.224.8 |lkraine 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 2
. . DO stributed Unaut hori zed URL Access on
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . i | v df i1/ at al 1/ zkor/ vi ew i nut op. asp Bl ock 2
2.54.13.27 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 2
178.137.93. 235 |lkraine 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww idf.il/nazi/ B ock 2
46. 19. 85. 212 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
8.37.70. 141 Lhited Sates [147.237. 77. 216 |dover.i df . il Mil ti pl e Unauthori zed URL Access from 8. 37.70. 141 B ock 2
198. 20. 69. 74 Uhited Sates |147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
. . Uhaut hori zed URL Access to
46.117.130. 252 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
Uhaut hori zed URL Access to
8.37.70.141 Lhited Sates |147.237.77. 216 |dover.i df . i | waw, i df . i |/ 1599- 15909- he/ dover . aspx&usg=al kj r hgupmni y4h3m#n®b |B ock 1
5chj of yf xj nviw
157. 55. 39. 66 Lhited Sates |147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/nain/drushi nigeneral . aspx None 1
Unknown Par anet er
79.179.142.94  |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt aceHol der $ct | 13%ct | 01$ct | 03$chl Questi  [None 1
on$7 in aka.idf.il/nain/gi yus/ questionnaire. aspx
66. 249. 66. 16 | srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 1
46.19. 85. 45 I srael 147.237.76.42 |refuah.idf.il I1egal HITP \ersion B ock 1
89. 39. 70. 14 Rorani a 147.237.77.74 [lawidf.il Distributed Lhaut hori zed URL Access on ww | awidf.il/xmrpc.php  [B ock 1
] ] . Lhknown Paraneter &ortDr in
66.249.78.177 |Israel 147.237.76.200|ei tan. aka.i df . il Wi ei tan. aka. i o . i 1/ 938- hel i t an. aspx None 1
: . . Uhaut hori zed URL Access to
207. 46. 13. 55 Lhited States [147.237. 72. 166 |aka. i df . i | vaw aka, i o . i | / sachar / f or s/ downl oadf or m asp Bl ock 1
64.19. 78. 243 Uhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Uhaut hori zed URL Access to
8.37.70.237 Lhited Sates |147.237.77. 216 |dover.i df . i | W i df . i | /1384- he/ dover . aspx&usg=al kj r hhuj unOvz9ngo_j f 43i zt 9f u |Bl ock 1
npggw
Lhi ted . . Uhaut hori zed URL Access to
163.172.7.229 | . ngdom 147.237.77.216|dover.i df . i | v i dff. i |/ newsi t ef engl i sh/ docunent s. asp Bl ock 1
. . D stributed Uhauthorized URL Access on
80.246.133.29 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 24 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3211, | pg Bl ock 1
193.201.224.8 |lkraine 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed UR. Access from 193.201. 224. 8 B ock 1
46.19. 85. 45 I srael 147.237.76.42 |refuah.idf.il Mal formed URL he-il, he; g=0. 8, en- us; g=0. 6, en; g=0. 4 B ock 1
- . . Uhaut hori zed URL Access to
66.249.78.184 |Israel 147.237.76.200|ei tan. aka. i df . i | ww e tan. aka. i of i |/t enpl at es/ sear chr esul t s/ sear chr esul . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 143 [l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ sachar / t  asi m aspx Bl ock 1
207. 46. 13. 55 Uhited Sates |147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
Unaut hori zed URL Access to
8.37.71.69 Uhited Sates |147.237.77. 216 |dover.i df . il W i df . i |/ 1599- 15445- hel dover . aspx&usg=al kj r hhzwsr f zr 8 2y- eyt - |B ock 1
e- 3kdbvt ul a
82.12.35.123 Wni ted 147.237.77.74 [lawidf.il Dstributed PHP Att enpt Bl ock 1
Ki ngdom
193.201.224.8 |krai ne 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwyidf.il/wp-1ogin. php B ock 1
46. 19. 85. 45 I 'srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method Language: in URL he-il, he B ock 1
. . Uhaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
66.249. 64.229 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt Bl ock 1
82.12.35.123 E?Ir:g}egom 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to waw mag. i df.il/xmrpc. php Bl ock 1
197.41.17. 211 |Egypt 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/english/" B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates [147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 1927- hel cogat . aspx Bl ock 1
. . . Uhaut hori zed URL Access to
66. 249. 65. 248 |l srael 147.237.0.34 |tikshuv.idf.il w1 kshuv. i df .1/t enpl at es/ gener al / gener al . aspx Bl ock 1
m ny- kosher - kravi . i
37.187.114. 171 |Rance 147.237.0. 17 of niyl Uhaut hori zed URL Access to /sap/ hana/ adm n/ B ock 1
89.39.70. 14 Rormani a 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df .i | Wi i df i |/ at al 1/ zkor/ i ew i ngt op. asp Bl ock 1
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