02-13-2016-00:04:06 to 02-13-2016-01:04:06

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

M natpash. i df i |

Wanan.idf.il

Meitan aka.idf.il

Mlawidf.il

M naar achot . i df . i |
navy.idf.il

M tikshuv.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

705

607

507

W 109. 67. 164. 89

404 41.33.231.90
I 66. 249. 69. 26

30 79.179.231. 14

N”'éber M 65. 55. 210. 155
At t acks 20] M 2. 54. 144. 159

I 66. 249. 78. 252

1041 Il 141.8.183.16
79.179. 131. 45

M 149.78.72.178

Top Attackers



02-13-2016-00:04:06 to 02-13-2016-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
185. 130, 5. 224

|Target Address  |Site

|Signature |Device Action  |Count |
147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
185. 130. 5. 224 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
198. 20. 99. 130 Net her | ands 147.237. 76. 34 yohal an.idf.il ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 254 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 159 147.237.77. 74 Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
61.182. 170. 38 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.77. 19 Tur key | aw forumidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.0. 17 Tur key m ny-kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112. 196. 49. 101 147. 237. 72. 156 I ndi a anan. i df.il ET SCAN NVAP -sS wi ndow 2048 1
112. 196. 49. 101 147. 237.72. 156 I ndi a anan.idf.il ET SCAN NVAP -f -sS 1
61.182. 170. 38 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
61.182. 170. 38 147.237.76. 148 Chi na gacent er . aka. i df .i | ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.0.33 Tur key idf.il ET SCAN NMVAP -sS w ndow 1024 1
218. 246. 0. 97 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 0. 200 Chi na . i df il ET SCAN NVAP -sS wi ndow 1024 1
130. 211. 100. 171 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 196. 49. 101 147. 237.72. 156 I ndi a anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.76. 148 Net her | ands gacent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
79.179.231.14 |israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
65.55.210. 155 |Whited Sates |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. | 8
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.252 |United Sates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.179.131.45 |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
84.110.48.160 |l srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
185.3.147.165 |l srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
149.78.72.178 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
Russi an s -
141.8.183. 16 erati on 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 5
94. 230. 86. 49 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Russi an s -
130. 193. 51. 64 eration 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
150. 70. 188. 171 |Japan 147.237.76. 201 |e. atal .i df . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
37.26.147.206 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
2.54.22. 44 I srael 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.216  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
84.228.221. 207 |Israel 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.23.99 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.180.146.73 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5.22.129. 102 I srael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engine: TCP Invalid i i Ssi
82.81.86.131 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 223 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
77.125.111. 138 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
46.19. 86. 172 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber noni t or
93.173.205.97 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.22.131.82 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber noni t or
Russi an o -
130. 193. 37. 23 eration 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 2
185. 37. 85. 29 Dennmar k 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 2
52.49.79.6 Lhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |2
87.69. 235. 78 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber aert 2
46. 19. 86. 223 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
50. 18. 94. 121 Lhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |2
87.69. 235. 78 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni tor |2
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.190 |tnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
84.108.119. 196 |l srael 147.237.77. 176 |nat pash. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 182|Wnited Sates  |147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
46.120.32.176 |Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
86. 10. 103. 254 z';;gom 147.237. 77. 216 |dover . i df .i Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 205|wnited Sates  |147. 237. 77. 226 V‘l"‘l"“ chanatz. aka. 1df e\ At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 176|thited Sates |147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
199. 168. 142. 24 [thited Sates |147.237.77. 216 |dover.idf.il drop SAMrule drop 1
46. 19. 86. 174 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.131.85 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
74.91.28.58 Lhited Sates |[147.237.8.14 |e orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212. 122. 183|Wnited Sates  |147. 237. 76. 202 |e. hal ag.i df . i1 Geo- | ocati on enf or cement Sﬁfolrggihton i nbound drop 1
46.120.32.176 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
86. 10. 103. 254 E?Ir:g}egom 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 67.164.89 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 68
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock
2.54. 144. 159 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Paranmeter Type Mol ati on PageNumin ww i df .il/1361-he/ dover. aspx |B ock 6
. - D stributed Lhaut hori zed URL Access on
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | waw i df i 1/at al 1/i zkor/ vi ew i gt op. asp B ock 5
17.138.57. 70 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 17.138.57. 70 B ock 4
66. 249. 69. 34 I srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 69. 34 B ock 3
66. 249. 69. 42 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 69. 42 B ock 2
. . Parameter Type Mol ation search in
85.64.86.178  [Israel 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1120- he/ nakhal . aspx B ock 2
141.212.122. 177|Wited Sates |147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock
46.121.232.50 |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
93.109. 41. 244  |Qyprus 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
- . Unhaut hori zed URL Access to
66. 249. 78. 65 I srael 147.237.77. 170 |n@ar achot . i df . i | 147.237. 77,1701 pelf /1 | es/ 3/ 106383, pdf B ock 1
195. 174. 168. 117|Tur key 147.237.77.74 [lawidf.il Distributed Uhaut hori zed URL Access on ww | aw idf.il/xmrpc. php [B ock 1
109. 67.164.89 |l srael 147.237.0.19 |[nadimatal .idf.il Too Many 404: Response Code per Session Bl ock 1
Unaut hori zed URL Access to
8. 37.70. 104 Lhited Sates |[147.237.77.216|dover.idf.il waw. i df . i1/1153- he/ dover . aspx&usg=al kj r hnwogaqog4zze4wde2ydh |Bl ock 1
8j vxvebg
66.249.79.202 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 40 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel {1 | es/ 9/ 2389, | pg B ock 1
54. 90. 107. 30 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy.idf.il/&€EZ B ock 1
_ ny- kosher - kravi . i df ) C
157.55.39.233 |lhited Sates [147.237.0. 16 | Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
2.54.26.57 I srael 147.237.72. 156 |anman. i df . i | Mil tiple Untraceabl e SSL Sessions from2.54.26.57 ((pen Mde) None
93.109. 41. 244  |Qyprus 147.237.77.74 [lawidf.il Distributed Lhaut hori zed URL Access on wwu | aw i df.il/xmrpc. php [B ock
66.249.78.216 |[Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nilluindindex Bl ock 1
. - Unhaut hori zed URL Access to
66. 249. 69. 32 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p. st or age/ fi | es/ 4] 2934, pdf B ock 1
207.46.13.55  |United Sates |147.237.72.166 |aka. i df .| | Whauthori zed URL Access to Bl ock 1
aka.idf.il/nai n/ hone/ nai n/ hone/ def aul t. aspx
115. 178. 26. 212 [Canbodi a 147.237.77. 176 [nat pash. i df . i | PHP At enpt B ock 1
Unaut hori zed URL Access to
8.37.70. 140 Lhited Sates |[147.237.77.216|dover.idf.il wan i df . i 1/ 1153- 23129- he/ dover . aspx&uisg=al kj r hj ynl 80y8u73svyl vi |B ock 1
_o3ttrdbnng
54.159.50.111 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/daily statistics/english B ock 1
; . . . Unhaut hori zed URL Access to
157.55.39.240  [Uhited Sates [147.237.0.34  |tikshuv.idf.il wn ti kshuv. i df . i |/ nodul es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
2.54.26.57 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
105. 194. 97. 140 |Egypt 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At tenpt B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
212.117.180.21 |Luxembourg [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ xni r pc. php B ock 1
. . D stributed Uhauthorized URL Access on
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df . il ww i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1
115. 178. 26. 212 |Canbodi a 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/xmrpc. php B ock 1
Unaut hori zed URL Access to
8.37.70. 253 Uited Sates |147.237.77.216|dover.idf.il www i df . i | /1116- he/ dover . aspx&usg=al kj r hj dOwkdbni pbnboxf nev4i |Bl ock 1
2ae7ndg
84.110.33.156 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
- . Unhaut hori zed URL Access to
66.249. 78. 51 I srael 147.237.77. 170 |n@aar achot . i df . i | 147.237. 77,1701 pdlf /1 | es/ 4/ 106394. pdf B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |naar achot . i df . i | 147.237.77. 1701 pdf /11 | es/ 3/ 110763, pdf B ock 1
Lhited - - Unhaut hori zed URL Access to
163.172.7.229 | ngdom 147.237.77. 216 |dover. i df . i | v i dff . i 1/ newsi t ef engl i sh/ docunent s. asp B ock 1
105. 194. 97. 140 |Egypt 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/xnmrpc. php B ock
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/defaul t.aspx B ock
130. 83. 167. 219 |Ger nany 147.237.77. 216 |dover.idf . il Ml ti pl e Unhaut horized LRL Access from 130. 83. 167. 219 B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 58 I srael 147.237.77. 170 |naar achot . i df . i | 147.237.77. 1701 pdf /11 | es/ 3/ 110353, pdf B ock 1
195. 174. 168. 117|Tur key 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
. - Unaut hori zed URL Access to
5.175.0. 137 Ger many 147.237.77. 216 |dover.i df .i | v i df i |/ shar el user cont ol s/ header upper / B ock 1
- . Unknown Paraneter hc_l ocation in
66. 249. 78. 254 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v/ g yus/ gener al . aspx None 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
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