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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Site

Signature

Device Action

Count

46. 174. 48. 117 Russi an Federation 147.237. 76. 44 e.refuah.idf.il B ock_ Wp Al _Nets drop 1
120. 198. 125. 244 Chi na 147.237. 76. 38 e.eneitav.idf.il B ock_Wp Al _Nets dr op 1
120. 198. 125. 244 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
31.186.251. 76 Ger nany 147.237.76. 38 e.e.neitav.idf.il B ock_Up Al Nets drop 1
120. 198. 125. 244 Chi na 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Device Action |Count |

155. 94, 254. 143  |Lhited Sates 147.237.72.156 |anan.idf.i| [16634: HITP. Apache HTTP Server nod_status Request B ock 1




02-12-2016-23:04:06 to 02-13-2016-00:04:06

|Top Attackers In |D|

At acker

Target Address Count ry Signature
80. 246. 130. 151 |147. 237. 77. 233 |I srael atal.idf.il ET DCB Large anount of TCP ZeroWndow - Possible Niller2 7
DDos attack
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 78.254 |147.237.72.166|nited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
218.246.0.97 |147.237.76.86 |China navy.idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249. 81,212 |147.237.77.216|tnited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
98. 119. 105. 221 |147.237.72. 217 |Whited Sates |e.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
59.45.79.117 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
80. 82. 64. 68 147.237.0.15 [Netherl ands kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117  |147.237.77.233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 103 [147. 237. 76. 200 eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.8.46 |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
108. 59. 248. 198 [147.237.76.30 |[Wnited Sates  |hirmush.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 |147.237.72. 217 |Lhited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.45.137.67  |147.237.76.39 [Turkey nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 147.237.77. 178 |Net her | ands e. mat pash. i df i ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117  |147.237.77.235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
115.231.9. 148 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.45 [China eeitanidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
79.176.224.43 |Israel 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 282
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.171.157  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 39
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
109. 253. 143. 186 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 nval i d segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dropped.
195. 239. 16. 53 RJSS::{} o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [monitor  [24
195. 239. 16. 40 stls;;”i o 147.237.77.74 [lawidf.il B ock HTTP Non Conpl i ant Failed to hand e connection data  |monitor  [24
141.8.183.16  |SSIan 147.237.77. 176 |matpash. i f .1 |dr op Frst packet isn't SN drop 12
Federati on
41.227.97.93 Tuni si a 147.237.77. 176 |mtpash.i df .il |dr op First packet isn't SN drop 11
Sreaming Engine: TGP Invalid i i sSi
5. 28. 173. 68 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 7
80. 246. 130. 151 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Russi an R -
130. 193.51. 64 erati on 147.237.77. 176 |t pash.i df .il |dr op First packet isn't SN drop 6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
94.230.86.251 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46.116.43.169 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Russi an R .
5. 255.253. 77 Feder at i on 147.237.77. 176 |mtpash.i df .il |dr op First packet isn't SN drop 4
80. 246. 130. 151 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
Russi an . . -
130. 193. 37. 23 ration 147.237.77. 176 |matpash.i df .il |dr op First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor
85. 64.202.118 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
Sreaning Engine: TCP Invalid i i ssi
109. 65.120.86  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
2.54.20. 234 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
46.133.29.225 |Ukraine 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
5.102.217.132 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
85. 64.202.118 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.180.4.29  |israel 147.237.72. 166 |aka. i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109.67.21.74  |israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  Jinvalid segnent retransmssion drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.146.217 |Israel 147.237.72. 166 |aka i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
37.142.68. 15 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
108.171. 135. 165|Wni ted Sates  |147. 237. 72. 166 |aka. i f . 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Russi an . ... |Streaming Engine: TGP Invalid Invali d segnent retransnission.
130. 193. 51. 45 eration 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
79.178.62.21  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
195. 239. 16. 53 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 2
195.239. 16,40 |SSIan 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 2
) T Federation ) U )
178. 255. 215. 87 |France 147.237.72. 166 |aka. i of .i | dr op SAMrule drop 2
Russi an . . -
130. 193. 51. 98 ration 147.237.77. 176 |t pash.i df .il |dr op First packet isn't SYN drop 2
195. 239. 16. 40 RJSf;:I”i on 147.237.77.216 |dover.idf.il  [Bl ock HTTP Non Conpl i ant Failed to handl e comection data  |nonitor |2
178. 255. 215. 87 |France 147.237.76.42 |refuah.idf.il |drop SAMrule drop
85. 64.125. 100 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid AGK nunber alert
185. 3. 147. 121 |Israel 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i SSi
66.249.78.170 |Uited Sates  [147. 237. 76. 200 |ei tan. aka. i f il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
85.64.125.100 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 2
Russi an . . -
195. 239. 16. 53 ration 147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
84.94.174.72 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 1
184.168.152.7 |Lhited Sates  [147.237.76.86 |[navy.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
141.212.122. 203|United Sates 147.237.76. 176 |test.ncore.idf.fSYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2 Lhited Sates [147.237.76.30 |himush.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 152 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
207.46.13.123 |lhited Sates  |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 86. 178 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Qountry Target Address [Site Sgnature Devi ce

Action

‘Count

Too Many of the Sane Response Gode (404) in Session from

109. 66. 48. 218 |l srael 147.237.0.19 |madimatal .idf.i 109. 66. 48. 218 B ock 127
109. 66. 48. 218 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
. . . {Unaut hori zed URL Access to
46.120.177.59 |Israel 147.237.0.19 |[nadimatal .idf.i nadi matal i df i1/ shar ed aj ax/ updat enakat Gaunt i ty. aspx B ock 7
17.138.57. 70 Lhited Sates 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 17.138.57. 70 B ock 6
69. 163. 208. 103 [lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e UWaut hori zed URL Access from 69. 163. 208. 103 B ock 5
79.183.62.127 |lsrael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 4
79.183.62.127 |Israel 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to ww tikshuv.idf.il/xnrpc. php B ock 4
2.54.19. 109 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.171. 157 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 3
. . Uhaut hori zed URL Access to
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il W i df i 1/t al 1/ zkor/ vi ew i . asp B ock 2
37.157.219.82 |Arnenia 147.237.77.216|dover . i df . il Distributed PH> A tenpt B ock
109. 65.120. 86 |l srael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Lhaut hori zed URL Access from 109. 65. 120. 86 Bl ock
37.157.219.82 |Arnenia 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock
. . . Uhaut hori zed URL Access to
109. 65. 120. 86 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 2
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il v df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 66.249. 69. 26 Bl ock 2
85. 65. 32. 11 | srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/894-he B ock
. . Uhaut hori zed URL Access to
192.99.148.72 [Canada 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ phpnoadni n/ i ndex. php Bl ock 1
66.249.69.42  |Israel 147.237.77. 216 |dover . i df . i | Whauthori zed LRL Access to B ock 1
vy i df i | /atal 1/i zkor/ vi ew pi ct ures. asp
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock
79.183.62.127 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to v atal .idf.il/xnrpc. php Bl ock
. . . 1 |Uhknown Paranet er searchText in
66.249.78.170 |[Israel 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka i df . 1/ 1086-en/ ei t an. aspx None 1
. . . Uhknown Par anet er cd5b9038 in
157.55.39.228 |lhited Sates 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx None 1
. ; Paraneter Type Mol ation SearchText in
95.90.229.218  |Ger many 147.237.77. 216 |dover . i df . i | v i df i 171065- en/ dover . aspx B ock 1
46.254.129.4 |Rigaria 147.237.77. 216 |dover. i df . i | NM’JC};)F" e Untraceabl e SS. Sessions from 46.254. 129. 4 ((Gpen None 1
. . |Uhaut hori zed URL Access to
66. 249. 78. 51 I srael 147.237.77. 170 |maar achot . i df . i | 147.237.77. 1701 pelf /1 | es/ 2/ 106462. pdf B ock 1
109. 66. 48. 218  |Israel 147.237.77.243|mobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
66. 249. 66. 60 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ituriniasp/ vwars. asp B ock 1
82.0. 155. 87 Lhited Ki ngdom 147.237.77. 176 |mat pash. i df . il [Distributed PP Atenpt B ock 1
66.249.78.177 |israel 147. 237. 76. 200 [ei t an. aka. i df . j | [(KnoWn Paraneter &SortOr in None 1

vwy ei tan. aka. i df.i1/938-he/eitan. aspx
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 34 I srael 147.237.77.216|dover. i df . il v i df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 1

Unknown Paraneter & in

157.55.39.228 |Uited Sates 147.237.76.200|ei tan. aka. i df . i | eitan, aka.i df i1/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 1
61.102. 28.6 Korea, Republic of 147.237.77.74 [lawidf.il PHP At tenpt B ock 1
79.183.62.127 |[Israel 147.237.76.31 |nakchal .idf.i|l |DOstributed PHP Attenpt B ock 1
66.249.78.58  |israel 147. 237, 77. 170 |n@ar achot . i df . i | |3uthori zed LRL Access to Bl ock 1

147. 237.77. 170/ pdf / fi | es/ 7/ 112927. pdf

. . Uhaut hori zed URL Access to
130. 83. 167. 219 |Ger many 147.237.77.216|dover.i df . il v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1

. . Uhaut hori zed URL Access to
66. 249. 69. 24 I srael 147.237.76. 42 |refuah.idf.il 147. 237, 76. 42/ si p storagel {1 | es/ 4/ 3044, | pg B ock 1

D stributed Lhauthorized URL Access on

82.0. 155. 87 United Ki ngdom 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i 1/ xmr pe. php Bl ock 1
66. 249. 69. 34 I srael 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on www idf.il/error.htm |B ock 1
185. 6. 59. 141 g‘ijcis;i':('ja” Territory, 147, 237.77. 176 |mat pash. i df . i1 |Unauthori zed URL Access to vww cogat . i df .| /894-ar Bl ock 1
61.102.28.6 Korea, Republic of 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
79.183.62.127 |lIsrael 147.237.76.31 [nakchal .idf.il [Uhauthorized URL Access to wun nakhal .idf.il/xmrpc. php B ock 1
66. 249. 78. 65 I srael 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
141.212.122. 177 |Wnited Sates 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
45.43.8.118 147.237.77.216|dover.idf .il Distributed Suspici ous Response Code B ock 1
. . Uhaut hori zed URL Access to
84.229.155. 169 |l srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1409- he/ at al . aspx Bl ock 1
69. 163. 208. 103 [lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adnmn/ Bl ock 1
66.249.69.34  |Israel 147.237.77. 216 |dover . i df . i | Whauthori zed LR Access to B ock 1

wwn i df.il/atal 1/i zkor/ vi ew i ngt op. asp

Pal estinian Territory,

: 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wwwidf.il/arr/ Bl ock 1
Qccupi ed

185. 21. 121. 64

. . |Uhaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |maar achot . i df . i | 147.237.77. 1701 pelf /1 | es/ 4/ 105904. pdf B ock 1
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