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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
67.86.97.181 Lhited Sates 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
67.86.97.181 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets drop 1
208. 73. 206. 244 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |

155, 94, 254. 143 [lnited Sates 147.237.0.15 |kosher-kravi.idf.il| [16634: HITP. Apache HTTP Server nod_status Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
66.249.78.254 |147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
202, 160. 167. 210|147 237 8.28 |india o robil eks. idf ] ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114.112.90.54  |147.237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 |147.237.76.34 [China yohal an. i df .i| ET SCAN NVAP -sS w ndow 1024 1
94.102.48.193 [147.237.0.33 |[Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.8.50 |Netherlands [e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
114.112.90.54 |147.237.76. 44 |China e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.193 |147.237.77.226 |Netherlands  |ww chamatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.193 |147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 30
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
62. 90. 95. 50 I srael 147.237. 77. 216 |dover.idf i1 SYN At tack SYN -> SYN-ACK -> RST rej ect
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 6
Sreamng Engine: TCP Invalid i i ssi
66.249.78.170 |United Sates [147. 237. 76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.252 |Wnited Sates [147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
94.159.157.78 | srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
79.181.29.167 |lIsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.177.172. 4 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
94.230.86.210 |lsrael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |5
179. 156. 214. 246 |Brazil 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |5
2.54.151.15 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.50.76 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 139. 200 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
178. 255. 215. 87 |Fance 147.237.72.166 |aka. i df .il dr op SAMrul e drop 4
reaning BEngine: TCP Invali i i ssi
2.52. 156. 14 I'sr ael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
46.254.129. 4 Bl garia 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
46.19.86.161  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.180.37 | srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 64.81. 136 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.27.195 | srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.114.34 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.184. 54 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183. 207. 168 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.104. 16 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
5.22.131.2 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
77.125.137. 205 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109.67.21.74  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.223 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 66 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.150.119  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
77.125.94.128 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
178. 255. 215. 87 |Fance 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 2
77.125.94.128 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
198. 154. 60.27 |Uited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.26.147.167 |lIsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46.19. 86. 67 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |2
o SYN+ACK retransmt with .
89.138.191. 186 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence ditferent window scal e moni tor |2
94.230.86.251 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
77.126.69.99  |Israel 147. 237.77. 226 ‘“:"IW chamat z. aka. 1df |\ af t ack SYN -> SYN-ACK -> Tinmeout  |reject 2
173.79.53. 82 Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
46.254.129. 4 Bul gari a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
37.142.64.53 | srael 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 2
94.230.86.251 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
v, chanat z. aka. i df SYNtAXK retransmt with .
77.126. 69. 99 I srael 147.287.77. 226 Bad TCP sequence di fferent i ndow scal nonitor |2
173.79.53. 82 Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
141.212. 122. 177| Wi ted Sates |147. 237. 7. 227 |e. haraz. i o . | Geo- | ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 1
216.243.31.2  |wited Sates [147. 237. 76. 199 |e. nakchal i df . Geo- | ocat i on enf or cenent gi?o'rggi;f” I nbound drop 1
94. 230. 86. 68 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
79.181.29.167 |lsrael 147.237.0.34 |tikshuv.idf.il Too Many of the Same Response Code (404) in Session from 79.181. 29. 167 |B ock 106
17.138.57.70 gq;:eeg 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from17.138.57. 70 Bl ock 10
185.32.179.64 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |5
2.54.21.15 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
85.64.109.198 [Israel 147.237.72. 166 [aka. i df . i | Mul ti pl e Unaut horized Method for Known URL from 85. 64. 109. 198 B ock 3
46. 19. 86. 14 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |3
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
37.142.68.19 I srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bock |2
37.142.68.19 I srael 147.237.77. 176 |nat pash. i df . i | O stributed Unhaut hori zed URL Access on waw cogat . i df . il/xnirpc. php B ock 2
37.142.64.53 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 2
79.181.180.37 [Israel 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
85.95. 254. 197  [Turkey 147.237.77.216|dover . i df . i | D stributed Suspicious Response Qode Bock |2
91.210. 146. 225 |kraine  [147.237.72.166|aka.idf.il Adm n Bl ocki ng Bl ock 1
68. 180. 228. 112 g‘;s: 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
66. 249. 69. 24 I 'srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/ sip_storage/files/9/2379.jpg  |B ock 1
Unknown Par anet er
149. 88. 207. 248 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38$ct | 01%ct | 03$chbl Question$2  [None 1
in aka. idf.il/nain/giyus/questionnaire. aspx
109. 65. 56. 248 |l srael 147.237.0.15 |kosher-kravi.idf.il|PHP Attenpt B ock 1
Lhited . . Uhknown Paraneter 177afae0 in
207.46.13.55 Sates 147.237.72. 166 [aka. i df . i | aka.idf.il/nai n/sachar/regi strati onw zard/ regi ster. aspx None !
66.249.78.170 |[Israel 147.237.76.200|ei tan. aka. i df .i | Unhknown Par aneter searchText in vwwy eitan. aka.idf.il/982-en/eitan. aspx  [None 1
109. 67.202. 42 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
91. 210. 146. 225 |Wkrai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 91.210. 146. 225 B ock 1
79.181.29.167 |Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bock |1
66. 249. 69. 40 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storagel/ fil es/ 4/ 2424.jpg  |B ock 1
109. 65. 56. 248  |Israel 147.237.0.15 |kosher-kravi .idf. il |tauthorized UR. Access to kosher-kravi.idf.il/xnirpc. php B ock 1
85. 64.109.198 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwwu aka. i df . i|/mai n/ sachar/ def aul t. aspx Bock |1
66.249.78.230 |[Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to mobile.idf.il/nilluiniindex B ock 1
46. 254.129. 4 Bulgaria |[147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
Illegal Byte Code Character in Method #Acec [[#28]]1A AAAASY—
"AaY[ [#11] ] Aus[ [#12] ] [[#28] ] Ast A S\Wo[ [ #29] ] ATOA sAZARe ; ASA...
PRz 08A-A.. . A¥SA A2 A[[#23] ] WRAfA AvA3 p/ yAS[ [ #7]] Ae At
BA-\ A2 $e YA AZQR%.ACAEA: A° [ [ #15] ] A~A«AEA A2 AS[ [ #3] ] p[ [ #19] ] EVAZ
. . A% A¥A«OA° a61A?9A"HAYA»A¢AS
109. 67.202.42  |Israel 147.237.72. 166 |aka. i df . i | TA: A hA" gAEA?A ARO[ [#1]] AEACXGA® GAfA: O[ [ #2] ] AceAA A Ath. [Bock |1
RoAxPoWJ [ #21]] A; {W [ #16] ] A—A, Aol [#23] 1\ J [#3] ]\ *nAAY[ [ #1] ] vVAE
3A AZAtHA™] A AWAYA—AL APA’[ [ #17] 1 AZAVf [ #27] 1 AYAL A
[[#16] ] [[#31]] AcAA° AS6Al A=AtvA¥Z[ [ #23]][[#8]]hA...A° uSpAAAA...
A2 A-[ [ #11] ] AAAY
37.142.64.53 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unauthorized URL Access from 37.142. 64. 53 B ock 1
91.210.146.225 |kraine [147.237.72.166|aka.idf.il PHP At t enpt B ock
193. 201. 224. 170|lkraine  |147.237.72. 166 |aka. i df.i | Unaut hori zed URL Access to waw aka. i df . il/894-he/ chi nuch. aspx B ock
m ny- kosher - kr av ing | - i
66.249.78.80 | srael 147.237.0.17 |V llegal Paraneter Encoding j.ef 8215 LROS2VL, *$zzuM &V in None |1
iidf.il mny-kosher-kravi . idf.il/ajax/ creat ecapt chai nage. aspx
109. 65. 56. 248 |l srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 109. 65. 56. 248 B ock 1
37.142.233. 253 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
. . Uhknown Paraneter id in
85.64.113.49 | srael 147.237.72. 166 [aka. i df . i | aka.idf.il/nain/giyus/ nai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. gi f None !
. . Uhaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ gi yus/ f or urd asp/ showf or um asp Bock |1
66. 249. 64. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1403- he/ at al . aspx Bock |1
. . S Whtraceabl e Gonnection - Protocol violation
109. 67. 202. 42 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
91. 210. 146. 225 |Wkrai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-Iogin. php B ock 1
R . . URL is Above Root Drectory
197. 231. 221. 211 |Liberia 147.237.77.216|dover . i df . il www i df.il/../shared/clientscripts/jquery/jouery-1.4.2. mn.js Bl ock 1
m ny- kosher - kr av
66. 249. 78. 87 | srael 147.237.0. 17 i in(;:‘ il Dstributed I11egal Paraneter Encodi ng None 1
109. 65. 56. 248 |l srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
45, 43. 8. 117 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Qode Bock |1
68.180. 228. 112 g‘;:ﬁd 147.237.77. 216 |dover . i df .i | Paranet er Type M ol ati on PageNumin vww i df . i |/1362- he/ dover. aspx B ock 1
66.249. 64. 234 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1401- he/ at al . aspx B ock 1
Unknown HTTP Request Met hod #Acec_[[#28] ] Al AA; AASYA—
" AaY[ [#11] ] Aus[ [ #12] ] [ [ #28] ] Ast A SN[ [ #29] ] ATOA sAZAR: ; A»A. ..
A»A2 0&A-A...A¥SA Ae A[ [ #23] ] WRAFA AVAs p/ yAS[ [ #7]] A At
BA-\ A2 $eYA AzQR%.ACAEA. A°” [ [ #15] ] A~A«AEA A2 AS[ [ #3]] p[ [ #19]] EVAZ
, . A%oA¥AOA° a61A?9A"HAYA» A¢AS
109. 67.202. 42 |Israel 147.237.72. 166 [aka. i df . i | Th K hA" gAEA?A AGO[ [ #1]] AEACX@A GAfA- Of [ #2] ] AceA'A A AtA... B ock 1
AoAsAo W [ #21] ] Ao; { W[ #16] ] A—A A€ol [#23] 1\ [#3] ]\ *nAA([ [ #1] ] VAE
3A AZATHA™] A AWAYA—AL A2 A [ #17] ] AZAV] [ #27] ] AVAL A
[[#16]][[#31]] AcA?A° AS6Al A=AtvA¥Z[ [ #23] ][ [ #8] ] hA...A° uSpAAARA. ..
A2 A-[ [ #11] ] AAAYNA! { RAA
109. 64.59. 160 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 64.59. 160 B ock
37.142.64.53 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storage/files/8/ B ock
Unknown Par anet er
84.109. 9. 109 I srael 147.237.72. 166 [aka. i df . i | ct1003$ct | 00$cphMai n$TochenP acetbl der $et | 13$ct | 01$ct | 03%chl Questi on$ll |None 1
inaka idf.il/main/ giyus/questionnaire. aspx
198. 58. 102. 158 g‘;:ﬁ 147.237.77.216|dover.i df . i | Lhaut hori zed LRL Access to wawidf.il/1294-he/ wan idf.il Bock |1
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