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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
188. 93. 234. 208 Por t ugal 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 1
188. 93. 234. 208 Por t ugal 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 1
158. 130. 6. 191 Lhited Sates 147.237.76. 202 e.halag.idf.il Bl ock_Udp Al Nets drop 1
188. 93. 234. 208 Por t ugal 147. 237.76. 201 e.atal.idf.il Block Np All Nt drop 1
185. 130. 5. 224 147.237.76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1




02-12-2016-17:04:09 to 02-12-2016-18:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sl gnature Devi ce Action |Count

195. 39, 211. 247 krai ne 147.237.77. 176 nat pash. i df . i | Q008: HTTP: Xenu User Agent B ock 1




02-12-2016-17:04:09 to 02-12-2016-18:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66. 249. 64. 153 147.237.77. 226 Lhited Sates Wi chanat z. aka. i df .i | ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
95. 156. 251. 10 147. 237. 76. 199 Ger many e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 61. 109. 189 147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN NVAP -f -sS 1
108. 59. 248. 198 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 193 147.237.77. 235 Net her | ands sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 103 147. 237.77. 176 nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
183. 61. 109. 189 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
130. 211. 100. 171 147.237.0. 35 Lhited Sates akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1




02-12-2016-17:04:09 to 02-12-2016-18:04:09

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

37.47.8.144 Pol and 147. 237. 76. 200 |ei tan. aka.i df .i | > dro| 183
Ret r ansni ssi on Packet dr opped. P

46. 19. 86. 131 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 44

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35

109. 253.193. 52 |l srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 29

79.180. 128. 139 |l srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 24

79. 180. 128. 139 |l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber alert 24

149.78.154.69 |Israel 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 16

52. 33. 66. 29 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16

31.210.187. 247 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
Sreamng Engine: TCP Invalid ' i ssi

31.168.240.21 | srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.

31.210.187.178 [Israel 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaning BEngine: TCP Invalid i i SSi

77.126.175.111 [Israel 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

212.117. 140. 158|| srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TQP Invalid i i SSi

82. 81. 14. 50 I'sr ael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.180. 145. 107 |Israel 147. 237.72. 166 |aka. i f .11 g =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

109. 253. 204. 174|i srael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

212.117. 140. 158l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber alert 11

2.54.20.162 | srael 147. 237. 72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 10

213.57.39. 93 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10

5.22.131.71 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 9

37.26.148.186 |[lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning BEngine: TQP Invalid i i SSi

46. 19. 86. 90 I'srael 147.237.76.31 |nakchal .idf.il 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi

79.178.199.46 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.

37.142.131.117 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 8

37.26.148.186 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber alert 8

37.142.131. 117 [Israel 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 8

84.109. 236.20 |Israel 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8

212.199. 182. 150! srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 8

149. 88. 241. 104 |l srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7

216.161. 139. 230|hited Sates |[147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

46. 19. 86. 91 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 7

83.162.247.186 |Netherlands |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 7

157. 55. 39. 31 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

83.162.247.186 |Netherlands  [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
Sreaning Engine: TGP Invalid i i sSi

46.19. 85. 77 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

85.65.111. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

5.22.131.71 I srael 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
Sreaning Engine: TQP Invalid i i SSi

66.249.64.139 |Wnited Sates |147.237.77.234|hal ag.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

85. 65. 111. 78 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi

79.183.0. 41 I'srael 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

109. 66. 8. 131 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6

216.161. 139. 230|Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6

85. 65. 202. 79 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6

79.180. 7. 244 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6

213.57.39.93 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6

31.210.187.178 [Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6

5. 29. 233. 51 I srael 147.237.72. 167 [i shurimaka i df .i|Bad TCP sequence Inval id AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i Ssi

66.249. 65. 14  |lWhited Sates |[147.237.77.243|nobile.idf.il g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi

77.125.121.8  |israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

85. 65. 202. 79 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.182.190. 182 |[lsrael 147.237.0.19 |nadimatal .idf.i|Too Miny of the Same Response Code (404) in Session from 79.182.190. 182 |B ock 293
79.182.190. 182 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 147
79.182.190. 182 |l srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (403) in Session from 79.182.190. 182 [B ock 58
17.138.57. 70 gﬁ;ttg: 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 4
17.138.57. 70 g‘;s: 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from17.138.57. 70 B ock 4
31.154. 235. 163 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal Iy Long Request from 212.235. 8. 225 B ock 2
212.235.8.225 [Israel 147.237.72. 166 [aka. i df . i | Ml tiple Malformed HTTP Header Line from 212,235, 8. 225 B ock 2
2.54.1.171 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nare from 212. 235. 8. 225 B ock 2
212.235.8.225 [Israel 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed URL from 212. 235. 8. 225 B ock 2
212.235.8.225 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Header \al ue from212. 235. 8. 225 B ock 2
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Nane from 212.235. 8. 225 B ock 2
212.235.8.225 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from 212, 235. 8. 225 B ock 2
. . . Uhaut hori zed URL Access to
46. 19. 85. 227 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 Bl ock 2
212.235.8.225 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Header Line from 212, 235. 8. 225 B ock
88.198. 48. 46 Ger many 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to tikshuv.idf.il/shared usercontrol s/ headerupper/ |B ock
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 212.235. 8. 225 B ock
72.9.148.10 Lsh'mt:g 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to www navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 1
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 224 B ock 1
Unknown Par anet er
149. 78. 253.93  |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38%$ct | 01$ct | 03$chl Question$2 in  [None 1
v aka. i df . i |/ mai n/ gi yus/ quest i onnai re. aspx
91. 207. 60. 66 Wkrai ne 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . Miltiple Untraceabl e SSL Sessions from217.194.198. 104 (Protocol viol ation
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | (SSL CONN APPL| CATI ON DATA EXCHANGE)) None 1
Lhited - - |Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 109335. pdf x} x*
207.46.13.187 [g . o 147.237.77. 170 |n@ar achot . i df . i 1 | - X! xgex” Bock |1
66.249. 78.233 |l srael 147.237.76.200|ei t an. aka. i df . i | |tnknown Paraneter PageNumin eitan. aka.idf.il/938-en/eitan. aspx None
93.172.155. 192 |Israel 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock
46.121.232.50 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
NULL Character in URL [[#29]] AZAY#x¢xfAza€ceAce
A8A: x¥ Pt aAvox§[ A [ [ #27]] A€! ACA° xfA~x™O[ [ #22] | ; A3 x'
A2] TnwcA?. =AVE kKA3A Acv) @ETx8xYALAE x?ZzA€ AEC" ASxfAZ[ [ #18]]1$
A1, x£dl : A [[#24] ] x™A na€sAux AV, AL A2A[ [#1]]i f Aox
212.235.8.225 |[Israel 147.237.72. 166 [aka. i df . i | Po\ A¥OA G/A dag™[ [ #26] | p} [ [ #22] 1 A>A 7[ [#21] ] [ [ #25] ] [ [ #29] ] A®A2x; 4€8  |B ock 1
xj O [ [#15]] x280, A24A"a€¢o[ [ #30] ] yuq[ [ #0] ] A¥x¥[ [ #28] ] x8AVK/ "i AYxux3
AU f AVAUX™S[ [ #18]] _AsA¥" O/xED>dN xQ A€ NxeA3 ex° A€°, xY
O [[#17] ] u* x¥xx8x™oO>A AYf [ #4] | Ac[ [ #21] ] A-a€ceAse At A?A, [ [ #26]] x™
O AE™[ [#6]] r1 0x™AESy( x€G AZcy; x¢O/A A€ hx'A
83.162.247.186 |Netherlands |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
. - D stributed Uhaut hori zed URL Access on
77.125.140.97 [Israel 147.237.72. 156 [arman. i df . i | . Cidf. i1/ https: /v Y Bl ock 1
66.249. 65. 231  |Israel 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/fr. hanas B ock 1
157. 55. 39. 61 LSqulatt:s 147.237.76.42 |refuah.idf.il D stributed Unhauthori zed URL Access on 147.237.76. 42/ robot s. t xt B ock 1
93.172.155.192 [Israel 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
Unknown Par anet er
37.142.164.72 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Questi on$42 i n [None 1
aka.idf.il/nain/giyus/ questionnaire. aspx
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
66.249.78.233 |[Israel 147.237.76.200(ei t an. aka. i df . i | [Unknown Paraneter |ang in eitan. aka.idf.il/938 en/ eitan. aspx None 1
93.172.155. 192 |lIsrael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
66.249. 64.239 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1408- he/ at al . aspx B ock 1
i ted Uhaut hori zed URL Access to
8.37.70.126 Sates 147.237.77.216|dover. i df .|l W i df . i |/ 1283- 17305- en/ dover . aspx&usg=al kj r hj nenwr 066f t ydx4i 6i nl nf h4q |Bl ock 1
ryq
. . Lhtraceabl e S3. Sessi ons: Protocol violation
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . S Untraceabl e Gonnection - Protocol violation
84.228.212. 254 |l srael 147.237.77. 216 |dover.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
79.179.118. 118 | srael 147. 237. 72. 166 |aka. i df . i | Illegal Byte Cde Qaracter in URL /nai n/kapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
66.249.66. 131 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 8/ 2828. | pg Bl ock 1
157. 55. 39. 209 Lsh'mt:g 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/1283-18058-en/ dover. aspx <a href= |B ock 1
93.172.155. 192 |Israel 147.237.76.42 |refuah.idf.il D stributed Uhaut hori zed LRL Access on ww refua. atal .idf.il/xnhrpc. php B ock 1
40.77.167. 17 gq;:eeg 147.237.77. 176 [mat pash. i df . i | |Unauthorized URL Access to 147.237.77.176/ Bock |1
80. 246. 130. 220 |l srael 147.237.76.42 |refuah.idf.il O stributed PHP A tenpt B ock 1
Illegal URL Path Encoding [[#29]]AZAY#x¢xfAza€cehce
ASA; x¥(P t aAvpx§[ A [ [ #27]] A€ ACA° xfA~x™(y[ [ #22] ] ; A x*
A2] TnwcA?. =AV; kA3A Acv) @TxExYALAE x?ZAE€ AEC" ASxfAZ] [ #18]]$
A1, x£dl : Adj [ [#24] ] x™A na€ s AuxAVE; AL AoA[ [#1]]1 f Aox
212.235.8.225 |[Israel 147.237.72. 166 [aka. i df . i | Mo\ A¥GA G/A daE™[ [#26] ] p} [ [#22] 1 A>A° 7[[#21] 1 [ [#25] 1) [ [ #29] ] ARA2x; &4€5  |Bl ock 1
xj O [ [#15]] x280, A?4A"a€¢o[ [ #30] | yuq[ [ #0] ] A¥x¥[ [ #28] ] x8AVK/ "i AYxax3
AU AVAUX™S[ [ #18] ] _A»A¥" O/xED>dM x€( A€ nxsA% ex° a€°, xY
O [[#17] ] u* xYxx3x™oO>A AYf [ #4] ] Ac[ [ #21]] 4-a€ceAse At | A?A [[#26]] x™
O AaE™[ [ #6] ] r| 0x™aEg8y( x€Q AZcy; x¢(VA A€
68. 180. 228. 112 gq;:eeg 147.237.77.216|dover.i df .l Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp Bl ock 1
66. 249. 65. 14 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
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