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217.132. 47. 45
¥ 185. 32.179. 209
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I 41.33.231.90
M 107.77.89.113

79.182. 190. 182
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site |Signature |Device Action |Count |
89.248.174. 4 Net her | ands 147.237.76. 201 e atal.idf.il ock Wp Al _Nets drop 1
153. 254. 144. 47 Japan 147.237. 8. 45 eeitanidf.il Invalid TGP H ags dr op 1
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 1
153. 254. 144. 47 Japan 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 1
89. 248. 160. 138 Net her | ands 147. 237. 76. 147 chi nuch. aka.i df.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature Devi ce Action

195, 39. 211. 247 krai ne 147.237.77. 74 lawidf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

ET DG5S Large anount of TCOP Zer oWndow - Possible Nkiller2

Potential Scan or Brute Force

80. 246. 130. 124 |147.237.77. 233 |l srael atal.idf.il 29
DDos attack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4

95.156.251. 10  |147. 237. 76. 196 |Ger many e svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1

95.156.251.10 |147.237.8.14 |Ger many e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1

94.102.48.193 |147.237.77.74 |Netherlands lawidf.il ET SCAN NVAP -sS w ndow 1024 1

51.254.23.230 |147.237.8.27 E?Ir:;gom enadimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1

37.26.146.241 |[147.237.0.19 |[Israel nadi matal .idf.il ET SCAN Possible S3. Brute Force attack or Ste Gaw 1

185.130.5. 103  |147.237.72. 167 i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1

175.6.228. 149  |147.237. 76. 197 |Chi na e. hi nush. i df .i ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1

130. 211. 100. 171|147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1

104. 128. 144. 131|147. 237. 76. 147 |Canada chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 4096 1

95.156.251.10 |147.237.76.30 |Ger many hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1

.. .. |ET SCAN Behavioral lhusual |y fast Termnal Server Traffic,

94.102.49.151 |147.237.0.16 |Netherl ands ny- kosher-kravi .i df .il . . 1
Potential Scan or Infection

46. 45, 137. 67 147.237.0.34 [Turkey tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1

. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

177. 246. 35. 55 147.237.8. 14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force

142.54.180. 154 |147.237.8.28 |lhited Sates |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1

_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
110. 229. 203. 119(147. 237. 77. 176 |Chi na nat pash. i df i | 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 26
Sreaning Engine: TP Invalid i i ssi

107.77.89.113 |Wited Sates  |147.237. 77. 216 |dover. i df .11 9 =9 Invalid segnent retransmssion. g 26
Ret r ansni ssi on Packet dropped.

46. 19. 86. 60 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 23

46.19. 85. 190 I srael 147.237.72.167 |ishurimaka. idf .il[Bad TCP sequence I'nval i d AGK nunber moni t or 20

R SN retransmit wth different .

149. 78. 90. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni t or 11

149.78.154.69 |l srael 147.237.77. 216 |dover.idf i1 drop First packet isn't SN drop 11

40.77.167. 68 Lhited Sates  [147.237.76. 147 |chi nuch. aka.i df .il[dr op SAMrul e drop 10
Sreaming Engine: TGP Invalid i i ssi

132. 66. 236. 190 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 10
Ret ransni ssi on Packet dropped.

85.250. 39. 213 [l srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9

46. 19. 86. 102 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7

80. 246. 130. 124 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 7

212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi

77.127.209. 155 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

40. 77. 167. 68 Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 6
Sreaning Engine: TP Invalid i i ssi

2.54.0.115 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 6
Sreaning Engine: TCP Invalid i i ssi

109.64.31.113 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46. 19. 86. 116 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6

reanmn ine: TCP Invali i i ssi

109. 253. 206. 174|i srael 147.237.77. 243 |rbit e i1 |1 €AMNg Engine: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249. 65.14  |Wited Sates |147.237.77.243 |nobile.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

77.127.224.131 |lsrael 147.237.77.74 |lawidf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor

5.102. 195. 82 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or

195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
Sreanming Engine: TCP Invalid i i SSi

66.249.78.170 |UWited Sates  |147.237. 76.200 |eitan. aka idf .l 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.

31.210.186.84 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or

37.26.146.241 |lsrael 147.237.0.19 |madimatal.idf.il [Bad TCP sequence noni t or
Sreaning Engine: TCP Invalid i i ssi

79.181.21.65  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

87.68.41.217  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.183.173. 110 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

82.80.165.174 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

31.210. 186. 107 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3

80. 246. 130. 124 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi

31.168.84.85 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

66.249.93.191 |United Sates |147.237.77. 243 |nobile.idf. il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

83.130.107.1  |israel 147.237.72. 166 |aka. i f .11 Streaning Engine: TCP Invalid —imvalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

79.182.25.165 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

31.168.218. 131 | srael 147.237.77. 243 |nobi l e. i of .| 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

37.26.146.202 | srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

Russi an L Streaming Engine: TCP Invalid |invalid segnent retransnission.

141.8.132. 112 erati on 147.237.72. 166 |aka. i df .i | Ret 1 ansmi si on Packet dr opped. drop 3
Sreaning Engine: TP Invalid i i ssi

185.32. 179. 251 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 64.31.235 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.

5.22.135. 156 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

77.127.15.21  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 64. 161. 150 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2

84.108.219.92 |lIsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 2

37.26.146.241 |[Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence I'nval i d AGK nunber aert 2

188. 120. 148. 83 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

46.19. 86. 171 | srael 147.237.72. 156 [anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 2

37.26.146.241 |[Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.142.230. 224 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 161
217.132.47.45 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 106
185. 32. 179. 209 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 103
89. 138. 104. 185 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 87
37.26.146.241 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 38
79.182.190. 182 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 19
2.52.170. 53 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 2.52.170. 53 Bl ock 15
66. 249. 65. 14 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 14 B ock 8
109. 253. 133. 202|I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 6
37.26.146.223 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.12. 168 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
37.26.147.147 |israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 32 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 2
149.88.120.47 |Israel 147.237.0.34 |tikshuv.idf.il Porameter Type Mot on seareted ;;‘px Bock |2
84.108. 139. 143 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
79.182.212.78 |[israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
17.138.57.70  |thited Sates |147.237.77. 216 |dover.idf . il m”f;?riilz/iia?:d/ﬁggfzin:fol o header upper/ Bock |2
66.249.78.233 |Israel 147.237.76.200|ei tan. aka. i df . il Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 233 B ock
79. 180. 38. 12 I srael 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock
Unknown Par anet er
2.54.138.129 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$78 in aka.idf.il/nai n/ g yus/ questi onnaire. aspx
66.249.65.122 I srael 147. 237.76. 200 |ei t an. aka. i df . i | onknown Paraneter gSonor in asix None |1
192.42.116.16 |Netherl ands 147.237.77.216|dover. i df . i | \AU:_;N i';_ﬁ‘;‘fé,?f:re?,gﬁcéggcn pts/jquery/jquery-1.4.2.mn.js B ock 1
132. 66. 236. 190 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/giyusy B ock 1
23. 88. 38. 158 Uited Sates [147.237.77.74 (lawidf.il Enail collector robots 14 B ock 1
80. 246. 139. 192 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217. 194. 198. 104|i srael 147. 237.72. 166 |aka. i df . i | (SSSLStJjégfleNa_bLSPﬁngeAcTtli ?JZ!DE&?E?!C&?\EIE; on None 1
66.249.78.233 I srael 147.237.76. 200 |ei t an. aka. i df . i | gf‘;;g‘f(; izgfd_ iﬁeﬁcplc;s:s/;‘;amhr sl £/ seerchresul £, a5pe Bock |1
46. 35. 253. 161 :Z::I”i on 147.237.77. 216 |dover.i df . i | Paraneter Type Molation lang in wwidf.il/1393en/ dover. aspx B ock 1
162.243.175.84 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/1294-en/vwwn i df.il/english |B ock 1
Unknown Par anet er
89.139. 252. 122 [l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03%cbl Ques [None 1
tion$71 in aka.idf.il/nain/ g yus/ questi onnaire. aspx
79.180. 38. 12 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php B ock 1
2.54. 155. 98 I srael 147.237.77.233|atal .idf.il Paraneter Type M ol ation search in wawatal .idf.il/1437-he/atal . aspx |B ock
200.51.198. 160 [Argentina 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock
149.78.90.34  |israel 147.237.76.42 |refuah.idf.il e hautort zed ﬁaﬁcg‘:{; on Hock |1
46. 35. 253. 161 :3::;’} on 147.237.77. 176 [mat pash. i df . i | fwa’f;ge;t _Tiyﬁf_Y.(}' fé;;’f‘ eﬁ/)r:o[;;t _i gspx B ock 1
23. 88. 38. 158 Wited Sates [147.237.77.74 [lawidf.il eMii | Hoarding B ock 1
81.177.126.118 gs::;”i on 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/nazi'a=0 B ock 1
66.249. 78. 245 | srael 147.237.76.200 |ei tan. aka. i df . i | :rta :rt]'ha?(r;ﬁ?' iLﬁ‘t :ﬁ;ﬁzst/z%/ s, asp B ock 1
66.249.64.171 | srael 147.237.77.233|atal .idf .i| m“;h;r_'iszji Ilfs_hapjf::d‘isussetrZomrol of header upper B ock 1
109. 65. 80. 7 I srael 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 1
79.181.112.121 [Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
Unknown Par anet er
2.54.170. 47 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$29 in aka.idf.il/nain/giyus/ questionnaire. aspx
213. 8. 204. 66 I srael 147.237.77.234|hal ag. i df . il PHP Attenpt Bl ock 1
66.249.78. 80 | srael 147.237.0.17 g]f .niy|- kosher-kravi | Inlalr;?ilos':]aerra}nlfrtae\;i Elng]?d: In?aJr r;?(/icr: eat ecapt chai nage. aspx None 1
46. 35. 253. 161 :3::;’} o 147. 237.77.176 |nat pash. i df . i | \;P:“JNar(’r:e;;;t _Tiygf_\iAI(;' fct);g‘e'n";“l%;a”t aspx B ock 1
23. 88. 38. 158 Wited Sates |147.237.77.176 |nat pash. i df.il Enail collector robots 14 B ock 1
2.52.170. 53 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/giyus/forns.asp |B ock 1
Unknown Par anet er
79.176.195. 193 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03%cbl Ques [None 1
tion$91 in aka.idf.il/mai n/gi yus/ questi onnaire. aspx
66.249. 64.229 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1236- he/ at al . aspx B ock 1
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