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02-12-2016-15:04:04 to 02-12-2016-16:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
54.200. 134. 128 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 2
89. 248. 160. 138 Net her | ands 147.237.76. 196 e.sviva.idf.il |Bock Np All Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 30 hi nush. i df .i | Bl ock Udp All Nets drop 1
170. 161. 102. 40 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
77.127. 236. 87 I srael 147.237.77.170  |maarachot.idf.il Cl22: HITP. Access to - .exe or .dl| Per it 1
91.121.221.15 France 147.237.77.216  |dover.idf.il Cl06: HITP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1




02-12-2016-15:04:04 to 02-12-2016-16:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185.130.5.102 |147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
11393 49. 137 |147. 237.8.28 |ni na o robil eks. idf ] ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
74.122.192.101 |(147.237.76.176|nited Sates [test.ncore.idf.il ET SCAN Potential SSH Scan 1
74.122.192.101 |[147.237.0.33 |Uited Sates |[idf.il ET SCAN Potential SSH Scan 1
40.114.47.160 |147.237.76.31 |Wited Sates |nakchal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
201. 235. 215. 254[147. 237.8.46  |Argentina e.chinuch.idf.il ET SCAN NVAP -sS w ndow 4096 1
201. 235. 215. 254|147. 237.8. 46  |Argentina e.chinuch.idf.il ET SCAN NVAP -f -sS 1
193. 105. 134. 220|147. 237. 0. 34 |Sweden tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
74.122.192.101 |(147.237.76.197 [Lhited Sates |e himush.idf.il ET SCAN Potential SSH Scan 1
74.122.192.101 |[147.237.0.35 |[lLnited Sates [akavs.idf.il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.0.16 [Turkey ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
012 158. 148 91 |147 237 76.30 |CZECH Hrushi b il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ Potential Scan or Brute Force
201. 235. 215. 254(147.237.8.46  |Argentina e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 2048 1




02-12-2016-15:04:04 to 02-12-2016-16:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
54.200.134. 128 |lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 228
213.57.247.199 |Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence S retransmt with different wndow) ooivor 138
40.77.167. 68 Lhited Sates [147.237.72.166 |aka idf.il dr op SAMrule drop 126
23.22.178.90 Lhited Sates |147.237.77.216|dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 122
54.200. 134. 128 |Wited Sates |147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN ACK -> Ti meout rej ect 57
37.26.148.215 |lsrael 147.237.0.34 |[tikshuv.idf.il |dr op First packet isn't SN drop 42
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 30
23.22.178.90 Lhited Sates [147.237.76. 200 |eitan aka idf.i{Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 18
46. 19. 86. 105 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 10
79.182.189.10 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
reaming BEngine: TCP Invali i i ssi
109. 253.207. 73 | srael 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.168. 157. 182 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
77.127.209. 155 |israel 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.149.163 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
37.26.148.193 | srael 147237, 77. 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
213.140.59.136 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
185. 89. 217. 234 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
reamn ine: TCP Invali i i ssi
2.54.164.137  |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
37.26.148.204 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
85. 130. 234. 154 [l srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.120.72.173 |Israel 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
2.54.172.134  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.228.72.89  |Israel 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
s SYNWACK retransmt wth different .
85. 130. 234. 154 |l srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence i ndow scal 6 noni t or 6
46. 19. 86. 32 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 244 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert 5
85. 130. 234. 154 |l srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 5
46.19. 85. 244 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
37.26.148.215 |[Israel 147.237.0.34 |tikshuwv.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46. 19. 86. 32 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 5
Sreaning Engine: TCP Invalid i i SSi
46.121.72.249 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data moni t or
149.88.20. 122 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
176. 228. 159. 63 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
84.108. 4. 27 I 'srael 147.237.72. 166 |aka.idf .il Bad TCP sequence nmoni t or
2.54.132.88 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
173.252. 105. 115|thited Sates |147.237.77.176|matpash.idf.il |dr op First packet isn't SN drop
Sreaming Engine: TGP Invalid i i sSi
66.249. 65. 122 |tnited Sates |147.237.76.200 |eitan. aka.idf. i 9 =g Invalid segent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
195.34.150.18  |Austria 147.237.77. 216 |dover.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
185. 89. 217. 230 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
212.116.162.6 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
185. 89, 217. 228 147.237.77. 74 [lawidf.il drop First packet isn't SN drop 4
23.22.178.90 Lhited Sates |147.237.72.166|aka. idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
84.108. 4. 27 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
5.22.185.177 I srael 147.237.72. 156 [anen.icf.il  [Bad TCP sequence Invalid AGK nunber noni t or 3
185.3.147.249 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i Ssi
77.126.20.79  |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
5.102.229.117 | srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
37.26.148.215 |Israel 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
85. 250. 44. 209 I srael 147.237.0.34 |[tikshuv.idf.il [[00 My of the Sane Response Code (404) in Session from B ock 37
85. 250. 44. 209
185. 32. 179. 209 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
79.180.50.117 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 18
23.22.178.90 Lhited Sates|147.237.72. 166 |aka. i df . il Mil ti pl e Unaut horized Method for Known URL from 23.22.178.90 Bl ock 5
66. 249. 65. 14 I srael 147.237.77.243|nobi l e.i df . i | Ml tiple Unaut horized URL Access from 66. 249. 65. 14 B ock 4
87.69.87.196  |Israel 147.237. 72. 166 |aka. i df . i | Dstr bured thaut for] zed LR Access on Bock |4
176.13.13.206 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.154.73 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 224 Bl ock 3
176.13.18.115 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
94.65.134.134 |G eece 147.237.76.200|ei tan. aka. i df . i | |Dstributed PHP Attenpt B ock 1
37.26.148.193 |[lIsrael 147.237.77.243|nobi l e.idf . i | Mil tipl e Unauthorized LRL Access from 37.26. 148. 193 B ock 1
Unknown Par anet er
5.28.135. 44 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$1l [None 1
6 in aka idf.il/nan/ giyus/questionnaire. aspx
185.89. 217. 224 147.237.77.74 [lawidf. il \Au;_;/\z II ;wpibc?fv.ei I??t/i?migicst/i%e/ navi gat i on/ navi gation_arrow gi f Bl ock !
66. 249. 78. 20 | srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
46.120.178.174 |Israel 147.237.72. 166 |aka. i df . i | ";‘é'_tlizp(')_els‘;'. 'lvgfth/m fwrdth Lhi code Encoding on LR/ Paraneter(+) from g .\ 1
136. 243. 67. 234 |Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df . il/894-en/ dover. aspx/ Bl ock
84.108. 204. 229 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwrefua. atal.idf.il/xnirpc. php B ock
23.22.178.90  |wnited Sates [147. 237. 76. 200|ei t an. aka. i df . i | m”;“:mﬁk?ftdfr_i'”'tgnplateslsendmfriendlsendtofriend_ s None 1
77.127.236.87 |lsrael 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 77.127. 236. 87 Bl ock 1
213. 8. 204. 66 I srael 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 1
94.65.134.134 |G eece 147.237.76.200(ei t an. aka. i df . i | [Unaut hori zed URL Access to vww eitan. aka.idf.il/xmirpc. php B ock 1
37.26.148.193 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;lee? , g‘eggrcyisemztesn tehi | ddocunent s/ 1152 B ock 1
Unknown Par anet er
5.28.135. 44 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$45 [None 1
inaka idf.il/nain/ giyus/questionnaire. aspx
79.180.99.151 [Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
66. 249. 78. 27 I srael 147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ 1073- he/ nakhal . aspx B ock 1
193. 201. 227. 106|kr ai ne 147.237.77.216|dover . i df . il Ostributed PHP Attenpt B ock 1
46.121.73. 84 I srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
149. 78.224.98 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
84.228.132.221 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
23.22.178.90  |United Sates|147. 237. 77. 216 |dover. i df . i | chaut ;"_’;f,ﬁ‘lﬁﬁéﬁfgﬁ;;ﬁ/ ser cont 1ol f header Upper/ Bock |1
77.127.236.87 |lsrael 147.237.77. 170 |maarachot . i df . i | [Mitiple _vti_ from77.127. 236. 87 Bl ock 1
213. 8. 204. 66 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/xmrpc. php B ock 1
41.191.45.250 |Egypt 147.237.77.216|dover . i df . il O stributed PHP A tenpt B ock 1
109. 253. 207. 73 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
5.102.216.5 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
Unknown Par anet er
80.178.124.6 I srael 147.237.72. 166 |[aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetol der $ct | 13$ct | 01$ct | 03$chl Quest i on$38 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
66.249.78.239 |lsrael 147.237.76.200|ei tan. aka. i df . i | [Unaut hori zed LRL Access to eitan. aka.idf.il/tenpl at es/ news/ news.in.aspx  |B ock 1
193. 201. 227. 106|kr ai ne 147.237.77.216|dover . i df . il O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
46.121. 204. 143 |israel 147.237.72. 166 |aka. i df . i | \;Pjrwagfae: d???/?;jﬁ/\safhiiﬁzgiis?r ati onwi 2 e ster . a5px None 1
149. 78. 239. 208 |l srael 147.237.72. 166 |aka. i df . i | mkm"agrizrfti Tr/n;fL?g?;fj;ﬁ;%ﬁ“g%ﬁ?gﬁi‘;acem' der$btnAtudaPrint |, 1
31.168. 157. 182 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
2.229.1.167 Italy 147.237.77.216|dover.idf . il Dstributed PHP At tenpt B ock 1
77.127.236.87 |lsrael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/_vti_bin/owssvr.dl | Bl ock 1
176. 228. 159. 63 |l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
66.249.66.131 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
41.191. 45.250 |Egypt 147.237.77.216|dover. i df . il D stributed Unhaut hori zed LRL Access on waw i df.il/xnrpc. php Bl ock 1
118. 173. 222. 226|Thai | and 147.237.72. 166 |aka. i df . i | SSL Lhtraceabl e Gonnection - Protocol violation (SSL_GONN QI ENT HALQ [None 1
84.108. 4. 27 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 78. 245 | srael 147.237.76.200|ei tan. aka. i df . i | :;lhta :rt].h;kr;z(fj. itﬂ_t fﬁpjeastzst/gpcem eryl cpoenet ry. &5 B ock 1
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