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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 78. 97 | srael 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 296

109. 67. 216. 150 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

198. 20. 70. 114 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bock Np Al Net drop 1

120. 192. 250. 30 Chi na 147. 237.76. 176 test.ncore.idf.il |B ock Wp Al Nets drop 1

188. 93. 234. 208 Port ugal 147.237. 76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 1

196. 200. 16. 200 Kenya 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry | rget Address |Site |Sgnature Devi ce Action |Oount |
119.188. 4.3 Chi na 147.237.0. 34 ti kshuv. i df.il]20086: HITP. Mi ebl ackcat Security Scanner B ock 5
119.188. 4.3 Chi na 147.237.77.216 |dover.idf.il |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 3
119.188.4.3 Chi na 147.237.77.216 |dover.idf.il [20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
41.199. 6. 64 Egypt 147.237.77.216 |dover.idf.il |[9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 39. 211. 247  |Wkrai ne 147.237.77.74 |lawidf.il Q008: HTTP. Xenu User Agent Bl ock 1
119.188.4.3 Chi na 147.237.0. 34 ti kshuv. i df .il|20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

66.249.73.209 [147.237.76.31 [Whited Sates |[nakchal .idf.il ET SCAN NVAP -sA (2) 980
41.199. 6. 64 147.237. 77. 216 |Egypt dover.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Vb Server) 9
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 170 |147.237.76.200 [Lhited Sates |eitan. aka.idf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.76.39 |China nobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
121. 40. 195. 144 147.237.8.50 [Chi na e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.8.14 |hina e.orchot.idf.il ET SCAN Potential SSH Scan 1
119.188.4.3 147.237.0.34 |hina tikshuv.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
59.45.79.117 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
113.59.33.61  [147.237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
51.254.23.230 |147.237.76.31 zi;:gom nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
4257 53.79 147 237 8.28  |ni na o nobi | e ke, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |[147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
59.45,79.117 [147.237. 76. 148|Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.76.42 [China refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.38 |China eenetav.id .il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
119.188.4.3 147.237.77. 216 |Chi na dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
59.45.79.117 |147.237.0.200 |China ndu. i df i | ET SCAN Potential SSH Scan 1
113.59.33.61  [147.237. 76. 202 [Chi na e halag.idf.il ET SCAN NMVAP -sS w ndow 3072 1
59.45.79.117 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
85.93. 5. 65 147. 237. 76. 148 |Ger many gacenter. aka. i df il ET SCAN Potential SSH Scan 1
46.45,137.67 |147.237.76. 199 [Turkey e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  [147.237. 76. 196 [Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 147 |hi na chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 3. 146. 214  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 59
40.77.167. 68 Lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
82.145.209. 110 |Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
S SYNretransnmit wth different .
80. 246. 133. 198 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal @ noni t or 18
reaming Engine: TCP Invali i i ssi
77.127.209. 155 [Israel 147.237.72. 166 |aka.i df .i Stream g Ehgihe @ Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
s SYNHAK retransmit with different .
79.182.189.10 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal & noni t or 11
109. 253. 142. 182|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 11
79.182.189.10 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
109. 253. 142. 182|l srael 147.237.77.233|atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 11
85.250.18. 237 |l srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence SIWAK retransmt with different | onvor 10
W ndow scal e
149.78.151.84 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i SSi
77.125.83.0 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.170 |United Sates |147.237.76.200 |eitan. aka idf. il 9 =g vl i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
105. 71. 8. 108 Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192.0.81. 17 Whited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
88. 229. 109. 224 |Turkey 147.237.76. 200 |eitan. aka.idf.il [dr op SAMrul e drop 7
109. 65. 145. 176 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
84.108.67.196 |lsrael 147.237.72. 156 |anan. i df . i | drop Frst packet isn't SN drop 7
37.26.148.137 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
r eam n ine: TCP Invali i i ssi
176.13.13.82  [Israel 147.237.77. 243 |moti 1 e i or iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
94.230.86.36  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
79.181.28.212 |israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.218  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 64. 143,171 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 65. 14  |UWited Sates |147.237. 77. 243 |nobile.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176. 13. 20. 43 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
149.78.151. 84 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
37.26.149.137 |[lIsrael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
149.78.151.84 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber alert 5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
176. 13. 20. 43 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
149.78.151.84 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
C e SYNretransnmit wth different .
213.57.247.199 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal noni t or 5
Sreaning Engine: TQP Invalid i i SSi
85.65.52.103 | srael 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
37.26.147.186 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence aert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
54,244.22.103 [Wited Sates |147.237.77.176|natpash.idf.il |drop First packet isn't SN drop 4
46. 19. 85. 28 I srael 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 4
85.250.18. 237 I srael 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINHA retransmt with different oo o g
W ndow scal e
37.26.147.186 |Israel 147.237.72. 166 |aka i df .i 1 Bad TCP sequence Inval id ACK nunber noni t or 4
31.210.186.56 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
84.111. 224. 187 | srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
31.210. 186. 109 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
65.55.218.53  |tnited Sates [147.237.76.200 [eitan. aka. idf.il 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
197. 53. 81. 94 Egypt 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
s SYNHAK retransmit with different .
85. 64. 245. 76 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 4
Sreaning Engine: TQP Invalid i i SSi
213.57.42.100 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.127.109.27 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. drop 3

Ret ransm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 23 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 112
85.65.247.125 | srael 147.237.0.34 |tikshuv.idf.il ;g?e'\:”zy‘l;fl;ge Sane Response (bde (404) in Session from Bl ock 111
109. 253. 157. 91 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 60
46.19. 86. 23 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Same Response Code (404) in Session from 46. 19. 86. 23 |B ock 46
46.19. 86. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 41
109. 253. 157. 91 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 25
89. 139. 188. 104 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Uauthorized URL Access from 89. 139. 188. 104 Bl ock 8
213.151. 45. 118 |l srael 147.237.72.166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. i df .il/ B ock 5
66.249. 65. 224 [Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 65. 224 Bl ock 4
46.121.144. 152 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.111.224.187 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;;t'_zizglitﬁ‘sfgf;ﬁ;g‘; (11 es/ 01 i 2622040/ 3410, pg, Bock |3
2.54.20. 208 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.151.60. 181 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized LRL Access from 213. 151. 60. 181 B ock 3
176.13.18.115 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
66.249. 66. 191  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/ 7/ 2367. pg |B ock 1
Unknown Par anet er
89.139. 46. 123 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekHol der $ct | 13$ct | 01$ct | 03$cbl Questi on$ [None 1
38 in aka.idf.il/main/giyus/questionnaire. aspx
81. 10. 94. 220 Egypt 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on v i df.i|/xnrpc. php Bl ock 1
217.55. 244. 242 |Egypt 147.237.77.216|dover. i df .i | Dstributed PHP At enpt Bl ock 1
213.57.247.199 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
68.180. 230. 162 |[Wnited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
Unknown Par anet er
149. 88.101. 3 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! acehHbl der $ct | 13%ct | 01$ct | 03$chbl Questi on$ [None 1
45 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
66. 249. 65. 14 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 14 B ock 1
37.203.214.2 Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
85.250. 195.50 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df . il/mai n/ sachar/undefi ned Bl ock 1
213.151.60. 181 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/mil uin Bl ock 1
79.181.57.146 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Par anet er Sear chParamin waw aka. i df . i |/ mai n/ sachar/ None 1
185. 3. 146. 214 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
66.102. 9. 101 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df . il/1294-en/ v i df .il/english B ock 1
217.55. 244, 242 |Egypt 147.237.77.216|dover. i df .i | D stributed Waut hori zed URL Access on ww i df.il/xnrpc. php Bl ock 1
213.151. 45. 118 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 213. 151. 45, 118 B ock 1
68.180.230. 224 [Lhited Sates [147.237.76.31 |nakchal .idf. il Twwr:?ki;ﬁ%ef _\fl‘j' f;é;”hzagzk'\ﬁg} ' gspx Bl ock 1
157.55.39.209 |wited Qates |147.237.77. 216 |dover.idf.il mult gf.ril Izle:ngﬁ'?srﬁc;nisoirfc‘;nem /2002 apr 1/ 1 Bl ock 1
66.249.65.14  |Israel 147.237.77. 243 |mobi L e i df i1 [0 :?ro'ﬁsz /gegpgfﬁsem‘;esn <t ehi | ddocument </ 1071 Bock |1
86. 97. 167. 238 g:;deﬁ”ab 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 1
80. 246. 133. 150 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66.249.78.170 | srael 147.237.76.200 |ei tan. aka. i df . i mu;t:(;;' ZE; l?ﬁfgﬁ; ;t(;s/searchresultsidflsearchresultsidf.aspx B ock 1
185. 120. 126. 73 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wwuidf.il/894-en B ock 1
66.249. 64. 131 I srael 147.237.72. 166 |aka. i df . i | ﬂ?”tzg;’”éef&% rffsctejrsaég (i1 es/ 1/ 69861 | pg Bock |1
84.111. 224. 187 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
217.55. 244. 242 |Egypt 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
77.125.3.6 | srael 147.237.72. 166 |aka. i df . i | Miltiple Untraceabl e S Sessions from77.125.3.6 (Qpen Mde) None 1
Unaut hori zed URL Access to
157.55.39. 247 |Uited Sates [147.237.0.34 |tikshuv.idf.il [wwtikshuv.idf.il/tenplates/inmagevideogal | eryl obby/ i magevi deogal | eryl obb [Bl ock 1
y. aspx
86. 97. 167. 238 Emrtaetdesprab 147.237.77.216|dover . i df . i | D stributed Waut hori zed URL Access on ww i df.il/xnirpc. php B ock 1
80. 246. 133. 198 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
216.155. 149. 122|thited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . | ﬂ?“;g;’r;gefesﬁl :fsctec?rsaéeo/ (i1 es/'9/ 69859, pg Bock |t
192. 116. 142. 154|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
66. 249. 64. 254 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/894-he B ock 1
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